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6.1
Functional Requirements
The solution shall

1. Support traversal of IMS services across firewalls that unintentionally block IMS services.
2. Avoid the need for changes to the Firewall firmware and configuration.

3. Avoid the need for changes to the UE Operating System (OS).

4. Avoid the need for root/admin privileges on the UE OS.

5. Support all the existing IMS protocols (SIP, RTP, MSRP, RTSP, HTTP…..). 
6. Support dynamic detection of restrictive firewalls.
7. Be transparent to the existing IMS core
· Editor’s note: The tradeoff between transparency and efficiency should be studied further for requirement 7.
8. Be backwards compatible with existing IMS architecture, particularly the separation between the user and control plane.
9. Allow other 3GPP Firewall traversal mechanism to exist in parallel.
10. Allow selective invocation of firewall traversal and/or security functionality introduced through the proposed solutions when needed.
6.2
Security Requirements
The solution shall
1. Provide mechanisms for the Firewall operator to allow/disallow IMS services.   
2. Comply with Lawful Intercept and other regional regulatory requirements.  
3. Ensure that mandatory IMS access security for the control plane is preserved
4. Ensure that the optional IMS security for user plane is preserved

5. Introduction of the iFire feature shall not have any negative impacts on the security of the protected security zone(s) behind the NIMSFW and shall not have negative impacts on the security of the terminals.
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Editor’s note: 
· We have not reached a consensus on the requirements number 3 and 4 in the Functional requirement section. The discussion so far is focussed on whether requirement 3 and 4 should be “must” or “recommended” requirement. There was also a further discussion on whether this should even be a requirement or should be completely removed. Requirement 3 and 4 will require further discussion to decide whether this should be a “shall”, “should” or should even be a part of the requirement.

· There was a suggestion to add a new requirement to say that the proposed solution “shall support both 3GPP (cell phone and smart phones) and non 3GPP (desk top and laptop) devices”.  We have not reached a consensus on this and will require further discussion.
· There was a suggestion to add a new requirement to say that the proposed solution “shall not introduce unacceptable delay and jitter for the IMS traffic”. We have not reached a consensus on this and will require further discussion.
· The impact on emergency calls is for further study

· The impact on IMS client authentication is for further study
· Additional security features that may be required at the tunnelling level should be further studied.
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