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Abstract: This document provides clarifications for the properties satisfied by MIKEY-IBAKE protocol. 
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7.3
Solution(s) 

7.3.1 MIKEY-IBAKE

MIKEY-IBAKE [28] is a key management protocol variant for the Multimedia Internet KEYing (MIKEY) which relies on trusted key management service.  In particular, MIKEY-IBAKE utilizes Identity Based Authenticated Key Exchange framework which allows the participating clients to perform mutual authentication and derive a session key in an asymmetric identity based encryption framework. This framework, in addition to providing mutual authentication, provides ways to eliminate the key escrow problem and provides perfect forward secrecy. 
NOTE:
As stated in [28], the actual session keys used for traffic protection are generated between the end users, thus not known by the KMS or any other entity in the network.  As such, MIKEY-IBAKE enables complete elimination of the key escrow. In addition, session keys are generated according to Elliptic Curve Diffie-Hellman protocol, ensuring that MIKEY-IBAKE provides perfect forward secrecy. On the other hand, to satisfy LI requirements the session keys need to be made available to the LI entities. There are multiple approaches to satisfy this requirement.  Some of these approaches may lead to a protocol that does not satisfy the two above mentioned properties. For example, one approach is to use pseudo random generator to calculate the secret used to generate elliptic curve Diffie-Hellman value. This approach therefore provides a way to reproduce this secret and therefore reproduce the session key. At the same time this approach may lead to violation of perfect forward secrecy. In another approach, the encrypted version of this secret may be exchanged between the end users. While this approach still provides a way to reproduce the session key and satisfy LI requirements, it preserves the perfect forward secrecy.
Additionally, the following call scenarios are securely supported: secure forking, retargeting, deferred delivery and pre-encoded content. 

Editor’s note: LI solutions for MIKEY-IBAKE are currently being discussed by SA3-LI. 


Editor’s note: Explanation of signaling with MIKEY-IBAKE is needed.

MIKEY-IBAKE is explained in TR 33.828 [2].
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