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Abstract of the contribution: 
Following conference papers recently published on femtocell security, this contribution proposes some enhancements to 3GPP SA3 TS 33.220 on “H(e)NB security”. 
1. Femtocell security under spotligh
A group of researchers is working on femtocell security.  They are publishing their results and are presenting papers in conferences. For their studies, the researchers took into account 3GPP SA3 work on H(e)NB security. 
A question araising is: “what are the impacts of those attacks on 3GPP specifications, if any?” 
This contribution addresses this question focusing on the H(e)NB equipement. 
2. Impacts H(e)NB equipment
3GPP SA3, in TS 33.320, defined security requirements and new entities to secure H(e)NB: a HPM (Hosting Party Module and a TrE (Trusted Execution environment). This section analyzes some impacts of the attacks on the specification of the H(e)NB equipment. 

HPM

Some papers present a figure indicating the status of their attacks regarding the list of security threats listed in 3GPP SA3 TR 33.820 on “H(e)NB security”. 

Attacks related to the category of threats “Compromise of H(e)NB Credentials” and “Physical attacks on a H(e)NB” were performed and allowed the retrieval of sensitive data such as credentials or the cloning of devices. But, papers clarify that the UICC could not be cloned. 
Consequenlty, the usage of a HPM should be recommended to store and manipulate sensitive data in the H(e)NB equipment since the HPM is based on a UICC, a tamper resistant device, while the TrE does not provide protection against hardware attacks. 
A security threat identified in 3GPP SA3 TR 33.820 on H(e)NB security consisting in inserting a valid HPM into a manipulated H(e)NB (threat 3) was successuly performed. To prevent such an attack a SIM Lock-based mechanism between the HPM and the H(e)NB device would be efficient and is recommended. 
H(e)NB device itself

It is difficult to determine whether the TrE implementation of the hacked femtocells fulfilled the security requirements specified by SA3. Having a dedicated hardware-based component in the H(e)NB device itself is not enough to claim being compliant to SA3 requirements. There are different ways to design a TrE. Deploying TrE with proprietary features, API, management systems does not help to increase the confidence in the security level of the H(e)NB, and it obliges operators to perform tests specific to each vendor of TrE in order to evaluate the security and ensure that the security requirements are fulfilled for this particular TrE. 
Consequently, to increase the level of confidence in the security of TrE, and ease the security tests performed by operators to evaluate the TrE security, it would be needed to add in SA3 TS 33.320 references to specifications providing a sufficient level of details of the TrE.
3. GlobalPlatform work on TEE
GlobalPlatform was created in 1999 to deliver GlobalPlatform card specifications that are now embedded in huge number of Secure Elements. 
GlobalPlatform is now working on the specification of the TEE (Trusted Execution Environment). This work on TEE is following its OMTP and TCG standardization efforts. 
GlobalPlatform Device Committee delivered first specification of TEE in July 2010:  “TEE Client API 1.0” [1]. The committee is continuing the work on TEE with specifications on TEE System Architecture and TEE Internal API. 
The current public specifications of GlobalPlatform on TEE are: 
· TEE Client API Specification [1] v1.0, July 2010 
· TEE System Architecture, Version 0.27, Public Draft [2]. 

· TEE Internal API Specification [3]
Note that specifications on TEE System Architecture and TEE Internal API Specification are under public review until 14th of November 2011 and will be agreed end of 2011. They are available at: http://www.globalplatform.org/specificationsreview.asp
A high level description of the TEE, rational for TEE standardization, and TEE roadmap, are available in a white paper published by GlobalPlatform in February 2011 [4]. 

4. Proposals
It could be claimed that the femtocells used to perform the attacks were not compliant to 3GPP standards. However, we think those attacks reveal the need to add some enhancements to 3GPP SA3 TS 33.320. 

We kindly ask SA3 to review this analysis and agree the enhancements proposed in companion CRs to TS 33.320. 

GlobalPlatform specifications on TEE
1. We recommend adding in 3GPP SA3 TS 33.320 a reference to GlobalPlatform specifications on TEE. 
Confer corresponding CR S3-111100
SIM Lock
2. There was a section 6.2 dedicated to “Binding of HPM ID and Device ID” in TS 33.320 version 9.3.0 and previous versions to prevent the use of a valid HPM into a manipulated H(e)NB, as described in TR 33.820 (threat #3).  A SIM-lock-based mechanism between the HPM and the H(e)NB device was proposed in SA3#58 meeting to perform this binding (S3-100169 from Orange and S3-100097 from Gemalto).  This solution was noted and the section become void since there was no SA1 requirement for such a mechanism. Following the attacks performed in 2011 on femtocells, we recommend to reconsider the decision taken in 2010, and add a SIM-lock-based mechanism in 3GPP SA3 TS 33.320. 
Confer corresponding CR S3-111101
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