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Abstract of the contribution:
Location Update (LU) procedure is defined in TS24.008, TS29.002 and TS23.012. In its standard procedure, it is  assumed that there is only one entity (user), of one and the same identity,  for a LU request.  If there is more than one entity of one identity around to request LU almost simultaneously, an exception might arise due to a fault in processing the LU in CN. This contribution describes the detailed vulnerability of CN in processing any multi-identity LU, for example mobile stations with cloned SIM cards that request LU at the same time.    
This document may address TS29.002 and TS23.012 in order to make mobile station Location Updating process more robust.  For the moment however it serves as a discussion basis to find the problems and also try to find the solutions along with the analysis we found.
1.	Introduction
We found a critical vulnerability in CN when processing several, simultaneous Location Updating Request of only one user’s identity. Based on this vulnerability, some analysis and proposals intended to solve this problem is given as follows and in sections 2 and 3. 
The Location Update procedure appears to work well providing that there is only one user of one SIM card in the network. But for different of reasons, there may be some SIM cards of the same identity in network like cloned SIM cards.  Also, a malicious MSC server may send spoofed requests. In enterprise network, there is MSC server also for the providing voice specific services, then the MSC server can send malicious requests. If such cases, the process of location update in HLR may cause critical problems depending on vendor’s implementations. 
Hence current 3GPP system appears to lack an appropriate “fail safe” protection with respect to any failure in the SIM card system. For future robustness of the 3GPP system, e.g. to account for unknown M2M architectures and its possible future authentication technologies, we urge to solve this vulnerability.
Clause 4.4.1 of TS 24.008 defines the Location Updating Procedure.  Clause 4.1 of TS23.012 details the implementation of Location Updating procedure. Clause 19.1 of TS29.002 defines the standard procedure processes.  In normal location update, there are 3 steps. In brief:
· Step I. Location Updating Request from MSC Server to HLR
In Phase I, mobile station sends location update request, and MSC Server will process it and then forward MAP_UPDATE_LOCATION to HLR. 
Clause 8.1.2 of TS 29.002 defines MAP_UPDATE_LOCATION service. 
· Step II. Cancel Location from HLR to PVLR
In Phase II, the HLR handles location update signalling, and it will send MAP_CANCEL_LOCATION to PVLR to cancel the subscriber’s data in PVLR 
· Step III. Insert Data from HLR to VLR
In Phase III, the HLR will send MAP_INSERT_SUBSCRIBER_DATA to VLR to insert subscriber’s related data.
A simplified process flow is as the following, detailed procedure can be found in TS 29.002.
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Fig.1 Noral location update
Further description for location update can be found in TS 23.012, TS29.002 and TS24.008.
2.	Analysis
2.1	Vulnerability Case 1
TS 29.002 and TS 23.012 gives the procedure of location update, but implementation details is up to the vendor. If some SIM cards of the same identity send location update simultaneously, the MAP_CANCEL_LOCATION processing phase in HLR may have a potential vulnerability, which makes multi-SIM cards attach to different MSCs, but only one VLR’s information is registered in HLR, and other cards are totally out of control. The cards out of control can for example make voice calls and use the SMS service. However, the worst problem is that the CN cannot terminate these cards, or become aware of them automatically.  (
HLR
VLR2
VLR1
MAP_UPDATE_LOCATION
 (VLR1)
MAP_CANCEL
_LOCATION
 (VLR1)
MAP_CANCEL
_LOCATION
(VLR2)
MAP_INSERT_SUBSCRIBER_DATA
MAP_INSERT_SUBSCRIBER_DATA
 ack
MAP_
UPDATE
_
LOCATION
PVLR
MAP_UPDATE_LOCATION
 (VLR2)
MAP_INSERT_SUBSCRIBER_DATA
MAP_INSERT_SUBSCRIBER_DATA
 ack
MAP_
UPDATE
_
LOCATION
)Fig.2 Vulnearability case 1
As illustrated in Fig.2, when HLR handles two or more location update request by the same identity, the process of MAP_CANCEL_LOCATION may cause potential vulnerability. The result is that two or more location update requests are completed, and that two or more users with the same identity are attached to network.
2.2	Vulnerability Case 2
Similar with case 1, when HLR handle MAP_CANCEL_LOCATION and MAP_INSERT_SUBSCRIBER_DATA from two or more of the same identity, an exception may arise, resulting in that two or more of this identity are attached to the network. 
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Fig.2 Vulnerability 2


2.3	Test Results
Tests have shown that almost all the vendors’ devices are prone to this kind of vulnerability.
2.4	Impacts
If two or more the same SIM card are attached to network, results may include the following:
· Each one can make active calls, use SMS and other services
· Only the one registered in HLR can receive incoming calls or SMSs
· CN cannot control or terminate those false but active SIM cards, that are not registered in HLR
· It is difficult for CN to detect and find those SIM cards out of control
Conclusion:
· Multi Location Update of the same identify may be possible, as a result of cloned SIM cards or malicious MSCs
· HLR’s Location Update processes of the same identity can occur separately and not synchronously
· Each Location Update of one identity can process the respective users’ data separately
· In some situations, a critical vulnerability may be triggered and cause multi SIM cards attach to the network
· Multi SIM cards are out of control in this situation, and can simultaneously use services of that SIM card
· Only the one registered in HLR can receive incoming calls or SMSs   
3.	Proposal
Based on the analysis given in the previous section, we recommend to study this problem later in SA3 and also study the following solutions feasibility:
· It is proposed to process the whole Location Update request as an atomic procedure and not to be be interrupted by other Location Update requests of the same identity
· It is proposed to define more details in TS 23.012 define cause different implementation details in HLR will cause the vulnerability case 1.
It is proposed that the related procedures in TS 29.002 and TS 24.008 are to be revised accordingly, when feasible.

