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This document proposed the requirement and corresponding solutions for TAU Request partly confidentiality protection.
1. Introduction 

For small data transmission MTC feature, transfer data via optimised SMS solution was introduced in TR23.888 v1.5.0 section 6.52. This solution proposed to use of the pre-established NAS security context to transfer the SMS PDUs as NAS signalling without establishment of all the radio bearers or RRC security context.
2. Analysis
For SA2 small data transmission solution in TR23.888 v1.5.0 section 6.52, the MTC device sends initial layer3 message, i.e. Tracking Area Update Request, which includes the RP-DATA in an encrypted IE. In SA2 solution, small data is encapsulated in RP-DATA. But in the current security mechanism, initial layer 3 messages can not be confidentiality protected. Sometimes small data is sensitive and important because it may be related to emergency event or commerce. If the small data encapsulated in initial layer3 message is intercepted by the attacker, the consequence can be serious. 
The “KSI and sequence number” IE should be in the unencrypted part of initial layer3 message and the MME can use this IE and the S-TMSI to identify the security context to decrypt the RP-DATA. In SA2 solution, TAU request is partly confidentiality protected but SA2 has not defiened the solution. How to provide partly confidentiality protection to the TAU request should be studied in SA3. Moreover, in order to identify the message is partly encrypted and need to be handled differently by the MME, a new parameter, e.g. small data transmission indicator, should be added into initial layer3 message.
3. Current cipering mechanism

The current mechanism of cipering of data in LTE system is illustrated in figure 1.
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Figure 1 Ciphering of data
Figure 1 illustrates the use of the ciphering algorithm EEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
4. Solutions for partly ciphering
For partly ciphering, the following candidate solutions can be considered.
Solution A

The input parameter LENGTH to EEA is set to the length of the encryption part, i.e. RP-DATA length, and then the RP-DATA length key stream which is used to encrypt RP-DATA is derived through EEA. The plaintext RP-DATA is encrypted by applying the key stream using a bit per bit binary addition of the plaintext and the key stream.  Finally, the encrypted RP-DATA is encapsulated in NAS PDU. Thus the partly encrypted initial layer3 message is generated and sent to the network. Then the network derives the RP-DATA length key stream based on the small data transmission indicator in the partly encrypted initial layer3 message and decrypts the initial layer3 message using the key stream.
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Figure 2 Solution A for partly ciphering
Solution B

The input parameter LENGTH to EEA is set to the length of the NAS message according to the current mechanism and NAS message length key stream is derived through EEA. Then the key stream is shortened based on the length of the encryption part, e.g. least or most significant RP-DATA length bits. It means the length of the shortened key stream is equal to the length of the encypton part. The plaintext RP-DATA is encrypted by applying the shortened key stream using a bit per bit binary addition of the plaintext and the key stream.  Then the encrypted RP-DATA is encapsulated in NAS PDU. Thus the partly encrypted initial layer3 message is generated and sent to the network. The network derives the shortened key stream based on the small data transmission indicator in the partly encrypted initial layer3 message and decrypts the initial layer3 message using the key stream. The figure below illustrates solution B.
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Figure 3 SolutionB for partly ciphering
5. Proposal

It is kindly proposed SA3 to agree the following PCR to include the above requirement and solutions into TR33.868.

*********************************start first change **********************************
5.3
Key Issue 3 – Security of Small Data Transmission

5.3.1
Issue Details
The MTC feature Small Data Transmissions requirements are defined in TS 22.368 [9], clause 7.2.5: 

-
The system should support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

-
Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

-
The definition of a small amount of data should be configurable per subscription or by network operator policy

This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available. 

Editor's Note: Further inputs are needed from SA2 on this issue 
5.3.2
Threats
Proposals  for “small data transmission” allow M2M devices to arbitrary create NAS content and traffic. Using NAS for SMS transport was designed as a stop-gap solution in Rel-8 with the goal of eventual deployment of of IMS-based SMS. What is being proposed now will standardize overloading of NAS, strictly control protocol, with what is effectively UP content. Such content will be generated by potentially hundreds of millions devices, creating an environment for a DOS attack on MME. 

There may be no pre-established NAS security context in transfer data via optimised SMS solution. Thus the small data transmission can not be protected by valide security context and can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce.Once it is tampered or intercepted, the consequence can be serious.
For SA2 small data transmission solution in TR23.888 v1.5.0 section 6.52, the MTC device sends initial layer3 message (i.e.Tracking Area Update Request) that includes the RP-DATA in an encrypted IE. But in the current security mechanism, initial layer 3 messages can not be confidentiality protected. Sometimes small data is sensitive and important because it may be related to emergency event or commerce. If the small data encapsulated in initial layer3 message is intercepted by the attacker, the consequence can be serious. 
5.3.3 
Security requirements 
The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s note: How to provide NAS DOS protection for small data transfer is FFS. 

The small data should be integrity protected (for 3G/LTE system) and may be confidentiality protected. 

Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.
The initial layer3 message, i.e.Tracking Area Update Request, should be partly confidentiality protected for small data transmission.
*********************************end first change **********************************
*********************************start second change **********************************
7.X
Solution X- Partly confidentiality protection for initial layer 3 message for small data transmission
7.X.1
General Description
A new parameter (e.g. small data transmission indicator) should be added into initial layer3 message to indentify this message is partly encrypted and need to be handled differently. For partly encryption handling for initial layer3 message (i.e.Tracking Area Update Request), the following candidate solutions can be considered.

Solution A

The input parameter LENGTH to EEA is set to the length of the encryption part, i.e. RP-DATA length, and then the RP-DATA length key stream which is used to encrypt RP-DATA is derived through EEA. The plaintext RP-DATA is encrypted by applying the key stream using a bit per bit binary addition of the plaintext and the key stream.  Finally, the encrypted RP-DATA is encapsulated in NAS PDU. Thus the partly encrypted initial layer3 message is generated and sent to the network. Then the network derives the RP-DATA length key stream based on the small data transmission indicator in the partly encrypted initial layer3 message and decrypts the initial layer3 message using the key stream.
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Figure 2 Solution A for partly ciphering
Solution B

The input parameter LENGTH to EEA is set to the length of the NAS message according to the current mechanism and NAS message length key stream is derived through EEA. Then the key stream is shortened based on the length of the encryption part, e.g. least or most significant RP-DATA length bits. It means the length of the shortened key stream is equal to the length of the encypton part. The plaintext RP-DATA is encrypted by applying the shortened key stream using a bit per bit binary addition of the plaintext and the key stream.  Then the encrypted RP-DATA is encapsulated in NAS PDU. Thus the partly encrypted initial layer3 message is generated and sent to the network. The network derives the shortened key stream based on the small data transmission indicator in the partly encrypted initial layer3 message and decrypts the initial layer3 message using the key stream. The figure below illustrates solution B.
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Figure 3 SolutionB for partly ciphering
*********************************end second change **********************************
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