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1. Overall Description:

GERAN2 would like to thank SA3 for their LS on Inter-MSC handover failures and the lists of permitted algorithms in the context of A5/4 (S3-110830). 
GERAN2 agree with both SA3 and CT4 that in an inter MSC handover, the target MSC should not simply pass on the list of permitted algorithms received from the anchor MSC to the BSS, but rather act upon the list according to operator’ security policy before passing it on. As a minimum, the target MSC shall remove all algorithms from the received list that it does not permit itself. GERAN2 also took note of the TS 29.010 CRs describing this behaviour sent by CT4 in their Reply LS (C4-112189).
Given the above target MSC behaviour GERAN2 would like to inform SA3 that it is not felt necessary to update TS 48.008, as either:

- Operator’ security policy allows the target MSC to manage A5/4 encryption algorithm. In this case the Kc_128 encryption key will be always provided to the BSS in the case the A5/4 algorithm belongs to the list of permitted algorithms, or,

- Operator” security policy does not allow the target MSC to manage encryption algorithm. In this case and according to the above description the A5/4 encryption algorithm will be filtered out by the target MSC and will never belong to the list of permitted algorithms.
2. Actions:

To SA3 and CT4 Groups

ACTION: 
SA3 and CT4 groups are kindly asked to take note of the above..
3. Date of Next GERAN2 Meetings:

GERAN2 #52 

22 – 24 November 2011 
Bratislavia (Slovakia)

GERAN2 #53 

28 February – 1 March 2012 
Hamburg (Germany)

GERAN2 #54 

15 – 17 May 2012

China (location TBD)

