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1
Introduction
SA3#62 approved the strategy proposed in S3-110113, to initially focus on the federation of networks scenario, with P-Asserted-Identity and protected peering to achieve trust in the origin of the communications. The addition of further mechanisms, to provide trust also in other scenarios, was left for the longer term. Although providing a good review, S3-110113 primarily deals with scenarios with direct connections between mutually trusted networks. 

This contribution attempts to extend this discussion by considering transit scenarios and related issues for CS traffic exchange that will constitute legacy cases that need to be dealt with for the foreseeable future. 

SPUCI deals with multiple services. But in the following we will focus on voice, for clarity of presentation.

2
Federation Concept
To approach the complex realities of traffic exchange scenarios, we begin by revisiting the concept of the trusted federation, mentioned in S3-110113. An obvious question is which networks would belong to the federation and on what grounds. 
One possibility to attempt to make it concrete is to assume, for instance, that GSMA members trust each other and should all belong to the federation. Under this assumption, a basis for analysis of interconnect security would be given by the GSMA-defined interconnect mechanisms. However, this would be too narrow a definition since it would not include fixed line (only) operators. Perhaps a more realistic assumption would be to include all licensed operators, i.e., all providers of voice services under regulatory oversight. In theory this would provide a natural framework for legal means for abuse prevention. However, in practice, it will not be homogenous since the legal frameworks vary across nations.
3
Scenarios
S3-110113 primarily discussed direct (voice) exchange between federated IMS networks. In practice, we also need to consider the transit case (Figure 1). 
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Figure 1: PS transit scenario within federation
Given that all three networks belong to the trusted federation, mechanisms such as P-Asserted-Identity can provide information about originating subscriber. Moreover, given that networks A and B trust the transit provider(s), which is assumed within the federation, mechanisms such as the ORIG-IOI field of P-Charging-Vector might be a candidate for providing information about the originating network (Figure 2). Originating network information is important in its own right for SPUCI, and we note that it would also still be available in cases where the P-Asserted-Identity might be removed for privacy reasons.
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Figure 2: Originator information within federation in PS transit scenario

In this case, an originating IMS network B, within the federation, assigns P-Charging-Vector with ORIG-IOI field and P-Asserted-Identity to the SIP INVITE. As an added security measure, the ORIG-IOI should preferably be validated by the transit provider peering with B before being passed on to the terminating network A. This information can then be used by the PUCI function in an AS in the terminating network to determine origin.
For a non-IMS VoIP network joining the federation (as network B in the example) it would appear to make most sense to require it to behave in the same way with respect to the headers providing originating information, as suggested in S3-110113.

Before considering the case of peering outside of the federation, let us turn to consider the current situation. The currently predominating method for voice traffic exchange is through CS (Figure 3), and it appears likely that it will remain for the foreseeable future as, at least, a legacy case. 

[image: image3.emf]IMS 

A

IMS 

B

Transit provider

Federation

CS CS


Figure 3: CS transit scenario within federation
Since the CS infrastructure (SS7) does not provide any mechanism for trustworthy information about the originating network or originating subscriber, there is, in effect, an assumption of a trusted federation of networks participating in the PSTN. However, after the fact, CDRs are used for audit purposes.
Any network choosing to peer with a network outside the federation (Figure 4) will, in essence, be responsible for that network towards the federation at large. 
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Figure 4: Scenario with peering outside the federation (CS transit)

In this case, network B will need to somehow ascertain that the originating network information from network C, transmitted towards the rest of the federation, is correct. Moreover, if B and C connect using CS protocols, number masks may be used by B to make sure that the originating subscriber number is not spoofed outside the allocation of C. However, that the originating subscriber number belongs to the correct subscriber in network C cannot be verified by B or any network inside the federation.
Hence, if we consider the PS transit case (Figure 5), and assume that network B is responsible for ascertaining the validity of the originating network information from C, we may conclude that the security of the originating network information will be no worse than for current CS (PSTN). Again we would require a non-IMS network C to mark its traffic with origination information just as IMS networks in the federation. To check for spoofing of originator addresses outside of network C's allocation, similarly to the CS case, network B would need to verify that the originating domain belongs to network C. 
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Figure 5: Scenario with peering outside the federation (PS transit)

However, extending this scenario with peering one step further outside the federation (Figure 6), it is clear that network B can no longer determine the validity of the originating network information from D. (Again, analogously to the CS transit case.) And for B to trust C would be tantamount to extending the federation to include C.
It should be noted that economic incentives may run afoul of this theoretical model with a federation governed by contractual relationships and/or regulation. For instance, it might be in the interest of network B to ignore its obligations to verify traffic from network C from a strictly economic perspective. If network B carries significant weight within the federation, or for other practical reasons, it may not be possible for the other networks to exclude it from the federation. Thus, further studies should identify risks associated with economic incentives contrary to the interests of the federation at large that could affect the use of contractual and legal preventive measures.
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Figure 6: Scenario with peering two steps outside the federation (PS transit)

Thus, it would appear preferable to restrict peering outside of the federation to direct customers, and disallow multiple layers of peering outside of the federation for this model to work. Whether this is a reasonable requirement, and possible to enforce, would be a question for further study.
4
Improving the Security

The question then remains, how the security could be improved in a longer term solution. There apparently exists at least one example of initiatives to improve the level of trust in originating network information more broadly for telecom networks, however it is not known to us what the current status is. One such example in ITU-T is the Trusted Service Provider ID (T-SPID) initiative. The basic principles of this proposal are illustrated in Figure 7.
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Figure 6: T-SPID illustration
Given that CS is likely to coexist as legacy for the foreseeable future, it seems preferable to have a long term solution that is more general than just covering IMS to IMS interconnect, but that could potentially also be extended to (gradually) introduce trusted originator network information for CS. However, whether extensions to CS would be feasible is unclear, and outside of the scope of the SPUCI study.
5
Proposal
It is proposed that 
· SA3 discuss the scenarios in Section 3 and decide whether these use cases are in scope for the study, and whether to further investigate P-Charging-Vector as an option for providing originating network information within a trust federation. 
· SA3 discuss whether a solution for improved trust in originating network identity should be sought more generally than being specified specifically for SPUCI. Whether it should be general for IMS to IMS interconnect (protecting also against other attacks than UC), or even broader including CS interconnect cases.



