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1.

Introduction





As the warning messages in PWS are broadcasted, they need to be authenticated with a digital signature. The symmetric alternatives would be to use a group key which is insecure, or use per-user MACs which require too much space. The public key PKver used to verify the signature needs to be distributed to the UEs no later than the warning message. 
In S3-110394 a lot of good ideas are introduced and discussed. But some of the ideas were only applied to the case when the signature verification key is distributed over a symmetrically authenticated channel. As discussed in S3-110394, having a full blown certificate-based approach with regional CAs, certificate chains, certificate validation and revocation checking has a number of disadvantages. In this paper we instead study how a lightweight public-key approach can be used to distribute PKver. Such an approach has some advantages as it provides high security also for unmodified (no extra integrity protection) GSM.
2.
Two Different Options for Key Distribution

On a high level, the different (secure and feasible) options for distributing the public key PKver are
1. [image: image1]A public key PKroot is pre-installed in the UE or SIM. The key PKver is sent to the UE (unicast or broadcast) signed with PKroot 
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2. The network and the UE share a symmetric key k. The key PKver is sent to the UE (unicast) with a MAC based on k. This is the solution suggested in S3-110394. 
[image: image2]
After the verification key PKver has been delivered to the UE, the requirements (e.g. validity or revocation checking of PKver) should be almost identical in the two options.  

Using a public key hierarchy with only a single level i.e. PKver = PKroot is not seen as feasible as the same private key would need to be distributed to all networks (which is a security risk and might enable replay) or the root CA would need to sign all warning messages (risk of adding delay). Furthermore, the verification key would be hard to update etc.

Sending the verification key PKver in the warning message i.e. {{warning message}_PKver , {PKver}_PKroot} would most likely not be feasible as the space available is limited.
3.
Lightweight Public Key Approach
As discussed in S3-110394, having a full blown certificate-based approach with regional CAs, certificate chains, certificate validation and revocation checking has a number of disadvantages. But a highly profiled and restricted lightweight public key approach for distributing PKver can overcome most of these disadvantages while still giving the benefits of a public key approach. The approach should have the following characteristics:
· A single root CA, a natural candidate would be GSMA.

· Fixed small number of levels in the key hierarchy. 
· Limited or no validity (key lifetime) checking besides verifying signatures.

· No revocation checking.

· No need to verify certificate chains.

· Normally very few key updates.

· High security  also for “unmodified” GSM

As only a single root CA is used only a single public key needs to be pre-configured. Below we give an example of how such a solution could be implemented. Many of the ideas can be used independent of key distribution method.
3.1
Distribution of the verification key PKver 

Optimally the security level of the keys and signatures are high so that the verification key does not need to be updated (unless the private key is somehow leaked). To protect against replay attacks in key distribution messages and warning messages in both time and space we suggest that each key distribution message include the following types of fields.
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· KEYTYPE – Identifies the type of public-key type/signature type and any fixed domain parameters. 

· NETWORK – Some identifier used to bind the key to the network/country. Protects against replay of key distribution messages in other networks and therefore also limits damage if the private key (corresponding to PKver) is leaked. Could e.g. be MCC (12 bits needed to encode 3 digits). Binding to PLMN would likely cause trouble in shared networks.
· KEYSEQ – A sequence number identifying PKver. Protects against later replay of key distribution messages. The UE keeps state of the latest received KEYSEQ in NETWORK and discards new verification keys unless KEYSEQ is fresh. Note that the assumption is that keys normally do not need to be updated.
· TIME – A fresh timestamp that protects against replay of the key distribution message and warning messages. The UE keep state of the highest received timestamp (TIMELAST) for the PKver and discards key distribution messages unless the timestamp is fresh.
Fresh timestamps can also be delivered by themselves:

[image: image4]
3.2
Distribution of warning messages

We suggest that the warning messages include a short timestamp (e.g. 4 bytes). 

[image: image5]
Replay protection is achieved by letting the UE discard warning messages with a TIME that is not fresh (i.e TIME ≤ TIMELAST). By also displaying TIME to the user additional protection is achieved as the user gets informed when the warning message was signed (e.g. January 17, 1995). 
Without frequent key updates the warning messages do not need to include any key identifier, the UE simply tries with the latest PKver for the NETWORK. If a b bit key identifier KEYID is used, then a simple solution is to let KEYID = KEYSEQ modulo 2b.
3.3
Making use of the UE clock 

If the UE has a clock that that can measure elapsed time between two events, the protection can be improved. The clock does not have to be synched with any absolute time (i.e. UTC). 
· If Te is the elapsed time since the last received timestamp (TIMELAST) in a key distribution message or warning message), the UE should discard any warning messages with TIME < TIMELAST + Te.

· Any key distribution messages with a new KEYSEQ could include an additional timestamp field TIMEVALID indicating the end of the previous key’s (KEYSEQ - 1) validity, the UE should then discard any warning messages with the old key if TIME > TIMEVALID 
4.
Analysis of the two Key Distribution Approaches 
Symmetric Key Approach

The advantage is that the keys in different networks/countries are completely independent of each other and do not even rely on some common root of trust.

The disadvantage is that without some kind of enhanced GSM/GPRS security context is introduced, the security of the symmetric key approach is limited for GSM, meaning that an adversary could potentially inject false warning messages attempting to cause panic. Making such a large change to existing GSM/GPRS networks seems unjustified just for PWS.

Using the existing GSM ciphering for distribution of warning message public keys does not provide protection in the known-plaintext model. If C = PKver (  Z where C is the encrypted key and Z is the keystream, then a man in the middle can just replace C by C’ = C ( PKver ( PKfalse = PKfalse (  Z.

Lightweight Public Key Approach
The advantages of the lightweight public-key solution are that it provides high security also for GSM/GPRS without enhanced security contexts.

The disadvantage is that with a single root CA we have a single point of failure, but as PKroot can have very high security as there is no need for very low verification delays. And if PKver have a high security so that frequent updates are not needed, then server with PKroot can be kept offline.

6.
Proposal

We propose that SA3 study the lightweight public-key approach and the ideas for replay protection described in this document as possible solutions for PWS.
SA3 should as soon as possible decide on the following high level questions regarding PWS:

· Is low security for GSM acceptable?

· Is it worth modifying existing GSM networks by introducing an enhanced GSM/GPRS security context?

· Is a single root CA possible from regulatory perspective? 

With these questions answered, SA3 can decide which solutions to continue study and then send any needed liasons. 
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