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1
Introduction
In the last SA2 meeting the system architecture for MTC was revised in the TR 23.888 v 1.3.0. 
2
Proposal
This paper proposes to update TR 33.888 to reflect the update made by SA2.
************** pCR *******************
4
Overview of Security Architecture

Editor's note:
This section is intended to provide the high-level SIMTC security architecture to support the objectives of the WID 

The MTC security architecture described in Figure 1 is based on the system architecture given in TR 23.888 and is given here for helping to analyse the threats in the following section.
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Figure 1: System architecture for MTC
The following defines one potential  high level security architecture for MTC. Three different areas are defined. When analysing the security aspects of the key issues it should be considered to which area(s) the key issues is impacting. It should also be noted that the analysed key issues could be related to more than one area, e.g. A and B.

Editor’s note: It is FFS whether single architecture can meet the requirements of all key issues. 

Editor’s note: The security architecture needs further refinement. 

A) 
Security for MTC communication between the MTC device and 3GPP network:

A-1)   Security for MTC communication between the MTC device and RAN.

A-2)   Security for MTC communication between the MTC device and NAS.

A-3)   Security for MTC communication between the MTC device and GGSN/PGW.

 
B) 
Security for MTC communication between the MTC server and 3GPP network. This can be further divided into security aspects when the MTC server is within the 3GPP network and when it is outside the 3GPP network.

C) 
Security for MTC communication between the MTC server and MTC device. 
Following is further description about the MTC system architecture:
1. MTC device and MTC server communicate through 3GPP network.

2. MTC devices can communicate through 3GPP network as a group unit to decrease the signaling.

3. MTC device can be associated with one or more than one MTC group. 

4. Every MTC device in a group is visible from the 3GPP network.

5. MTC server can communicate to 3GPP network by itself.

6. MTC server can be either inside or outside of the 3GPP network.
7. MTC server may access operator’s core network via a MTC Server Interworking Function
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