3GPP TSG WG3 (Security) Meeting #64
S3-110750
11 - 15 July 2011, Mainz, Germany


Source:
Nokia Corporation, Nokia Siemens Networks
Title:
Pseudo CR for TR 33.829: Correction regarding group key usage (KMS based solution for secure conferencing)
Document for:
Discussion and Approval
Agenda Item:
8.3 Extended IMS Media Plane Security Features
Work Item / Release:
Study on Extended IMS Media Plane Security Features / Rel.11
1. Introduction 
While usage of group keys for secure conferencing can be reasonable, it is not mandatory to use group keys, even if the same media stream is sent to different participants. For example, a conference server may have the policy to always use bilateral keys instead of a group key, to avoid issues with frequent rekeying when participants join or leave the conference. In the current description of the KMS based solution for secure conferencing, it appears however at some places that group key usage is assumed to be mandatory, so it seems adequate to slightly change the wording here.
Moreover, at some places, it seems that the word “factory” is used where the word “focus” is meant.
2. Proposal
We propose to change TR 33.829 as follows (changes marked with MS-Word revision marks). 
*******************************START OF CHANGES******************************

5.3.3
KMS-based solution

5.3.3.1
Introduction and overview 

5.3.3.1.1 
General
The KMS-based solution for conferencing is based on the functionality for KMS-based media security as described in TS 33.328 [3] and MIKEY-TICKET RFC 6043 [18]. The key management described and discussed is based on MIKEY-TICKET used in mode 1, i.e. there is a REQUEST, a TRANSFER and a RESOLVE exchange. Use of key forking is an essential component in the solution which provides user authentication. Key forking is available in MIKEY-TICKET mode 1 and 3.
The KMS-based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys may be used to key all media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 
To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.
The key management system shall support group key management in order to allow that a media stream can be encrypted once and be available to all conference participants.
The policies for a high security conference may require rekeying of group keys when users join and/or leave the conference and thus KMS-based secure conferencing shall support such rekeying. To limit resource consumption, especially at the beginning/end of a conference, where users join/leave frequently, it shall be possible to define a minimum time between rekeying events.
Editor’s Note: It is ffs what shall happen between re-keying events. For example can users already join the conference using an existing key, or will they have to wait?
5.3.3.1.2 
Conference creation

To create a secure conference a user requests a TICKET from the KMS and sends an INVITE message to the conference factory to create a secure session. The TICKET shall contain the conference factory as a recipient; other allowed recipients of the TICKET define the set of possible conference participants in addition to the conference creator. The set of allowed conference participants is recorded by the conference system and is later used to verify that only authorized users join the conference.  

The conference factory sends the ticket in the INVITE in a RESOLVE_INIT to the KMS. This will allow the conference factory to securely authenticate the initiator and verify that the initiator is authorized to set up a secure conference. The checking of the authorization to set up secure conferences is either against a conference policy maintained in the conference system or it is checked by the KMS when the ticket is resolved. The KMS may have a policy defining if the TICKET issuer is authorized to have a secure session with the conference factory which would correspond to being allowed to establish secure conferences.

To update the set of possible conference participants the conference owner sends an UPDATE or a re-INVITE to the conference focus which carries a ticket (requested from the KMS) with the updated set of conference participants as allowed recipients of the TICKET. The conference focus resolves the received ticket and updates the set of allowed conference participants.
If the conference owner wants to send an UPDATE or a re-INVITE without changes in the set of allowed conference participants it can re-use the ticket used when defining the set of allowed participants or use a ticket which only has the conference focus as legitimate receiver.

5.3.3.1.3
Conference call in
When the creator of the conference calls into the conference, the creator may reuse the TICKET used when INVITING the conference factory or create and use a new TICKET. The conference focus resolves the ticket by initiating a RESOLVE exchange with the KMS and verifies the identity of the conference creator. If group keys are used, the conference focus then sends a REQUEST_INIT to the KMS requesting a TICKET with the group keys that it will need to key the conference. The conference focus responds to the initiator with a TRANSFER_RESP containing a KEMAC with the group keys to be used.

NOTE: 
In MIKEY-TICKET RFC 6043 [18] authentication of an invited party is achieved by key forking which is used to derive receiver end-point unique keys. Authentication of the inviting party is achieved by including Initiator Data in the TICKET payload.
Other conference participants can also call in to the conference by sending an INVITE to the conference focus. The invite may be due to a REFER from some other conference participant. Before sending the INVITE the conference participant to be, requests a TICKET from the KMS with allowed recipient equal to the conference focus. The ticket allows the conference system to authenticate the entity calling into the conference and verify that it is allowed to join the conference. The conference system authenticates the entity calling into the conference and verifies that it is allowed to join the conference. The conference system responds with a TRANSFER_RESP containing a KEMAC if group keys are used.
5.3.3.1.4
Conference call out

A conference participant can join the conference by receiving an INVITE from the conference focus. The INVITE may be due to a REFER from some other conference participant. The conference focus first checks that the intended participant is authorized to join the conference. The conference focus then requests a TICKET for the intended conference participant from the KMS. The conference focus includes the TICKET, possibly  together with a KEMAC containing group keys if such are used, and generates a TRANSFER INIT message to be included in the INVITE to the intended conference participant. When the intended conference participant receives the TRANSFER_INIT, he resolves the ticket and responds with a TRANSFER_RESP. The conference focus verifies the participant’s identity and lets the participant join the conference.
5.3.3.1.5
Rekeying 

The conference focus may need to initiate a rekeying of group keys if the conference policy demands that group keys are updated when participants join and/or leave the conference (see clause 5.3.3.1.1). Key updates are performed by a CSB update, see section 5.2 in RFC 6043 [18] included in an UPDATE or re-INVITE from the conference focus. Key change synchronization is performed by switching to the MKI for the updated key. Use of MKI has to be defined in the session set-up.
5.3.3.2
Protection of non-media information 

Protection of event packages should follow the solution for immediate messaging described in this TR. Protection of floor control signalling should follow the solution for described for protection of TCP/MSRP in this TR. The TICKET/KEMAC used to define the keys for media protection should include keys for protection of event packages and/or floor control

Editor’s note: This clause needs to be revisited once solutions for immediate messaging and for protection of TCP/MSRP are described. 

Editor’s note: An update of MIKEY-TICKET will be required to cover key management for session-less messaging (event packages) and PSK-TLS (floor control).
5.3.3.3 
Key management

5.3.3.3.1 
Principles

The basic principle for the key management is that the conference focus controls the creation and use of all group keys for media protection.  It shall also authenticate all participants and itself towards all participants. This is achieved by requiring that all INVITEs and REFERs to the conference focus by the conference creator as well as conference participants use tickets and settings to allow authentication of the sender. Tickets shall thus be profiled to use forking, i.e. the I flag shall be set to 1 (use forking).
The conference focus shall in the Ticket used when creating a conference include the conference focus and the set of possible conference participants as authorized recipients. Furthermore INVITEs and REFERs from the conference focus shall use tickets and settings to allow authentication of the conference focus and invited participants in addition to distribution of media protection keys. Tickets shall thus be profiled to use forking, i.e. the I flag shall be set to 1 (use forking).
The conference factory and the conference focus is, from a key management point of view, associated with a single KMS user. The URI for the conference factory and a conference focus are, from the KMS point of view, two different public user identities belonging to the same KMS identity. As conference URI's are dynamically allocated smooth management of this type of association requires that is locally managed by the KMS. For example, this could be achieved by a naming convention; if the conference factory is named factory.conference1@operator then conference URI's could be named focusX.conference1@operator where X would be an identifier for a specific conference.

5.3.3.3.2 
Example signalling diagrams

The signalling diagram in Figure 5.3.3.3.2-1 illustrates the signalling for creating a secure conference and different options for joining and inviting users to a secure conference. The signalling diagram is simplified and only contains signals relevant for key management and authentication of involved entities. Responses to INVITEs may occur in many different SIP messages and they are here collectively denoted by SIP_Resp.
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Figure 5.3.3.3.2-1: Signalling for creating and joining a conference

1
Conference creation

a)
The conference creator requests a ticket from the KMS which as legitimate receivers have all intended conference participants plus the conference factory. 

The conference creator generates a TRANSFER_INIT message containing the TICKET received from the KMS.

The conference creator sends an INVITE containing the TRANSFER_INIT message to the conference factory.
b)
The conference factory assigns a conference URI for the request and uses this identity when it requests the KMS to resolve the ticket received. A successful resolve authenticates the initiator and the IDRr in the TRANSFER_RESP message used to fork the keys will be the conference URI.

If the KMS returns an error message stating that the initiator is not allowed to establish a secure session with the conference factory then the conference factory returns an error message to the initiator with an appropriate failure code.
If a conference policy determines if a user is authorized to establish a secure conference, the conference factory checks that the initiator is authorized to establish the secure conference.

The conference factory records the identities of the creator of the secure conference and the associated allowed users. This information is transferred to the conference focus.

The conference factory generates the TRANSFER_RESP and sends it to the conference creator in a SIP response message.

c)
The conference creator checks the TRANSFER_RESP to authenticate the conference factory and the conference focus URI. The conference factory is authenticated indirectly as it generates a correct TRANSFER_RESP message. The conference URI is authenticated as it is the identity used as IDRr.
2
The conference creator/owner joining his conference.

The signalling in this case is identical to the signalling described in use case 3 below except for the addition that in step a, the creator may update the group of participants allowed in the secure conference. This is done by using a ticket which in addition to the conference focus also includes all participants to be allowed to join the conference.


3
A participant knowing the conference URI joining a conference.

a)
A conference participant having access to the conference URI requests the KMS to generate a ticket with the conference focus as legitimate receiver. 

The conference participant creates a TRANSFER_INIT message containing the TICKET received from the KMS.

The conference participant sends an INVITE containing the TRANSFER_INIT message to the conference focus.

b)
The conference focus requests the KMS to resolve the ticket received. A successful resolve authenticates the conference participant. 

The conference focus checks that the conference participant is authorized to join the secure conference. 

If the conference generates outgoing media which is common for all conference participants and group keys are used to protect such media, then the conference focus generates a KEMAC containing the TEKs  used as group keys for protection of outgoing media.

The conference focus generates a TRANSFER_RESP message, possibly including the KEMAC, and sends it to the conference participant in a SIP response message.

The conference focus retrieves/derives the keys to be used for media protection.

c)
The conference participant checks the TRANSFER_RESP to authenticate the conference focus and derives/retrieves the keys to be used for media protection 


4
The conference creator/owner (or a participant) asks the conference focus to invite another participant. 
In the signalling diagram only the case when the conference creator/owner is the one inviting another user is illustrated.

a)
The conference creator/owner asking the conference focus to invite another participant, requests the KMS to generate a ticket with the conference focus and the intended new participant as legitimate receivers. 

The conference creator/owner creates a TRANSFER_INIT message containing the TICKET received from the KMS.

The initiator sends a REFER containing the TRANSFER_INIT message to the conference focus.

b)
The conference focus requests the KMS to resolve the ticket received. A successful resolve authenticates the initiator. The authentication of the initiator is there to limit the effects of possible DoS attacks by detecting unauthorized REFERs as early as possible.

The conference focus checks that the initiator and the additional legitimate user of the TICKET are authorized to join the secure conference.

The conference focus requests the KMS to generate a ticket with the conference participant as legitimate receiver.

If the conference generates outgoing media which is common for all conference participants and group keys are used to protect such media, then the conference focus generates a KEMAC containing the TEK's used as group keys for protection of outgoing media.

The conference focus generates a TRANSFER_INIT message, possibly including a KEMAC, and sends it to the conference participant in an INVITE. 
c)
The conference participant request the KMS to resolve the ticket received. A successful resolve authenticates the conference focus. 

The conference participant generates a TRANSFER_RESP message and sends it to the conference focus in a SIP response message. 

The conference participant retrieves/derives the keys to be used for media protection.

d)
The conference focus checks the TRANSFER_RESP to authenticate the conference participant and retrieves/derives the keys to be used for media protection.


5
The conference creator/owner (or a participant) refers another user to the conference. 
The signalling diagram only illustrates the case when the conference creator/owner refers a user to join the secure conference.

a)
The conference creator/owner requests the KMS to generate a ticket with the conference focus and the  conference participant as legitimate receiver. 

The conference creator/owner creates a TRANSFER_INIT message containing the TICKET received from the KMS.

The conference creator/owner sends a REFER containing the TRANSFER_INIT message to the  conference participant.

b)
The  conference participant requests the KMS to resolve the ticket received. A successful resolve authenticates the conference creator/owner and verifies that the conference focus was defined by the conference owner/creator.

The conference participant requests the KMS to generate a ticket with the conference focus as legitimate receiver.

The conference participant generates a TRANSFER_INIT message and sends it to the conference focus in an INVITE.

c)
The conference focus requests the KMS to resolve the ticket received. A successful resolve authenticates the the conference participant. 

The conference focus checks that the conference participant is authorized to join the secure conference. 

If the conference generates outgoing media which is common for all participants and group keys are used to protect such media, then the conference focus generates a KEMAC containing the TEK's used as group keys for protection of outgoing media.

The conference focus generates a TRANSFER_RESP message, possibly including a KEMAC, and sends it to the initiator in a SIP response message.

The conference focus retrieves/derives the keys to be used for media protection.

d)
The conference participant checks the TRANSFER_RESP to authenticate the conference focus and retrieves/derives the keys to be used for media protection
********************************END OF CHANGES*******************************

