3GPP TSG SA WG3 (Security) Meeting #64
S3-110740
11 - 15 July 2011, Mainz, Germany
revision of S3-stxyzw
Source:
Qualcomm Incorporated
Title:
Analysis of Key Issue 11 - Restricting the UICC to certain ME/MTC Devices 
Document for:
Approval 
Agenda Item:
7.9
Work Item / Release:


Abstract of the contribution: This contribution analyses key issue 11 and proposes some text for this key issue to capture the analysis in the TR. 
Discussion
There is not much text in clause 5.12 on Key Issue 11 – Restricting the UICC to certain ME/MTC devices. This contribution aims to provide some text to fill out those clauses.
At the last meeting, SA3 received a response LS for SA1 (S1-110422= S3-110335) that provided SA3 with more details on the requirement. In particular SA1 provided the following response to SA3

“The binding can be a one USIM to one MTC Device binding or a one USIM to many MTC Device binding.

SA WG1 leaves it to stage 2/3 to decide how the functionality is implemented. However, it is the network operator that shall be able to enforce the restriction.”
This answer provides useful information on the key issue that should be captured in the TR. A proposal for doing this is presented in the below pCR.

Furthermore in response to follow-up question from SA3 on the justification for the requirement, SA1 provided the following response

 “The problem statement is illustrated in a use case "Access control with billing plan" in Annex A of TS 22.368. For convenience, this use case is copied at the end of this LS.”
For convenience the use case is also copied below

“Use case "Access Control with billing plan" (copied from TS 22.368 Annex A)
In some configurations, it may be necessary to restrict the access of a UICC that is dedicated to be used only with machine type modules associated with a specific billing plan. It should be possible to associate a list of UICC to a list of terminal identity such as IMEISV so that if the UICC is used in an other terminal type, the access will be refused. See the following configuration:

[image: image1.emf]Handset or cart type

Machine type module

others

Accepted

Denied

Notification of 

IMEISV (machine 

type module)

Notification of 

IMEISV (handset 

or cart type)

Ubiquitous 

plan

Ubiquitous 

plan

GGSN SGSN

GGSN SGSN

USIM

USIM


Figure A-3: Access Control with billing plan”

From SA1’s response and the use cases, it is clear that the justification for the requirement is to allow the operator to be able to prevent the use of their UICC in an unauthorised device. This  provides further information about this key issue and in itself is a security threat for this key issue and should be captured in the TR. A proposal to do this included in the below pCR.

There have been several proposals presented to 3GPP to try to satisfy this key issue. One of the key distinguishing features among these solutions is whether there was any cryptographic authentication of the device identity or not. Without such an authentication, the strength of a mechanism to achieve this requirement relies on the device providing its correct IMEI. Hence the strength of such a mechanism (that is one without device authentication) is no stronger than changing the IMEI on any device and in particular that of the easiest of such devices. This is not a strong enough solution for this key issue and hence it is proposed to add a security requirement that device authentication is required. A proposal for doing this is presented in the below pCR. 
Proposal

Based on the above discussion, it is proposed that the below pCR is agreed for inclusion into TR 33.868. 

Proposed pCR
5.12
Key Issues 11 – Restricting the UICC to certain ME/MTC devices 

5.12.1
Issues Details 
TS 22.368 identifies the need to restrict a UICC to certain ME/MTC devices. This is to enable an operator to deny access to a subscription if the UICC is not in an ME/MTC device that is authorised for use with a certain billing plan. The binding can be a one USIM to one MTC Device binding or a one USIM to many MTC Device binding and the operator that can force the restriction.  
5.12.2
Threats
The following threat has been identified for this key issue:
- An attacker moves a UICC to a different device in order to use the subscription to get network access for themselves
5.12.3
Security Requirements

In clause 7.1.1 of TS 22.368 specifies the requirement to restrict the use of a USIM to specific MEs/MTC Devices. In order to achieve this with sufficient strength, it is necessary to have proper cryptographic authentication of the relevant device identity. 
