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In two companion contributions S3-110680 and S3-110681, we propose a CR to TS 33.402 for Release 10 with its mirror for Release 11 on “Authentication with external networks over S2b”. 

TS 33.402 has been largely modelled after TS 33.234 (I-WLAN security). But not all features in the latter currently have an equivalent in TS 33.402. In particular, TS 33.234 contains clause 6.1.5.3 entitled “Authentication and authorization for the Private network access from WLAN 3GPP IP Access”. Three access methods are covered in TS 33.234: EAP, PAP, and CHAP. The use case is a private network, e.g. an enterprise network, that wants to use its own authentication method even when the user has already been authenticated by the EPC. No corresponding feature for private network access has been adapted to TS 33.402. In our view, there was no conscious decision not to include it; it was just not done for whatever reason. 
Now SA2 has decided in their April 2011 meeting that this gap should be filled by agreeing the Rel-10 CR S2-111779 to TS 23.402. The two companion CRs to TS 33.402 aim to provide the security mechanism for the functionality defined by SA2. 

The work of adapting clause 6.1.5.3 of TS 33.234 to the context of TS 33.402 proved straightforward from an SA3 point of view with one possible exception: TS 33.402 contains a variant where Proxy Mobile IP (PMIP) is used between the ePDG and the PGW. There is no equivalent for PMIP use in TS 33.234. The issue to be solved is carrying multiple EAP exchanges over PMIP. It seems likely that 3GPP-defined vendor specific extensions to PMIP can be used for carrying the EAP messages, and that multiple exchanges can be used with PMIP. We see no problem with this in principle, but acknowledge that this question is outside the expertise of SA3, the competent group is rather CT4. We therefore propose the following approach:

· SA3 agrees the CRs in S3-110680 and S3-110681 under the condition that CT4 agrees in their August meeting that the approach envisaged in the CRs is feasible. This means that the CRs in S3-110680 and S3-110681will go forward to the SA plenary in September only if this condition is met. Otherwise, the CRs are postponed to SA3#65 in November. 

· CT4 is informed of the above in an LS and asked to make a corresponding decision.  

Sending only an LS to CT4 and deciding on the CRs to TS 33.402 only at SA3#65 in November is not deemed acceptable as the SA2 CR was agreed for Rel-10, so the delay should be minimized. 

