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Abstract of the contribution:This contribution contains a proposed merger of the pCRs from S3-110727 and S3-110740  
Discussion
This contribution contains a merger of the pCRs from S3-110727 and S3-110740. The highlighted changes reflect where small changes were made to the text proposed in S3-110727 or S3-110740. It is proposed that SA3 agree the pCR for inclusion in TR 33.868.

Proposed pCR
5.12
Key Issues 12 – Restricting the USIM to specific MEs/MTC devices 

5.12.1
Issues Details
The issue that led to the need to restrict the USIM to specific MTC MEs is illustrated in a use case “Access control with billing plan” in Annex A of TS 22.368. 

Access Control with billing plan Use Case

In some configurations, it may be necessary to restrict the access of a UICC that is dedicated to be used only with machine type modules associated with a specific billing plan. It should be possible to associate a list of UICC to a list of terminal identity such as IMEISV so that if the UICC is used in another terminal type, the access will be refused. See the following configuration:
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Figure x: Access Control with billing plan
The restriction can be enforced by a one USIM to one MTC Device binding or a one USIM to many MTC Device binding. It is the operator that shall be able to enforce the restriction.   
5.12.2
Threats
The following threat has been identified for this key issue:

- An attacker moves a UICC to a different device in order to use a subscription to get network access for himself, e.g. the attacker may try to insert a UICC with low data rate subscription, dedicated to MTC MEs, into a smartphone in order to download large files.
5.12.3
Security Requirements

In clause 7.1.1 of TS 22.368 specifies the requirement to restrict the use of a USIM to specific MEs/MTC Devices.
