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4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

-
Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or E-UTRAN;

-
H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

-
Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.

-
AAA server authenticates the hosting party based on the authentication information retrieved from HSS when hosting party authentication is performed.

-
Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link. 
-
HNB-GW performs mandatory UE access control and HNB performs optional UE access control in the case of non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB-GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].
-
HeNB-GW is optional to deploy. When HeNB-GW is not deployed, the interface between SeGW and MME/S-GW may be protected using NDS/IP. When HeNB-GW is deployed, then SeGW may be integrated into HeNB-GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9], the interface between HeNB-GW and MME/S-GW may be protected using NDS/IP.

-
HMS [2] and/or HNB-GW [12] performs location verification of HNB.

-
HeMS [11] performs location verification of HeNB.

-
Secure communication is required to H(e)NB Management System (H(e)MS).

-
L-GW is optional to deploy. If L-GW is deployed, then the secured interface between H(e)NB and Security Gateway is used by the L-GW to communicate with the core network.
********************************************Next change*************************************

4.4
Security Requirements and Principles

4.4.1
Operation

The requirements on operation are:

-
Only algorithms of adequate cryptographic strength shall be used for authentication and protection of confidentiality and integrity.

-
Modifications of Hosting Party controlled information by the operator shall only be allowed with the permission of the Hosting Party.

-
The extent of Hosting Party controllable information shall be controlled by the operator.

-
IMSIs of UEs connected to H(e)NB shall not be revealed to the Hosting Party of the H(e)NB.

4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. 

- 
The H(e)NB shall authenticate the SeGW.

-
Optionally the hosting party of the H(e)NB may be authenticated.
-
If hosting party authentication is used, the H(e)NB shall shut down its air interface and disconnect from the operator’s core network on removal of the HPM which was used for authentication towards the MNO.
-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.
-
The H(e)NB shall implement a mechanism to shut down the air interface within a certain time period after the connection between H(e)NB and the rest of the operator network went out of service. This time period and the usage of the mechanism shall be configurable by the operator.

-
All security requirements of the eNB secure environment of TS 33.401 [21] clause 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.

4.4.3
Requirements on SeGW

The requirements on the SeGW are:

-
The SeGW shall be authenticated by the H(e)NB using a SeGW certificate. The SeGW certificate shall be signed by a CA trusted by the operator.

-
The SeGW shall authenticate the H(e)NB based on H(e)NB certificate.

-
The SeGW may authenticate the hosting party of the H(e)NB in cooperation with the AAA server using EAP-AKA [3].

-
The SeGW shall allow the H(e)NB access to the core network only after successful completion of all required authentications.

-
Any unauthenticated traffic from the H(e)NB shall be filtered out at the SeGW.

4.4.4
Requirements on H(e)MS

The requirements on the H(e)MS are:

-
The H(e)MS shall be authenticated by the H(e)NB if the H(e)MS is accessible on the public Internet and may be authenticated by H(e)NB if the H(e)MS is accessible on the MNO Intranet using a H(e)MS certificate. The H(e)MS certificate shall be provided by a MNO trusted CA.

-
The H(e)MS shall authenticate the identity of the H(e)NB if the H(e)MS is accessible on the public Internet and may authenticate the identity of the H(e)NB if the H(e)MS is accessible on the MNO Intranet, using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.5 of the present document).

-
The H(e)MS may securely configure the H(e)NB according to the operator’s policy, whether or not to use IPsec for subsequent connections (cf. clause 4.4.5 of the present document).

-
If the H(e)MS is accessible on the MNO Intranet and the mutual authentication between H(e)MS and H(e)NB is not performed the identity of H(e)NB has to be transferred over the H(e)MS link.

NOTE 1:
In case of H(e)MS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and H(e)MS carried inside the secure backhaul link.

NOTE 2: 
Mutual authentication between H(e)MS and H(e)NB may not be necessary if the H(e)NB is connected to the H(e)MS through the core network and mutual authentication between H(e)NB and SeGW has taken place.

4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 as specified in TS 33.210 [9] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of the present document.

-
The backhaul link shall provide integrity, confidentiality and replay protection of the transmitted data.

-
IPsec use for the backhaul link is mandatory to implement but optional to use based on an operator policy. To allow for such operator policy, the H(e)NB may be configurable to IPsec or non-IPsec usage option. If this configuration is supported, the default configuration set in the factory shall be the usage of IPsec. Based on operator policy, the H(e)MS may securely configure the H(e)NB, whether or not to use IPsec for subsequent connections. If the operator chooses not to use IPsec, mutual authentication between the H(e)NB device and the SeGW shall be performed and the interface between the H(e)NB and SeGW shall be secured with a mechanism that provides layer 2 security for confidentiality and integrity protection of communications. This mechanism then shall also bind this secure communications to device authentication and optional HPM authentication.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode as specified in TS 33.210 [9]. If the H(e)NB is configurable not to use IPsec, in addition a suitable layer 2 protection mechanism shall be mandatory to support. If the H(e)NB is configured not to use IPsec, this layer 2 mechanism shall be used for the backhaul link protection.
NOTE:
For the non-IPsec usage option the details of the authentication mechanism, the layer 2 security mechanism and the binding are out of scope of the present document.
-
Any connection between the H(e)NB/L-GW and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

4.4.6
Requirements on H(e)MS Link

The requirements on the H(e)MS link are:

-
The establishment of the secure H(e)MS link shall be based on the authentication principles as given in subclauses 4.4.2 and 4.4.4 of the present document.

-
The H(e)MS link shall provide integrity, confidentiality and replay protection of the transmitted data between H(e)MS and H(e)NB.
4.4.7
Requirements on Local Gateway (L-GW)
From security point of view, the Local Gateway (L-GW) shall be an optional element. The L-GW shall be tightly integrated with the H(e)NB, and share the same security requirements with the H(e)NB.
The requirements on the L-GW are:

-
The L-GW shall use the same secure backhaul link established by the H(e)NB as specified in subclause 4.4.5 of the present document.
-
The L-GW shall use the same secure H(e)MS link established by the H(e)NB as specified in subclause 4.4.6 of the present document.
 -
If the network allocated different IP addresses (remote, i.e. inner) to the L-GW and H(e)NB, then the secure backhaul link established by the H(e)NB shall carry traffic to and from both these addresses.

-
The L-GW shall be integrated into the security architecture of the H(e)NB, in particular:

- the L-GW shall be included in the device integrity check according to clause 6.1 of the present document;

- the L-GW shall be included in the device validation according to clauses 7.1 and 8.3.2.2 of the present document;
4.4.8
Requirements on HNB-GW
The requirements on the HNB-GW are:



-
The HNB-GW shall perform mandatory UE access control per HNB in the case of non-CSG capable UEs or non-CSG capable HNBs. 

-    The HNB-GW shall implement means to verify that messages from the HNB that are associated with a particular HNB identity are received on a source HNB IP address that that the SeGW has bound to an authenticated IPsec connection associated with the same HNB identity.

4.4.9
Requirements on MME/SGSN/MSC
The requirements on the MME/SGSN/VLR are:
-
The SGSN/MSC shall perform mandatory UE access control per HNB in the case of CSG capable UEs and CSG capable HNBs. 

-    The MME shall perform mandatory UE access control per HeNB. 
-
The MME/SGSN/MSC shall implement means to verify that messages from the HNB that are associated with a particular H(e)NB identity are received on a source H(e)NB IP address that that the SeGW has bound to an authenticated IPsec connection associated with the same H(e)NB identity. 

****************************************Next change******************************************
5.4
Other security features

The communication between time server and H(e)NB shall be provided with adequate protection. 

UE access control shall be performed in the HNB-GW and optionally in HNB in case of non-CSG capable UEs or non-CSG capable HNBs. UE access control per HNB-GW shall be applied in the HNB-GW to all layer 3 user signalling, not just the initial layer 3 message from a UE on a particular HNB. 
In case of CSG capable UEs and CSG capable HNBs, the SGSN/MSC shall perform UE access control when accessing HNB, as described in [12]. UE access control per HNB shall be applied in the SGSN/MSC to all layer 3 user signalling, not just the initial layer 3 message from a UE on a particular HNB.
MME shall perform UE access control when  accessing HeNB as described in [27]. UE access control per HeNB shall be applied in the MME to all layer 3 user signalling, not just the initial layer 3 message from a UE on a particular HeNB.
The HMS and/or HNB-GW shall perform HNB location verification. The HeMS shall perform HeNB location verification.

NOTE: 
Location verification is needed to satisfy various security, regulatory and operational requirements of operators.
****************************************End of changes******************************************
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