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1
Introduction
Due to the requirement in SA1 in TS 22.368: 

“The network operator shall be able to restrict the use of a USIM to specific MEs/MTC Devices”,

this p-CR to TS 33.401 proposes to introduce a new optional feature in HSS, where the HSS may hold a list of authorized combinations of IMEI's per IMSI. This feature secures that only authorized combinations of USIM’s and ME’s are used. 
If unauthorized IMSI/IMEI combinations are detected by the HSS, the HSS shall reject registration attempts from the UE.
This document is presented for information to SA3 #64 and it shows what the impact of such solution would be to 33.401.
2
Proposal
We propose that SA3 discusses the p-CR below to TS 33.401 Rel-11.
[Gemalto comments]
Any mechanism to address SA1 MTC requirement shall be described and analyzed within SA3 Technical Report on “Security Aspects of Machine-Type Communications” before including it in any specification. Consequently, CR to TS 33.401 should not be agreed since the proposed mechanism is not described and analyzed  in TR 33.868, and security analysis may not recommend it. 
Furthermore, we think that User Equipment-based pairing (described in S3-110780) should be recommended and specified by SA3 to restrict the use of a USIM to specific MEs/MTC Devices, rather than network-based pairing. The reasons are the following ones: 

· MTC Devices shall not be able to access the network if the USIM is present in a not-authorized MTC ME. This is illustrated in SA1 use-case “Access Control with billing plan” described in Annex A of  SA1 TS 22.368 where the access to SGSN is denied if the UICC is used in another terminal. 
With User-Equipment-based mechanism the pairing check is performed before MTC Device connection to the network, while with network-based mechanism the pairing check is performed after MTC Device connection to the network. So, only the User-Equipment-based pairing prevents connection of not-authorized MTC ME to the network. 
· The exchanges to perform User-Equipment-based pairing are only between the UICC and the the MTC ME. The mechanism does not require any additional signalling on the network. When the USIM detects its presence in not- authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption
3
PCR to TS 33.401
*** BEGIN CHANGES ***
2
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*** NEXT CHANGES ***
5.1.5 IMSI-IMEI binding in HSS
As an optional function to secure that only authorized combinations of UICC and ME's are used (see sub clause 7.1.1 in 3GPP TS 22.368 [xy] for corresponding stage 1 requirement), the HSS may hold a list of authorized combinations of IMEI's per IMSI. If unauthorized IMSI/IMEI combinations are detected by the HSS, the HSS shall reject registration attempts from the UE.
*** END OF CHANGES ***
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