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1
Introduction
To minimize the risk of having to resend the session setup signalling an Initiator wanting encrypted communication may offer both SDES and MIKEY-TICKET and let the Responder chose the strongest option supported. This contribution discusses the implications of such usage. The outcome is that no protection from bidding down to the weaker method is available..
2
Proposal

It is proposed that the changes below is added to the living document
3
PCR

*** BEGIN CHANGES ***
X.X
Discussion on Simultaneous use of SDES and MIKEY-TICKET
To minimize the risk of having to resend the session setup signalling, an offerer wanting encrypted communication may offer both SDES and MIKEY-TICKET and let the answerer chose the strongest option supported. While an adversary wanting to intercept protected media keyed by SDES only needs access to the SIP signalling and to the media, an adversary wanting to intercept protected media keyed by MIKEY-TICKET needs access to both the KMS node and the SIP signalling in addition to access to the media. An adversary that has control of the SIP signalling may therefore perform bidding down attacks enabling intercept by removing the MIKEY-TICKET offer. (Assuming the offerer does only offer SRTP but not RTP, the attacker cannot remove all key management methods, because the SDP would become inconsistent by this.) The bidding down protection for MIKEY as specified in RFC 4567 is only effective when the attacker attempts to bid down to a protocol that also complies to the method specified in RFC 4567, so it is useless against an attacker removing the offer for MIKEY-TICKET and leaving only SDES as the offered key management protocol.
As a consequence, an offerer that does not accept to rely on the IMS control plane security must not offer SDES in addition to MIKEY-TICKET.  

If the offerer knows which key management protocols the Responder supports, then the Initiator can always offer only the strongest supported alternative.

· 
Offerers willing to accept SDES may offer both SDES and MIKEY-TICKET, but there is no guarantee that offerer and answerer will agree on the stronger method in the presence of an attacker.
 It is recommended that both the offerer and answerer are aware of the security level so that they offer / accept only methods compatible with that level..
*** END OF CHANGES ***
