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1
Introduction
Contribution S3-110772 proposed two solutions for DM certificate validation including OCSP and the use of a secure clock.  The secure time option was noted as FFS in the original contribution.  Interdigital has provided some additional information regarding the use of the secure clock.
2
Proposal

It is proposed that SA3 approves the pCR below.

3
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1
Introduction
In SA3#63 it was agreed to use a certificate to set up the secure channel between the MTC device and the OMA DM server. But the solution for validating the OMA DM server certificate was not agreed.
This contribution proposes a way forward and allows either OCSP or the use of a secure real time clock in the MTC device for expiry checking of the DM server certificate.
2
Proposal
It is proposed that SA3 approves the pCR below.
3
PCR

************** pCR *******************
7.7 
Solution 7 - MTC MEs Configuration

7.7.1
General Description
Editor’s note: Further contributions are needed.
Editor’s note: This clause details only the OMA DM approach. It is ffs whether a similar clause for detailing an approach using OTA is needed.

OMA DM security, as specified in [9] and [10], contains a number of options, where some are not needed for the purposes of this document and others are required. OMA DM security is therefore profiled in this section as: 

· The MTC devices/UEs shall have a root certificate to authenticate the DM server. 

· The root certificate needs to be provided to the MTC devices/UEs in a secure manner.

· The root certificate shall be securely stored. 

Editor’s note: It is FFS how to securely store the certificate

· The DM server and the MTC devices/UEs shall support and use TLS according to the profile specified in Annex E of TS 33.310 [8].
To verify the validation of the DM service certificate one can consider either OCSP or the use of a secure real time clock in the MTC device for expiry checking of the DM server certificate. The choice of which one to be used by the MTC device may depend on the usage characteristics (e.g. how often checking occurs). If a secure real time clock in the MTC device is used, then the DM server certificate shall have a short validity time in order to be refreshed in time. If the DM server certificate has expired but has not been revoked, the OCSP server will not reply with certificate verification failure. Possible ways to overcome this are that expired DM server certificates are also revoked or that the MTC device sends a nonce to the OCSP server who then replies with correct time and the MTC device can make the certificate verification itself. 

Editor’s note:For devices identified as requiring additional security, the use of secure real time clock may be provided by means of a secured environment logically defined within the MTC Device. Such a secured environment should protect the real time clock from external attacks and tampering, and may additionally be utilized for secure storage of the DM server certificate.

7.7.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
************** End of first Change *******************
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