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1. Introduction

In this document we propose security architecture based on study done in SA1 TR 22.895. The security architecture will help to provide a clear view of security threats and requirements to be studied by SA3. 
The purpose of this contribution is 2-fold (1) To confirm the activity scope in SA3, bsaed on work done in SA1 and (2) We propose to add a new Clause on Security Architecture in TR 33.sso “Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms”. 
2. Discussion
TR 33.sso scope states that (1) “The present study covers the investigation of the security aspects of the outcome of the items identified in the scope of SA1 TR 22.895” and (2) “The study covers the security requirements to enable the operator to become the preferred SSO Identity Provider…”. Based on these two points we came up with a framework or model that defines SA3 scope of activity and can be taken as security architecture of SA3 study. The outcome of our study is presented in Figure 1.
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Figure 1 Security architecture for SSO integration with 3GPP.
Following is description about the security architecture in Figure 1:
1. User can access applications installed on device. For this the user might have to authentication information to the applications. The application can also be a client of non-web service.
2. User can access services through a device which can be either a UE (3GPP device) or a non-3GPP device.
3. Device can communicate with 3GPP operator, which is the user’s identity provider.
4. Device can communicate with service provider to obtain subscribed services for user.
5. 3GPP operator and service provider can communicate with each other. One of the purposes of communication would be to provide proof of user/device’s authentication.
We identify 5 reference points in the architecture.These are explained below:
Reference point 1: Use case 6 of User Authentication in SA1 TR22.895 requires UE to perform user authentication, and upon service provider’s request perform user re-authenticaiton. The user should authenticate itself to the UE and provide relevant credentials that the UE should store. The user should also provide certain level of authorization to the UE. Therefore secure communication between user and UE is required. This aspect might not be in the scope of SA3 activity.
Reference point 2: SA3’s study covers “the security requirements to enable the operator to become the preferred SSO Identity Provider”. The security of mutual authentication and other signalings may be supported by 3GPP SA3 existing work, but impacts on UE and 3GPP operator as identity provider should be studied. Furthermore, Use case 3 of Mobility access to 3rd Party Web Services across Operator domains in SA1 TR22.895 shows that UE accessing from a visited operator should also be considered.
Reference point 3: UE/non-3GPP device will access different kinds of service providers. There are known SSO related issues in such cases, e.g. phishing attack. Hence security of communication between UE and service provider should be studied in SA3.
Reference point 4: SA1 TR22.895 defines Affiliated Service Provider which has contractual relationship with SSO service provider. It is impossible that operator as identity provider has contractual relationship with all the service providers, thus the communication should be secured between them for both cases. This could be left out of 3GPP SA3 scope. 
Reference point 5: Use case 4 of Non-Web Service Access in SA1 TR22.895 requires that a user can seamlessly and transparently connect to her/his account and use the service on the device. Only authenticated users who have valid subscription should be allowed to access the service. This could mean that the client of the service resides on the device and the device stores user’s authentication credentials. The device connects to the service with given user authentication credentials and provides seamless service to the user. SSO mechanism being studied in SA3 will, by some means, be involved in this activity. Hence the security of accessing non-Web service could be studied in SA3.
3. Proposal
We propose the following points:
1. Review the proposal in this document and come to an agreement whether this is the acceptable scope.
2. On agreement of item 1, add the clause given in pCR below to the TR 33.sso “Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms”. 

*****************  1st CHANGE  ***************
x
Security Architecture

The security architecture described in this section is based on the use cases given in TR 22.895 and depicted in Figure 1. 
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Figure 1 Security architecture for SSO integration with 3GPP.
Following is description about the security architecture in Figure 1:
1. User can access applications installed on device. For this the user might have to authentication information to the applications. The application can also be a client of non-web service.
2. User can access services through a device which can be either a UE (3GPP device) or a non-3GPP device.
3. Device can communicate with 3GPP operator, which is the user’s identity provider.
4. Device can communicate with service provider to obtain subscribed services for user.
5. 3GPP operator and service provider can communicate with each other. One of the purposes of communication would be to provide proof of user/device’s authentication.
There are five reference points defined in the Figure 1 as explained below:
1) This is the reference point between the user and the device. This is out of scope for SA3.
2) This reference point is between the device and the 3GPP operator as identity provider. Here study should be done on: 
(a) Security for communication between the device (UE or non-3GPP device) and 3GPP operator as identity provider, this should also include the case when the device is accessing from a visited network.
(b) Aspects related to 3GPP operator as identity provider and impact on UE.
3) Here the reference point is between the device and the service provider. In this reference point we should study on security for communication between the device and the service provider.
4) This reference point is between the 3GPP operator as identity provider and the service provider. In this case we should identify security required and solution for communication between the identity provider and the service provider.
5) This reference point is within the device to the non-web service. The study required here will be on security for accessing non-web service client on the device. This is probably out of scope of the SA3 study.
******************  END  ********************
