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1. Introduction
We consider it desirable to add some more details to the description of the KMS based solution for secure conferencing to allow a better understanding of the approach. For the time being, we propose to add some Editor’s notes to the text at places where more clarification seems necessary.
We also propose to correct some typos.
2. Proposal
We propose to change TR 33.829 as follows (changes marked with MS-Word revision marks). 
*******************************START OF 1. CHANGE******************************

5.3.3.1.1 
General
The KMS-based solution for conferencing is based on the functionality for KMS-based media security as described in TS 33.328 [3] and MIKEY-TICKET RFC 6043 [18]. The key management described and discussed is based on MIKEY-TICKET used in mode 1, i.e. there is a REQUEST, a TRANSFER and a RESOLVE exchange. Use of key forking is an essential component in the solution which provides user authentication. Key forking is available in MIKEY-TICKET mode 1 and 3.
The KMS-based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys may be used to key all media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 
Editor’s Note: A clarification should be added whether group keys must be generated by the KMS (rather than by the conference focus), as tickets with group keys do not seem to be transmitted to conference participants at all. If frequent rekeying of group keys is needed, it may be an advantage to be able to do that without KMS involvement.
To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.
The key management system shall support group key management in order to allow that a media stream can be encrypted once and be available to all conference participants.
The policies for a high security conference may require rekeying of group keys when users join and/or leave the conference and thus KMS-based secure conferencing shall support such rekeying. To limit resource consumption, especially at the beginning/end of a conference, where users join/leave frequently, it shall be possible to define a minimum time between rekeying events.
Editor’s Note: It is ffs what shall happen between re-keying events. For example can users already join the conference using an existing key, or will they have to wait?
********************************END  OF 1. CHANGE*******************************

*******************************START OF 2. CHANGE******************************

5.3.3.1.2 
Conference creation

To create a secure conference a user requests a TICKET from the KMS and sends an INVITE message to the conference factory to create a secure session. The TICKET shall contain the conference factory as a recipient; other allowed recipients of the TICKET define the set of possible conference participants in addition to the conference creator. The set of allowed conference participants is recorded by the conference system and is later used to verify that only authorized users join the conference.  

The conference factory sends the ticket in the INVITE in a RESOLVE_INIT to the KMS. This will allow the conference factory to securely authenticate the initiator and verify that the initiator is authorized to set up a secure conference. The checking of the authorization to set up secure conferences is either against a conference policy maintained in the conference system or it is checked by the KMS when the ticket is resolved. The KMS may have a policy defining if the TICKET issuer is authorized to have a secure session with the conference factory which would correspond to being allowed to establish secure conferences.

To update the set of possible conference participants the conference owner sends an UPDATE or a re-INVITE to the conference focus which carries a ticket (requested from the KMS) with the updated set of conference participants as allowed recipients of the TICKET. The conference focus resolves the received ticket and updates the set of allowed conference participants.
If the conference owner wants to send an UPDATE or a re-INVITE without changes in the set of allowed conference participants it can re-use the ticket used when defining the set of allowed participants or use a ticket which only has the conference focus as legitimate receiver.

Editor’s Note: It has to be clarified how a ticket used to define the set of allowed participants is distinguished from a ticket used for other purposes, in particular for setting up the key to be used to protect the media stream from the conference creator to the conference focus. (If a single ticket is used for specifying this key as well as the allowed participants of the conference, will the allowed participant be able to resolve the ticket and thus get the key? Would this be considered a security weakness?)
********************************END OF 2. CHANGE*******************************

*******************************START OF 3. CHANGE******************************

5.3.3.1.3
Conference call in
When the creator of the conference calls into the conference, the creator may reuse the TICKET used when INVITING the conference factory or create and use a new TICKET. The conference focus resolves the ticket by initiating a RESOLVE exchange with the KMS and verifies the identity of the conference creator. The conference focus then sends a REQUEST_INIT to the KMS requesting a TICKET with the group keys that it will need to key the conference. The conference focus responds to the initiator with a TRANSFER_RESP containing a KEMAC with the group keys to be used.

Editor’s Note: It needs to be clarified whether it is mandatory for the focus to request a ticket for the group keys, and how the ticket is used (as it is not transmitted to the participant). 
NOTE: 
In MIKEY-TICKET RFC 6043 [18] authentication of an invited party is achieved by key forking which is used to derive receiver end-point unique keys. Authentication of the inviting party is achieved by including Initiator Data in the TICKET payload.
Other conference participants can also call in to the conference by sending an INVITE to the conference focus. The invite may be due to a REFER from some other conference participant. Before sending the INVITE the conference participant to be, requests a TICKET from the KMS with allowed recipient equal to the conference focus. The ticket allows the conference system to authenticate the entity calling into the conference and verify that it is allowed to join the conference. The conference system authenticates the entity calling into the conference and verifies that it is allowed to join the conference. The conference system responds with a TRANSFER_RESP containing a KEMAC with the group keys to be used.
********************************END OF 3. CHANGE*******************************

*******************************START OF 4. CHANGE******************************

5.3.3.3 
Key management

5.3.3.3.1 
Principles

The basic principle for the key management is that the conference focus controls the creation and use of all group keys for media protection.  It shall also authenticate all participants and itself towards all participants. This is achieved by requiring that all INVITEs and REFERs to the conference focus by the conference creator as well as conference participants use tickets and settings to allow authentication of the sender. Tickets shall thus be profiled to use forking, i.e. the I flag shall be set to 1 (use forking).
The conference focus shall in the Ticket used when creating a conference include the conference focus and the set of possible conference participants as authorized recipients. Furthermore INVITEs and REFERs from the conference focus shall use tickets and settings to allow authentication of the conference focus and invited participants in addition to distribution of media protection keys. Tickets shall thus be profiled to use forking, i.e. the I flag shall be set to 1 (use forking).
The conference factory and the conference focus are, from a key management point of view, associated with a single KMS user. The URI for the conference factory and a conference focus are, from the KMS point of view, two different public user identities belonging to the same KMS user identity. As conference URI's are dynamically allocated smooth management of this type of association requires that it is locally managed by the KMS. For example, this could be achieved by a naming convention; if the conference factory is named factory.conference1@operator then conference URI's could be named focusX.conference1@operator where X would be an identifier for a specific conference.

Editor’s Note: Some more clarification is needed what kind of local management has to be performed by the KMS on an associations between a factory and a focus, what problem is solved by the example naming convention approach, and what alternatives to this example may exist. 
********************************END OF 4. CHANGE*******************************
