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1
Introduction
This pCR adds a discussion on the cost of the countermeasures and for the idea of increasing the frequency of AKA runs.
It is proposed that SA3 agree the pCR below for inclusion in TR 33.859. 
2
PCR

*** BEGIN CHANGES ***
7.1.Y
Cost of countermeasures
Increasing the frequency of AKA runs results in a higher load in signaling, an increased consumption of authentication vectors, more frequent writes to the UICC, added delay in setting up services (e.g., call setup, if tied to that event). No equipment needs upgrading assuming the existing equipment can handle the increased load. Backwards compatibility is not an issue since nothing new is added.
Adding a UTRAN KH that allows changes of keys at Idle to Active transitions implies that the core network nodes and terminals require new functionality. New IEs can be piggy-backed on existing signaling. Backwards compatibility can be ensured. 

Enhancing the UTRAN KH to allow also for key changes at SRNS relocation and handover requires that, in addition to core network nodes and terminals, new functionality is also implemented in RNC. The main difference between solutions 3 and 4 is that solution 4 provides both backward and forward security whereas solution 3 only provides forward security. The cost of adding also backward security is more complex handling in both core network nodes and RNCs. Backwards compatibility can be ensured for both solutions 3 and 4. Moreover, solutions 3 and 4 can be combined with running an AKA every time a terminal coming from a collapsed RNC/NodeB to a macro RNC and then there is no need to add new functionality to macro RNCs. 
*** END CHANGES ***
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