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1. Discussion

In recent SA2 meetings, the MTC architecture was further classified into different deployment models (direct, indirect, hybrid).
· Direct Model: the M2M Application connects directly to the operator network without the use of any MTC Server;

· Indirect Model:

· MTC Service Provider controlled communication: The MTC Server is an entity outside of the operator domain. 

· 3GPP Operator controlled communication: The MTC Server is an entity inside the operator domain. 

· Hybrid Model: The direct and indirect models are used simultaneously in the hybrid model e.g. connecting the user plane using the direct model and doing control plane signalling using the indirect model.

Based on the above models, MTC architecture was refined and an architectural reference model was given in TR23.888 subclause 4.3. 
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The ‘MTC Application’ entities and the reference point API for direct model are outside of 3GPP scope. 

For indirect model, the MTC server can be inside or outside the operator’s domain and connects to the 3GPP network via different interfaces like MTCi/SGi/Gi (user plane towards the PGW/GGSN), MTCsms towards the SMSC, and a signalling interface MTCsp towards a new functional entity MTC-IWF (Interworking Function). When the MTC server is controlled by operators, the MTCi, MTCsp and MTCsms are internal to the PLMN. When the MTC server is controlled by 3rd party service providers, the MTCi, MTCsp and MTCsms are external interfaces.
After SA2#85, ‘Architecture for SIMTC’ in TR23.888 clause 4 has advanced enough to be considered by SA2 chairman as “stable” now.
Proposal 1: 
In current version of TR33.868, the MTC Server IWK Function in MTC security architecture comes about as a dotted box terminating all external interfaces (MTCsms and MTCi), which is not aligned with the latest stage 2 architecture. Also the new interface MTCsp that MTC-IWF terminates is not visible yet in current MTC security architecture. The 3GPP boundary also needs to be marked in the architecture to illustrate that MTC-IWF is owned by operators. Therefore, we propose to update the security architecture to capture these components that are essential to the communication security between 3GPP network and the outside.
Apart from the architecture refinement, a basic structure for the functionality of network elements and reference points was also agreed in the last SA2 meeting. Although detailed functions can only be added till conclusion on selected solutions is made by SA2, some fundamental functions concerning security (see below snippet from TR23.888) were added for MTC-IWK and MTCsp to support, and SA3 is requested to find corresponding solutions.
The functionality of the MTC-IWF includes the following:
-
…;

-
may authenticate the MTC Server before communication establishment with the 3GPP network;

-
may authorize control plane requests from an MTC Server;

-
may support secure communications between the 3GPP network and the MTC server;
Editor’s Note: Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.

The MTCsp reference point shall fulfil the following requirements:

-
….

-
optional security and privacy protection for communication between the MTC-IWF and MTC Server.

Editor’s Note: Solutions for the security related functionality described in the above bullet are in the scope of SA WG3.

Proposal 2: 
We propose to document the security related functionality of MTC-IWK and MTCsp in the current TR33.868, serving as the basis for SA3 to study the corresponding solutions.
2. Proposed changes

· Add an entry of stage 2 TR 23.888 in References
· Update the current MTC security architecture to be aligned with the latest MTC architecture refined in SA2
· Add security requirements to the new network entity MTC-IWF
* * * Begin of 1st Change * * * 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

[4]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[5] 
3GPP TS 23.060 (v a.2.0): “General Packet Radio Service (GPRS); Service description; Stage 2”

[6] 
3GPP TS 23.401 (v a.2.1): “General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”

[7] 
3GPP TS 24.368 (v 1.0.1): “Non-Access Stratum (NAS) configuration Management Object (MO)”

[8]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

 [9] 
Open Mobile Alliance OMA-TS-DM_Protocol V1.3: " OMA Device Management Protocol ". URL: http://www.openmobilealliance.org/

[10]
Open Mobile Alliance OMA-TS-DM_Security V1.3: " Device Management Security ". URL: http://www.openmobilealliance.org/
[11]



3GPP TS 22.368: “Service requirements for Machine-Type Communications (MTC); Stage 1”
[xx]



3GPP TS 23.888: “System Improvements for Machine-Type Communications; Stage 2”
* * * End of 1st Change * * * 
* * * Begin of 2nd Change * * * 
4
Overview of Security Architecture

Editor's note:
This section is intended to provide the high-level SIMTC security architecture to support the objectives of the WID 

The MTC security architecture described in Figure 1 is based on the system architecture given in TR 23.888 [xx] Figure 4.3-1 and is given here for helping to analyse the threats in the following section.
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Figure 1: System architecture for MTC
The following defines one potential high level security architecture for MTC. Three different areas are defined. When analysing the security aspects of the key issues it should be considered to which area(s) the key issues is impacting. It should also be noted that the analysed key issues could be related to more than one area, e.g. A and B.

Editor’s note: It is FFS whether single architecture can meet the requirements of all key issues. 

Editor’s note: The security architecture needs further refinement. 

A) 
Security for MTC communication between the MTC device and 3GPP network. 
B) 
Security for MTC communication between the MTC server and 3GPP network in indirect deployment model. This can be further divided into security aspects when the MTC server is within the 3GPP network and when it is outside the 3GPP network.

C) 
Security for MTC communication between the MTC server and MTC device in indirect deployment model. 
Following is further description about the MTC system architecture:
1. MTC device and MTC server communicate through 3GPP network.

2. MTC devices can communicate through 3GPP network as a group unit to decrease the signaling.

3. MTC device can be associated with one or more than one MTC group. 

4. Every MTC device in a group is visible from the 3GPP network.

Editor’s Note:  architectural requirements and corresponding solutions for MTC group referred in items 2,3,4 are outside the scope of Rel-11 work in SA WG2.  Security study for MTC group is dependent on the progress in SA WG2.
5. MTC server can communicate to 3GPP network by itself.

Editor’s Note:  the meaning of item 5 is not self-explanatory and requires further clarification. 

6. MTC server can be either inside or outside of the 3GPP network.
7. MTC server may trigger communication towards operator’s core network on control plane via MTCsp terminated by MTC-IWF, or via MTCsms.
8. MTC server may access operator’s core network on user plane via MTCi.
* * * End of 2nd Change * * * 
* * * Begin of 3rd Change * * * 
6
Security Requirement
Editor’s note: Contributions to this section should be aligned with agreements achieved in the security requirements sub-clauses of individual Key Issues.
6.x
General 

· Network should be able to perform access control for MTC device accessing network, e.g, based on MTC device feature and/or subscription type.
Editor's Note: The meaning of “access control” (only authorization or authentication and authorization) need to be clarified.

· The system security improvement over 3GPP network security shall consider lower power consumption  for MTC Devices 
Editor's Note: Further re-wording of the above requirement need to be considered
· Security measures shall be applied to MTC reference points when communication extends beyond the boundary of the 3GPP system unless strong physical security is available.
6.y
Security Requirements on Network Elements 

When the MTC server is controlled by a 3rd party M2M service provider, the MTC-IWF shall support the following security functionality:
-
authenticate the MTC Server before communication establishment with the 3GPP network;

-
authorize control plane requests from the MTC Server via MTCsp;

Editor’s Note: The set of requests to be authorized are dependent on the inputs from SA WG2.

· support confidential and integrity-protected communications over MTCsp between the 3GPP network and the MTC server;
· Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI). 
Editor’s Note: Additional security functionality in the MTC-IWF is FFS and dependent on the inputs from SA WG2.

* * * End of 3rd Change * * * 
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