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Abstract of the contribution: This contribution provide a variant of solution 2 that does not require changes to E-UTRAN as requested in an editor’s note in the TR
Discussion
The aim of this contribution is to resolve the editor’s note in clause 5.2.1 which reads as follows:

“Editor’s Note: Solution 2 speaks of an MME+ in many places, indicating that MMEs need functional enhancements to support UKH enhancements. Therefore, a variant of solution 2 should be provided that does not require any changes to EPS nodes.”
One of the design goals of solution 2 is that it is possible to upgrade CN nodes (including MMEs) one at a time and realise the benefit of the proposed security enhancements while interacting with the upgraded nodes. This has  immediate consequences in relation to E-UTRAN enhancements, firstly it is not necessary to deploy any E-UTRAN enhancements to gain the benefits of UTRAN KH in UTRAN/GERAN and secondly there is no need to change the behaviour in UTRAN/GERAN depending on whether E-UTRAN changes are deployed. A further consequence of this is that it is possible to specify a variant of solution 2 that does not require E-UTRAN changes by not including the functionality in clause 5.2.2.3 which in turn would mean that the message changes in clauses 5.2.3.4.3 and 5.2.3.4.5 would not be required. 
It is proposed that SA3 accept the below pCR for inclusion in the TR to implement the above discussed changes.
Proposed pCR
********** First change *********

5.2.1
General


The aim of this solution is to give a method of providing CN and RAN level key separation including fresh RAN keys for each Idle to Active transition. The goals of this solution are to enable these security features in the following manner, such that:

· Only CN nodes need to be upgraded, i.e. no changes to RNC are necessary

· CN nodes can be upgraded one at a time and the security benefit are realised until the UE moves to a non-upgraded CN node

· When the UE moves to a legacy node, the keys that will be used subsequently will not affect the security of previous sessions.

One consequence of the 2nd design feature above is that is possible to have variants of solution 2 where none, some or all of the E-UTRAN related enhancements are specified. The benefit of each of these changes should be analysed before being accepted into a final design that is specified in normative specifications. The benefit of the E-UTRAN enhancements is to provide the better security without having to run AKA at all inter-system changes (e.g. in UTRAN/GERAN an enhanced security context and in E-UTRAN a security context where KASME is calculated from keys that haven’t been exposed outside the core network).
If is desired to have a variant of solution 2 that includes no changes to E-UTRAN then the functionality in sub-clause 5.2.2.3 and the message changes in sub-clauses 5.2.3.4.3 and sub-clauses 5.2.3.4.5 can be omitted. Omitting these has no effect on the UTRAN/GERAN functionality and message changes. 
This solution is not intended to preclude the inclusion of RAN level security enhancements for which IKS and CKS could be used as the base keys.    

********** Next change *********

5.2.3.3
Inter-working with E-UTRAN procedures
5.2.3.3.1
General

If a solution with no E-UTRAN changes is desired, then the functionality in subclaue 5.2.3.3 shall be omitted.

This following sub-clause covers the changes needed to various procedures to interwork with E-UTRAN to support the enhanced security context. The only significant difference from the intra-UTRAN procedures is during handover to E-UTRAN, the MME signals its capability to the ME in order to inform the ME whether to use the legacy method of generating KASME or to generate KASME from KASMEU.

The other notable functionality is that when an MME+ that is working with a ME+ passes the security context to an SGSN (in both Idle mode mobility and Active mode), the MME calculates a fresh KASMEU and sends COUNT = 0. This mimics the SGSN+ behaviour as far as the target SGSN is concerned. 


********** Next change *********

5.2.3.4.3
Changes to TS 24.301

If a solution with no E-UTRAN changes is desired, then the message changes in this subclause shall be omitted.
The following messages or IEs in TS 24.301[6] that require a change to support solution 2.

Attach request message

An indication that a ME+ supports enhanced security context functionality 

Tracking area update request message

An indication that a ME+ supports enhanced security context functionality

NAS Security Mode Command message

An indication the MME used KASMEU to calculate KASME when creating this mapped security context  

NAS Security parameters to E-UTRA IE 

One bit of this is set to inform the ME+ that the MME+ has performed a non-legacy key derivation. 

********** Next change *********

5.2.3.4.5
Changes to TS 29.274 

If a solution with no E-UTRAN changes is desired, then the message changes in this subclause shall be omitted.

The following messages or IEs in TS 29.274 [8] that require a change to support solution 2.

Forward Relocation Request message
An indication that a ME+ supports enhanced security context functionality

An indication that the current mapped EPS NAS security context is an enhanced one  
Context Response message
An indication that the current mapped EPS NAS security context is an enhanced one
