3GPP TSG SA WG3 (Security) Meeting #64
S3-110737
11 - 15 July 2011, Mainz, Germany
revision of S3-stxyzw
Source:
Qualcomm Incorporated
Title:
Some analysis of the message comparisons table with respect to providing fresh keys at idle to active 
Document for:
Approval 
Agenda Item:
8.1
Work Item / Release:
FS_UKH
Abstract of the contribution: This contribution provides some analysis of the message comparison table in clause 6.4   
Discussion 
This contribution provides some observations on the message comparison table contained in clause 6.4. The comments relate to the messages that are used to ensure a fresh key at each idle to active transition.

Solutions 2 and 3 consider a wider set of uses cases, i.e. both GERAN and E-UTRAN interworking, so hence they affect more messages. In particular this applies to all the proposed changes to TS 24.301 and TS 29.274 from E-UTRAN interworking and the Authentication and ciphering request and NAS Container for PS HO IE for GERAN interworking. Hence any decision on solution needs to be taken after a decision on how widely to apply the functionality. 

There are some differences between solution 2/3 and 4 in UTRAN. In solutions 2 and 3, the changes to the security mode command message in TS 25.331 and 25.413 are optional (see subclause 5.2.3.1.3.3) and hence no changes to the RNC are needed whereas in solution 4 changes to the RNC are mandatory (see for example subclause 6.1.1 where the SGSN+ shall notify the UE in a SMC message).

Another UTRAN related different is that in the TS 29.060 messages (SGSN to SGSN), solution 2 and 3 use a new IEs to carry the new proposed parameters (KASMEU and COUNT) whereas solution 4 proposes to carry KASMEU in the legacy CK/IK IEs.  The latter carries the security risk that if a KASMEU is accidently sent to a legacy SGSN, due to for example a mis-configuration, then the legacy SGSN would subsequently pass the KASMEU to an RNC in the CK/IK IEs.
The below pCR contain a proposal to capture the above analyse in the TR. It is proposed that SA3 accept the below pCR 

Proposed pCR

6.4
Messages comparisons

Based on the analysis above, a comparison table is listed to show the changes of messages for last 3 solutions as below.
Editor’s note: It is expected that the table below will be updated.

Table 6.4.1 Comparison table of changes to messages

	Specifications
	 Messages
	Solution 2
	Solution 3
	Solution 4

	TS 24.008
	Authentication and ciphering request
	An indication to the UE that it shall use an enhanced security context. 
	Same with solution 2
	

	
	Attach request
	An indication that a UE+ supports enhanced security context functionality.

The COUNT value when the UE+ is using an enhanced security context.
	Same with solution 2
	Same with solution 2 

	
	RAU Request
	An indication that a UE+ supports enhanced security context functionality. 

The COUNT value when the UE+ is using an enhanced security context. 
	Same with solution 2
	Same with solution 2 

	
	Service Request
	The COUNT value when the UE+ is using an enhanced security context. 
	Same with solution 2
	Same with solution 2

	
	RAU Accept
	An indication that the target SGSN+ after an intra-UTRAN handover or a handover to UTRAN supports the enhanced security context. 
	Same with solution 2
	Same with solution 2

	
	NAS Container for PS HO IE
	One bit of this is set to inform the UE+ that the SGSN+ has performed a non-legacy key derivation. 
	Same with solution 2
	

	TS 29.060
	SGSN Context Response
	An SGSN+ includes KASMEU if the security context being used is an enhanced one 

An SGSN+ includes COUNT if the security context being used is an enhanced one
	Same with solution 2
	An SGSN+ includes { IKU’, CKU’, NCC} if the security context being used is an enhanced one.

KASMEU is sent in legacy IK/CK IE, so there is no need to enhance this parameter.

An SGSN+ includes COUNT if the security context being used is an enhanced one. 

	
	Forward Relocation Request
	An SGSN+ includes KASMEU if the security context being used is an enhanced one.
An SGSN+ includes COUNT if the security context being used is an enhanced one. 
	Same with solution 2
	An SGSN+ includes { IKU’, CKU’, NCC} if the security context being used is an enhanced one.

An SGSN+ includes COUNT if the security context being used is an enhanced one.

KASMEU is sent in legacy IK/CK IE, so there is no need to enhance this parameter.

	TS 25.413
	SECURITY MODE COMMAND
	An indication whether or not the SGSN+ has used an enhanced security key derivation to get the keys
	Same with solution 2.

UE UTRAN KH capability received in the first L3 message sent by UE.
	An indication whether or not the SGSN supports the enhanced security. 
{IKU’, CKU’, NCC} used when the next SRNS relocation.

	
	Relocation Request
	
	Refer to Source RNC to Target RNC Transparent Container IE
	An SGSN+ includes { IKU’, CKU’, NCC} to target RNC+ if the security context being used is an enhanced one.

	
	Source RNC to Target RNC Transparent Container IE
	
	
	An indication whether or not the UE supports the enhanced security.

Source RNC+ includes IKU’/CKU’ to target RNC+ if the security context being used is an enhanced one.
IKU’/CKU’are sent in legacy IK/CK IE.

	
	Target RNC to Source RNC Transparent Container
	
	A target RNC+ includes its capability to perform UTRAN key management enhancements in the container whish is transparently sent to the source RNC(+). A source RNC+ includes the target RNCs capability to perform UTRAN key management enhancements in the Physical Channel Reconfiguration as normal.
	An indication to UE via source RNC+ whether or not the target RNC supports the enhanced security.

A NCC used to synchronize key derivation between the target network and the UE+ during SRNS relocation.

	TS 25.331
	SECURITY MODE COMMAND
	An indication whether or not the SGSN+ has used an enhanced security key derivation to get the keys.
	Same with solution 2
UE UTRAN KH capability received in the first L3 message sent by UE.
	An indication whether or not the network (SGSN+ and SRNC+) supports the enhanced security.

{IKU’, CKU’, NCC} used when the next SRNS relocation.

	
	Physical Channel Reconfiguration

/UTRAN Mobility Information
	
	A target RNC+ includes its capability to perform UTRAN key management enhancements in the message at SRNS relocation without UE involvement.
	An indication whether or not the target network (SGSN+ and SRNC+) supports the enhanced security.

A NCC used to synchronization key derivation between the target network and the UE during SRNS relocation.

	
	UTRAN Mobility Information Confirm
/ Physical Channel Reconfiguration Complete
	
	A UE+ includes its capability to perform UTRAN key management enhancements in the message at combined CELL/URA update and SRNS relocation.
	An indication whether or not the UE supports the enhanced security.

	
	Cell Update Confirm/URA Update Confirm
	
	An RNC+ includes its capability to perform UTRAN key management enhancements in the message at combined CELL/URA update and SRNS relocation.
	An indication whether or not the target network (SGSN+ and SRNC+) supports the enhanced security.

A NCC used to synchronization key derivation between the target network and the UE during SRNS relocation.

	TS 24.301
	Attach request
	An indication that a UE+ supports enhanced security context functionality
	Same with solution 2
	

	
	TAU request
	An indication that a UE+ supports enhanced security context functionality. 
	Same with solution 2
	

	
	NAS Security Mode Command
	An indication the MME used KASMEU to calculate KASME when creating this mapped security context. 
	Same with solution 2
	

	
	NAS Security parameters to E-UTRA IE
	One bit of this is set to inform the UE+ that the MME+ has performed a non-legacy key derivation. 
	Same with solution 2
	

	TS 29.274
	Forward Relocation Request
	An indication that a UE+ supports enhanced security context functionality.

An indication that the current mapped EPS NAS security context is an enhanced one
	Same with solution 2
	

	
	Context Response
	An indication that the current mapped EPS NAS security context is an enhanced one
	Same with solution 2
	


The following analysis relates to the messages that are used to ensure that a fresh key is available at every idle to active transition: 
Solutions 2 and 3 consider a wider set of uses cases, i.e. both GERAN and E-UTRAN interworking, so hence they affect more messages. In particular this applies to all the proposed changes to TS 24.301 and TS 29.274 from E-UTRAN interworking and the Authentication and ciphering request and NAS Container for PS HO IE for GERAN interworking. Hence any decision on solution needs to be taken after a decision on how widely to apply the functionality.
There are some differences between solution 2/3 and 4 in UTRAN. In solutions 2 and 3, the changes to the security mode command message in TS 25.331 and 25.413 are optional (see subclause 5.2.3.1.3.3) and hence no changes to the RNC are needed whereas in solution 4 changes to the RNC are mandatory (see for example subclause 6.1.1 where the SGSN+ shall notify the UE in a SMC message).
Another UTRAN related different is that in the TS 29.060 messages (SGSN to SGSN), solution 2 and 3 use a new IEs to carry the new proposed parameters (KASMEU and COUNT) whereas solution 4 proposes to carry KASMEU in the legacy CK/IK IEs.  The latter carries the security risk that if a KASMEU is accidently sent to a legacy SGSN, due to for example a mis-configuration, then the legacy SGSN would subsequently pass the KASMEU to an RNC in the CK/IK IEs.

