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Abstract of the contribution: This contribution proposes a new work item for a secure access method which can traverse restrictive Firewalls.
While solutions exist in 3GPP for secure UE access traversing NATs (Network Address Translators) and simple Firewalls, there are still challenges supporting IMS-based and generic IP services through Firewalls that only allow TCP traffic or even require traversing HTTP Proxies, such as with Firewall policies employed by Corporate wireless LANs.  3GPP 33.234 WLAN’s IPsec tunneling approach, for example, is typically not supported through such Firewalls, nor is native RTP/RTCP over UDP.  In some cases, only TCP connections for common applications such as web (HTTP/S) and email are allowed through such Firewalls.
Proprietary real-time applications, such as Skype, resort to tunneling their application traffic over TLS on the TCP port for HTTPS, in order to get through such constrained environments.  This leads to a user perception of “it always works”, which IMS likewise needs to have.  This is especially relevant to mobile devices using WiFi, but also to soft-clients running on laptops and such.
Several 3GPP operators and equipment manufacturers have been working to address the Firewall traversal issue for secure access; but this needs to be done in an open standards group, in order to avoid multiple, non-interoperable, proprietary implementations.  S1-111354 to amend specification 22.228 to add Firewall traversal as a requirement for IM CN access introduces such a requirement to 3GPP.
Since the work required to define a secure Firewall-traversing tunneling access mechanism is likely to be non trivial, Acme Packet believes that a new 3GPP work item is needed. A draft version of such a work item is provided in a companion contribution. 
It is expected that this work will require coordination/liaison between SA1, SA2, and SA3.


