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1. Introduction

Recently there has been one discussion of the integrity protection of the PWS message. Partly owing to the SA1 requirements
-eNB shall only broadcast Warning Notifications that come from an authenticated and authorized source.

-The integrity of the Warning Notification shall be ensured. 
-The PWS protect against false Warning Notification messages.
which indeed are sound and valid, and this first discussion has been on how to fulfil them.
The second discussion, although in SA3 only, has been on that of robustness. We feel that in the PWS case, it is important to weigh these measures carefully against each other. We would like to argue that robustness, or Availability, is more important than Integrity of these messages. This includes on how PWS messages is perceived by and presented to the user.

2. Information classification
Quantitative information classification can be used as an analysis instrument, prior or in parallel to setting security requrements or performing risk analysis. Ideally, information classification could always be done - and for all information elements of the 3GPP system; signalling elements, user data, etc. In practice, this is done ad hoc.

Nonetheless, an information element can be attributed with a numerical CIA-triple, where C is Confidentiality, I Integrity, and A Availability. If using an integer scale from 0 to 3, where 0 is no protection need and 3 is strongest protection need, the information element ‘user traffic’ might be classified as
CIA(user traffic) = 223
and another one, a ‘press release’, as

CIA(press release) = 032 .
This serves to illustrate the relative importance between the different types of protection needs.
3. Information classification of PWS message
In the PWS case, the threat, likelihood, and consequence of malicious broadcasting of fake emergency messages needs to be weighed against those of a user not receiving the warning message. The latter should include the risk that the user does not interprest the message the way it should be interpreted, e.g. by not taking it seriously. A message displaying ‘not authenticated’ or similar might be perceived as spam or similar, if so reducing effective value – thus effective availability - of message to near zero.
With the life threatening scenarios as we know them, we argue that the relative importance between Integrity and Availability can well be ~ 1 to 3, and that PWS message should be classified as

CIA(PWS msg) = 013 .
4. Display of message authentication result

An ongoing thinking, regarding the PWS integrity requirement, is that the user should be informed if message has not been properly authenticated. We argue that this is wrong. How will the user perceive a PWS message with such a ‘no-authentication’ tag? In normal circumstances, it is foreseen that the user has never received a PWS message before in his/her life. It is important that nothing in the message disturbs, in particular such content of only technical nature. We believe that this is inconsistent with the notion of highest possible Availability requirement for the PWS message. That fake messages cannot be broadcasted should lie within the interest of the operator, and not be a concern of the user.
5. Proposals

1. Endorsing that Availability of PWS messageis even more important than Integrity for PWS message, while still keeping the integrity requirement.
2. Adding the following 3 requirements in living document “Security aspects of Public Warning System”:
· Availability assurance and robustness in delivery of legitimate PWS warning messages is more important than the integrity assurance.

· PWS warning message shall be displayed to the receiving end user, irrespectively of success of the integrity and authentication check.

· Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user.

