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Abstract of the contribution:
This contribution proposes for SA3 to create the solution for Group based control for machine type communication devices.
1
Introduction

3GPP SA3 has requirements and solutions in TR 33.868 for MTC devices. Because there is no prioritization of group based security solutions, no solution is listed on the TR 33.868. However, to effectively maintain connectivity for a large number of MTC devices, group based approach has to be considered.     
This paper discusses this requirement and proposes a solution for group handling of MTC devices for Rel-11. 
2
Discussion

To handling MTC devices as group, some considerations could be made related to these features as:
- How identify a number of devices as a group 
- How effectively and securely maintain the MTC devices as a group
When the multiple MTC devices contact the network, the network has to check the identities and security parameters to perform security check. If security check is done as a group, the management of multiple devices is done efficiently. Therefore, to join some of multiple MTC devices in a group, and maintain the group are required.    
3
Proposal

It is proposed that a solution is added for group based security solution for MTCdevices in TR 33.868. 
*************************************************************************************************************
7.8 
Solution 8 – Group based security solution 
7.8.1
General Description

The MTC devices can use current individual mechanisms to solve the security issues related to multiple MTC devices. If the operator wants to maintain efficiently the MTC devices, the group based seucirty solution can be performed to prevent the unauthorized MTC devices to access the network. 

Editor's note: It is FFS how to securely handle the case of emergency situation or the intial provisioning stage, where the MTC devices can have unauthorized identity or security context/keys.
Therefore, MTC devices can be fulfilled the roles in this caluse as: 
· The MTC devices needs to be identified with the MTC devices security key or security contexts as a group. 
· The MTC devices could use the mechanism to maintain the group and group key management.  
· The MTC devices can be authorized as a group in a secure manner. 
