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This pCR proposes an alternative SDES method for CDIV.
1 Introducation

In the last SA3#63 Meeting, a risk of key exposure of e2e SDES solution in case of call diversion is proposed and agreed. As the key is included in the INVITE message which may reach the intended recipient, either the original recipient or the diverted-to user, the key may be known by more than one user if a call is diverted more than once. To ensure the security protection for this scenario, the proposed solution is that, the calling user may cancel the call and issue a new INVITE to the diverted-to user, but the pre-condition must be made: 1.the calling user realizes a call divertion happened, 2.the calling user must learn the identity of the diverted-to user, otherwise, the calling user has only two choices, either to cancel the call or to proceed with the call. For both cases, user experience will be impacted by the additional manipulation or the security protection which cannot be guaranteed.

In this pCR, we propose an alternative SDES method to solve the risk and problem.

2 Proposal
It is proposed that the following content is approved for inclusion in the TR on Extended IMS media plane security features.

***** Start of changes *****
9.3 
Solution(s)

9.3.1
SDES based solution
9.3.1.1 General

For e2ae security, CDIV does not make any difference. E2ae security on the originating side is independent of the called user. If a "diverted-to" user and his terminating network have agreed on the usage of e2ae security (during registration), e2ae security will be applied for terminating calls, not depending on whether these calls have been diverted or not. Moreover, usage of e2ae security on the terminating side is transparent for the calling user.

The remainder of this clause relates to SDES based e2e security.

If SDES is used, when communication diversion service is trigged, the AS will re-invite the corresponding user still using SDES based solution for a secure communication. For example, user A initiates a call to user B which has subscribed the CDIV service. When the diversion condition is met, the call is re-invited by the CDIV AS to user C which is pre-assigned by user B. If SDES is used, A includes a key K1 in the SIP message, AS obtains K1 and includes it in the SIP message to C, C responds with a SIP message including a second key K2, thus the communication between A and C is protected.

As described in clause 9.2, user A may not be notified about the call being diverted. It may receive the identity of the terminating user C in a response message, or it may not receive the identity of the terminating user. In the SDES based solution, no other means is available besides the control plane information (i.e. the SIP messages) to get assurance about the identity of the terminating user. 

However, users could (try to) identify the callee during the call, via media communication, e.g. by recognizing the other user’s voice. This is in general necessary, even if the identity of the terminating party is transmitted, because the terminating SIP user agent may be used by any human user that has physical access to the respective SIP phone or computer, not only by the registered subscriber. (Physical protection of such end devices cannot be assumed for major user categories.)

If SDES is used for establishing the media security association, the key for encrypting the media stream sent by the calling user is provided within the SDP part of the INVITE message. In cases of call diversion, this INVITE may reach the originally intended recipient (depending on the type of call diversion).  If the call is subsequently established to the diverted-to user, the originally intended recipient may therefore be able to decrypt the media sent by the calling user, if he is somehow able to eavesdrop the encrypted media stream (e.g. by some kind of successful attack on the media routing mechanisms). (A call may even be diverted more than once, so more than one user not terminating the call may see the key allowing to decrypt the media stream of the calling user.)
9.3.1.2 SDES solution 1
When the calling user realizes that the call is established to another user than the intended callee, and he has learnt the identity of this other user then, in order to ensure that the key is known by no other user, the calling user may cancel the call and issue a new INVITE to the diverted-to user, with a new SDES crypto attribute and a different key. When however realizing that the id of the terminating user cannot be verified, the calling user has only the options to cancel the call or to proceed with the call, aware of the fact that the terminating identity is unknown.

Editor’s Note: It is ffs whether alternative methods, e.g. sending an UPDATE instead of an INVITE, are feasible and useful, or whether the original callee could potentially see the UPDATE message. Note that, when using the UPDATE method, the identity of the diverted-to user need not be known.

The risk of abuse of this situation seems to be rather low (only the original callee and possibly intermediate diverted-to users see the key, only one direction of the media session is affected, mostly an additional manipulation of the media routing is required). One can argue that this risk is acceptable for the major user categories for which the SDES e2e solution is intended. 

Editor's Note:
TS 33.328 describes authentication for SDES based e2e security in clause 5.4.2. It may be useful to add a remark that even inside one trust domain, IMS UEs may have no indication about the identity of the peer in a session because of the usage of Originating Identity Restriction, Terminating Identity Restriction, and/or communications diversion.
9.3.1.2 SDES solution 2
In this sub clause, to guarantee e2e security and avoide the risk of key exposure in call divertion case, an alternative SDES solution is given. If SDES is used, when communication diversion service is trigged, the recipient will generate a new key K2 and a MOD, the parameter MOD is used together with the key generated by the calling UE to generate a new key to protect the media sent from the calling user. The key K2 may also used as the MOD, then the recipient may only generate one key which is consistent with the normal SDES solution. For example, UE A initiates a call to UE B which has subscribed the CDIV service. When the diversion condition is met, the call is re-invited by the CDIV AS to UE C which is pre-assigned by user B. If SDES is used, UE A includes a key K1 in the SIP message,  the AS sends re-invite SIP message which includes K1 to the UE C, thus UE C knows now SDES method is used and it will learn this is a CVID call by the “CAUSE” value, the usage and the specification of the CAUSE parameter refers to RFC 4458 and  TS 24.604. Then UE C generates a second key K2 and a MOD, it generates new K1’ based on K1 and MOD, and responds with a SIP message including K2 and MOD, when UE A receives the SIP message including K2 and OMD, UE A will generate new K1’ based on K1 and MOD the same way as UE C. Thus the communication between UE A and UE C is protected by these two keys, i.e. UE A uses K1’ to protect the media sent from UE A to UE C, UE C uses K2 to protect the media sent from UE C to UE A. 
If a call is diverted more than once, when the session is successfully established, the latest MOD and the second key from the UE which at last answers the call will be included in the 200 OK message sent to the calling UE, other users will not see the key and MOD used to protect the communication.
***** End of changes *****
