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1
Introduction

In this contribution we present a privacy concern with particular types of MTC Devices. In particular the (unnecessary) tracking of location data of MTC Devices that can be linked to an individual, but can not be turned off by that particular individual. 

This document contains a pCR to introduce a new key issue and a solution to overcome this privacy concern.
2
Discussion and proposal

If a UE is attached to a network, its location is tracked by the network. Tracking of location data is becoming more and more a privacy concern, in particularly when location data is collected without user's consent and for apparently no valid reason, as is shown by the international outrage when it was revealed that Apple stores location information of iPhones. Or by the German politician Malte Spitz when he demonstrated what is possible with the recorded data from Deutsche Telecom
. Since the MTC technology is to be embedded in many devices, such as car alarms, in-car management applications, road pricing equipment, ebooks and mobile health monitors, the usage of these devices will result in tracking of an individual’s location by the network. Usage of these devices will therefore go hand-in-hand with a decrease of privacy. Since the individual has no control over some of these MTC devices or may even not be aware of the existence of these MTC devices, this is unacceptable.

To illustrate the privacy concern we will present three use cases.  

· Pay-as-you-drive road taxation
In the Netherlands, the government is discussing the introduction of pay-as-you-drive road taxation. By changing the tariffs depending on time of day and roads used, they are trying to influence people to travel at less congested roads and outside the rush hour. This should ease road congestion. Every car in the Netherlands will be equipped with a pay-as-you drive module that records on what type of road the car has travelled and at what time (the information determines the price). For privacy reasons these modules would only attach to the mobile network when they need to send upload that information to a central server.

Note that when a MTC Device becomes mandatory from a regulatory perspective (e.g. smart metering and pay-as-you-drive road taxation) it is very important to consider unwanted (and potentially unnecessary) breach of privacy. 
· Car telematics (e.g. in-car remote management, eCall)
Cars can be equipped with a module that can contact the automotive manufacturer for e.g. just-in-time repairs, wireless diagnostics, software updates, or even to inform the authorities in case of an emergency. These cars are expected to contact the manufacturer several times a week: software updates of e.g. routing software may occur daily or weekly, whereas contacts for just-in-time repairs are most likely to occur at a frequency of once a year. Emergency calls might actually never occur during the lifetime of the car. Keeping these devices attached to the network at any time is unnecessary, highly inefficient in terms of network load and could lead to a breach of privacy. For these reasons, these modules should only attach to the network when they need to send data. 
· Remote health monitoring 
Remote health monitoring will allow patients to be fully mobile while undergoing health monitoring and alarming. Utilizing 3G networks for the connection implies that location information is tracked by the network. In general, patients will be more understanding to the related privacy implications. Moreover, in case of emergency the location information has to become available. But when a patient has to wear the remote health monitoring equipment for long periods (or even for the rest of his/her life), the continuous tracking of the location may become less acceptable
, 
. In particularly when such a devices only needs to send or receive data sporadically. 
Continuously tracking of an MTC Device is not always necessary and in many cases undesirable (or unacceptable) from a privacy perspective. In particularly, when the tracking of the location is unnecessary for the particular MTC application (e.g. MTC Device always initiates the communication). 

A possible solution to these problems is to keep these MTC Devices detached from the network, when there is no communication. Note that it is most likely the MTC Application Owner that will decided that the MTC Device will not be kept attached to the network when the device is not sending data. A detach procedure is thus most likely initiated by the MTC Device.
3
Conclusion and Proposal

Based on the above assessment, we conclude that there is a need to consider the privacy implications due to tracking of location data of MTC Devices that can be linked to an individual, but can not be turned off by that particular individual. 
We propose to introduce a new key issue to TR 33.868 on this privacy concern and add a possible solution for this new key issue.

**********************START OF CHANGE***************************

5
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

5.x
Key Issue xx – Privacy Concern

5.x.1
Issue Details

Some types of MTC Devices can be linked to a person. Contrary to UE, these MTC devices are often not under the control of the particular person (i.e. can not turn it off). As such, the person has no control over their privacy with respect to location information tracked by the network when the MTC Device is attached. 

5.x.2
Threats

Privacy breach due to (unnecessary) collection of location information of an MTC Device that can be linked to an individual.

5.x.3
Security Requirements

· It should be possible to prevent tracking of location information for some types of MTC Device.
**********************END OF CHANGES***************************

**********************START OF NEXT CHANGE***************************

7
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil the security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 

7.x 
Solution 7 - Privacy Concern

7.x.1
General Description
MTC Devices may be detached from the network when not communicating to prevent unnecessary collection of location information by the network. The detach procedure is most likely initiated by the MTC Device, but could also be initiated by the network based on a particular MTC application profile.
7.x.2
Evaluation



Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
**********************END OF NEXT CHANGES***************************
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