3GPP TSG SA3 Meeting #64 
(S3-110678
Mainz, 11-15 July 2011
Title:
Draft reply LS on UMTS ETWS: Warning message display correction with regards to digital signature security.
Response to:
C1-112199/S3-110625.
Release:
Release 8
Source:
3GPP SA3
To:
3GPP CT1
Cc:
3GPP SA1, 3GPP SA2
Contact Person:


Name:
Matthew Campagna
Tel. Number:
+1 203.894.9777
E-mail Address:
mcampagna@rim.com
Attachments:
(None).
1. Overall Description:

SA3 has considered the questions raised by CT1 in the referenced LS and would like to provide the following answers (the initial questions from CT1 have been re-enclosed below for reference):
Question A from CT1 for reference: CT1 has discussed the scenario of "digital signature" and “timestamp" provided to the UE in CBS messages in TS 23.041 for ETWS UMTS when the UE is not provisioned with the digital signature algorithm. This is due to the fact that in ETWS UMTS up to and including the Rel-10, it is not specified which digital signature algorithms to use or how the needed signature generation and verification keys should be provisioned and managed.

The related UE requirements are ambiguous in TS 23.041, with regard to whether the emergency message that was received unprotected as above ("digital signature" and "timestamp" present but digital signature not provisioned to the UE) shall be displayed to the user or not (see alternative 2 and alternative 1, respectively, in C1-111955).

CT1 assumes that in the scenario above, displaying the warning message (alternative 2) is preferred. CT1 would like to ask SA3 and SA1 to confirm this assumption, as this may represent a trade-off between safety and security.
Answer from SA3 to question A:

SA3 can confirm that in the scenario from question A above, displaying the warning message is preferred.
Question B from CT1 for reference: In addition, CT1 thinks that the current phrasing in TS 23.041 related to the indication provided from the UE to the user, on whether or not the message has been authenticated (with digital signature), may be seen as restrictive. Therefore CT1 would like to ask SA1 and SA3 whether there is a UE requirement (optional or mandatory) to display/indicate the authentication status of the warning message.
Answer from SA3 to question B:
SA3 is not aware of any requirement with regards to the display/indication of the status of the digital signature authentication of the warning message.
Question C from CT1 for reference: In addition, CT1 has discussed the scenario of "digital signature" and "timestamp" present with digital signature security failure, and would like to ask SA1 and SA3 to confirm that in this scenario as well the warning message shall be displayed to the user (note that the current text in TS 23.041 indicates that it shall not be displayed).
Answer from SA3 to question C:

SA3 can confirm that in the scenario from question C above, displaying the warning message is preferred.
Question D from CT1 for reference: CT1 would like to ask SA1 and SA3 if they foresee any scenario where the warning message shall not be displayed.
Answer from SA3 to question D:

SA3 could not identify any scenario related to the digital signature security where the warning message shall not be displayed.

2. Actions:

To CT1 group:
To take into account the answer to questions A, B, C and D above.

3. Date of next TSG SA3 Meetings:

TSG SA3 Meeting #65 
07th – 11th November 2011
San Diego
TSG SA3 Meeting #66
06th – 10th February 2012
Tbd.
