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	1st Modified Section


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[3]
3GPP TS 23.003: "Numbering, addressing and identification".

[4]
3GPP TS 33.102: "3G security; Security architecture".

[5]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[6]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[7]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".

[9]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[10] – [11]
Void.

[12]

3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence Protocol (PDCP) specification"

[13]
3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[14]
3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications"
[15]
NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "

[16]
NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of Operation".

[17]
NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication".
[18] – [20]
Void.

[21]
3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".

[22]
3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".

[23]
3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Service aspects; Service principles".

[24]
3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Radio Resource Control (RRC); Protocol Specification ".

[25]
3GPP TS 44.060: "3rd Generation Partnership Project; Technical Specification Group GSM/EDGE Radio Access Network; General Packet Radio Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC) protocol.

[26]
3GPP TS 23.122: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".
[27]
3GPP TS 33.320: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Security of Home Node B (HNB) / Home evolved Node B (HeNB)".

[28]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[29]
ETSI 102 484: "Smart Cards; Secure channel between a UICC and an end-point terminal".

[30]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[31]
3GPP TS 31.116 "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[32]
ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics".
[xx]
3GPP TS xx.xxx: "Confidentiality and Integrity Algorithms EEA3 & EIA3 Document 1: EEA3    and EIA3 specifications"
	End of 1st modifications


	2rd Modified Section


5.1.3.2
Algorithm Identifier Values

All algorithms specified in this subclause are algorithms with a 128-bit input key except Null ciphering algorithm.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

"00002"      EEA0      Null ciphering algorithm
"00012"      128-EEA1      SNOW 3G based algorithm

"00102"      128-EEA2      AES based algorithm
"00112"      128-EEA3      ZUC based algorithm
The remaining values have been reserved for future use.

UEs  shall implement EEA0, 128-EEA1 , 128-EEA2 and  128-EEA3 for both RRC signalling ciphering and UP ciphering. eNBs shall implement EEA0, 128-EEA1 and 128-EEA2, and may implement 128-EEA3 optionally for both RRC signalling ciphering and UP ciphering.
UEs  shall implement EEA0, 128-EEA1 , 128-EEA2  and  128-EEA3 for NAS signalling ciphering. MMEs shall implement EEA0, 128-EEA1 and 128-EEA2, and may implement 128-EEA3 optionally for NAS signalling ciphering.
	End of 2rd modifications


	3th Modified Section


5.1.4.2
Algorithm Identifier Values
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00002"      EIA0      Null Integrity Protection algorithm
"00012"      128-EIA1      SNOW 3G

"00102"      128-EIA2 
 AES
"00112"      128-EIA3 
 ZUC
The remaining values have been reserved for future use.

UEs shall implement 128-EIA1 , 128-EIA2 and  128-EIA3 for RRC signalling integrity protection. eNBs shall implement EEA0, 128-EEA1 and 128-EEA2, and may implement 128-EEA3 for RRC signalling integrity protection.
UEs  shall implement 128-EIA1 , 128-EIA2 and  128-EIA3  for NAS signalling integrity protection. MMEs shall implement EIA0, 128-EIA1 and 128-EIA2, and may implement 128-EIA3 for NAS signalling integrity protection.
UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this specification, EIA0 is only allowed for unauthenticated emergency calls.

Implementation of EIA0 in MMEs and eNBs is optional, EIA0, if implemented, shall be disabled in MMEs and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory requirement.
	End of 3th modifications


	5th Modified Section


B.1.4
128-EEA3

128-EEA3 is based on ZUC and is specified in [xx].
	End of 5th modifications


	6th Modified Section


B.2.4
128-EIA3

128-EIA3 is based on ZUC and is specified in [xx].
	End of 6th modifications


	7th Modified Section


C.3
128-EEA3

This section includes five test data sets; all are presented in hex, while the first is also presented in binary. 

Bit ordering should be largely self explanatory, but in particular:

-The 5-bit BEARER is written in hex in a “right aligned” form, i.e. as a two-hex-digit value in the range 00 to 1F inclusive, with BEARER [0] as the msb of the first digit.

- Similarly the single DIRECTION bit is written in hex in “right aligned” form, i.e. the DIRECTION bit is the lsb of the hex digit.

- Where the length of plaintext and ciphertext is not a multiple of 32 bits, they are written in hex in a “left aligned” form, i.e. the least significant few bits of the last word will be zero.
C.3.1 Test Set 1

Key       = (hex) 17 3d 14 ba 50 03 73 1d 7a 60 04 94 70 f0 0a 29
Key

  = (bin) 00010111 00111101 00010100 10111010 01010000 00000011 01110011 00011101







01111010 01100000 00000100 10010100 01110000 11110000 00001010 00101001
Count     = (hex) 66035492
Count     = (bin) 01100110 00000011 01010100 10010010
Bearer    = (hex) f
Bearer    = (bin) 1111
Direction = (hex) 0
Direction = (bin) 0
Length    = 193 bits

Plaintext: 

(hex) 6cf65340 735552ab 0c9752fa 6f9025fe 0bd675d9 005875b2 00000000

(bin) 01101100 11110110 01010011 01000000 01110011 01010101 01010010 10101011


00001100 10010111 01010010 11111010 01101111 10010000 00100101 11111110


00001011 11010110 01110101 11011001 00000000 01011000 01110101 10110010


0
Ciphertext: 
(hex) a6c85fc6 6afb8533 aafc2518 dfe78494 0ee1e4b0 30238cc8 00000000
(bin)10100110 11001000 01011111 11000110 01101010 11111011 10000101 00110011

     10101010 11111100 00100101 00011000 11011111 11100111 10000100 10010100

     00001110 11100001 11100100 10110000 00110000 00100011 10001100 11001000

C.3.2 Test Set 2
Key       = e5 bd 3e a0 eb 55 ad e8 66 c6 ac 58 bd 54 30 2a

Count     = 56823

Bearer    = 18

Direction = 1

Length    = 800 bits

Plaintext: 

14a8ef69 3d678507 bbe7270a 7f67ff50 06c3525b 9807e467 c4e56000 ba338f5d 42955903 67518222 46c80d3b 38f07f4b e2d8ff58 05f51322 29bde93b bbdcaf38 2bf1ee97 2fbf9977 bada8945 847a2a6c 9ad34a66 7554e04d 1f7fa2c3 3241bd8f 01ba220d
Ciphertext:
131d43e0 dea1be5c 5a1bfd97 1d852cbf 712d7b4f 57961fea 3208afa8 bca433f4 56ad09c7 417e58bc 69cf8866 d1353f74 865e8078 1d202dfb 3ecff7fc bc3b190f e82a204e d0e350fc 0f6f2613 b2f2bca6 df5a473a 57a4a00d 985ebad8 80d6f238 64a07b01
C.3.3 Test Set 3

Key       = d4 55 2a 8f d6 e6 1c c8 1a 20 09 14 1a 29 c1 0b

Count     = 76452ec1

Bearer    = 2

Direction = 1

Length    = 1570 bits

Plaintext: 

38f07f4b e2d8ff58 05f51322 29bde93b bbdcaf38 2bf1ee97 2fbf9977 bada8945 847a2a6c 9ad34a66 7554e04d 1f7fa2c3 3241bd8f 01ba220d 3ca4ec41 e074595f 54ae2b45 4fd97143 20436019 65cca85c 2417ed6c bec3bada 84fc8a57 9aea7837 b0271177 242a64dc 0a9de71a 8edee86c a3d47d03 3d6bf539 804eca86 c584a905 2de46ad3 fced6554 3bd90207 372b27af b79234f5 ff43ea87 0820e2c2 b78a8aae 61cce52a 0515e348 d196664a 3456b182 a07c406e 4a207912 71cfeda1 65d535ec 5ea2d4df 40000000
Ciphertext: 
8383b022 9fcc0b9d 2295ec41 c977e9c2 bb72e220 378141f9 c8318f3a 270dfbcd ee6411c2 b3044f17 6dc6e00f 8960f97a facd131a d6a3b49b 16b7babc f2a509eb b16a75dc ab14ff27 5dbeeea1 a2b155f9 d52c2645 2d0187c3 10a4ee55 beaa78ab 4024615b a9f5d5ad c7728f73 560671f0 13e5e550 085d3291 df7d5fec edded559 641b6c2f 585233bc 71e9602b d2305855 bbd25ffa 7f17ecbc 042daae3 8c1f57ad 8e8ebd37 346f71be fdbb7432 e0e0bb2c fc09bcd9 6570cb0c 0c39df5e 29294e82 703a637f 80000000

C.3.4 Test Set 4

Key       = db 84 b4 fb cc da 56 3b 66 22 7b fe 45 6f 0f 77

Count     = e4850fe1

Bearer    = 10

Direction = 1

Length    = 2798 bits

Plaintext: 
e539f3b8 973240da 03f2b8aa 05ee0a00 dbafc0e1 82055dfe 3d7383d9 2cef40e9 2928605d 52d05f4f 9018a1f1 89ae3997 ce19155f b1221db8 bb0951a8 53ad852c e16cff07 382c93a1 57de00dd b125c753 9fd85045 e4ee07e0 c43f9e9d 6f414fc4 d1c62917 813f74c0 0fc83f3e 2ed7c45b a5835264 b43e0b20 afda6b30 53bfb642 3b7fce25 479ff5f1 39dd9b5b 995558e2 a56be18d d581cd01 7c735e6f 0d0d97c4 ddc1d1da 70c6db4a 12cc9277 8e2fbbd6 f3ba52af 91c9c6b6 4e8da4f7 a2c266d0 2d001753 df089603 93c5d568 88bf49eb 5c16d9a8 0427a416 bcb597df 5bfe6f13 890a07ee 1340e647 6b0d9aa8 f822ab0f d1ab0d20 4f40b7ce 6f2e136e b67485e5 07804d50 4588ad37 ffd81656 8b2dc403 11dfb654 cdead47e 2385c343 6203dd83 6f9c64d9 7462ad5d fa63b5cf e08acb95 32866f5c a787566f ca93e6b1 693ee15c f6f7a2d6 89d97417 98dc1c23 8e1be650 733b18fb 34ff880e 16bbd21b 47ac0000

Ciphertext: 

4bbfa91b a25d47db 9a9f190d 962a19ab 323926b3 51fbd39e 351e05da 8b8925e3 0b1cce0d 12211010 95815cc7 cb631950 9ec0d679 40491987 e13f0aff ac332aa6 aa64626d 3e9a1917 519e0b97 b655c6a1 65e44ca9 feac0790 d2a321ad 3d86b79c 5138739f a38d887e c7def449 ce8abdd3 e7f8dc4c a9e7b733 14ad310f 9025e619 46b3a56d c649ec0d a0d63943 dff592cf 962a7efb 2c8524e3 5a2a6e78 79d62604 ef268695 fa400302 7e22e608 30775220 64bd4a5b 906b5f53 1274f235 ed506cff 0154c754 928a0ce5 476f2cb1 020a1222 d32c1455 ecaef1e3 68fb344d 1735bfbe deb71d0a 33a2a54b 1da5a294 e679144d df11eb1a 3de8cf0c c0619179 74f35c1d 9ca0ac81 807f8fcc e6199a6c 7712da86 5021b04c e0439516 f1a526cc da9fd9ab bd53c3a6 84f9ae1e 7ee6b11d a138ea82 6c5516b5 aadf1abb e36fa7ff f92e3a11 76064e8d 95f2e488 2b5500b9 3228b219 4a475c1a 27f63f9f fd264989 a1bc0000
C.3.5 Test Set 5

Key       = e1 3f ed 21 b4 6e 4e 7e c3 12 53 b2 bb 17 b3 e0

Count     = 2738cdaa

Bearer    = 1a

Direction = 0

Length    = 4019 bits

Plaintext: 

8d74e20d 54894e06 d3cb13cb 3933065e 8674be62 adb1c72b 3a646965 ab63cb7b 7854dfdc 27e84929 f49c64b8 72a490b1 3f957b64 827e71f4 1fbd4269 a42c97f8 24537027 f86e9f4a d82d1df4 51690fdd 98b6d03f 3a0ebe3a 312d6b84 0ba5a182 0b2a2c97 09c090d2 45ed267c f845ae41 fa975d33 33ac3009 fd40eba9 eb5b8857 14b768b6 97138baf 21380eca 49f644d4 8689e421 5760b906 739f0d2b 3f091133 ca15d981 cbe401ba f72d05ac e05cccb2 d297f4ef 6a5f58d9 1246cfa7 7215b892 ab441d52 78452795 ccb7f5d7 9057a1c4 f77f80d4 6db2033c b79bedf8 e60551ce 10c667f6 2a97abaf abbcd677 2018df96 a282ea73 7ce2cb33 1211f60d 5354ce78 f9918d9c 206ca042 c9b62387 dd709604 a50af16d 8d35a890 6be484cf 2e74a928 99403643 53249b27 b4c9ae29 eddfc7da 6418791a 4e7baa06 60fa6451 1f2d685c c3a5ff70 e0d2b742 92e3b8a0 cd6b04b1 c790b8ea d2703708 540dea2f c09c3da7 70f65449 e84d817a 4f551055 e19ab850 18a0028b 71a144d9 6791e9a3 57793350 4eee0060 340c69d2 74e1bf9d 805dcbcc 1a6faa97 6800b6ff 2b671dc4 63652fa8 a33ee509 74c1c21b e01eabb2 16743026 9d72ee51 1c9dde30 797c9a25 d86ce74f 5b961be5 fdfb6807 814039e7 137636bd 1d7fa9e0 9efd2007 505906a5 ac45dfde ed7757bb ee745749 c2963335 0bee0ea6 f409df45 80160000

Ciphertext: 

94eaa4aa 30a57137 ddf09b97 b25618a2 0a13e2f1 0fa5bf81 61a879cc 2ae797a6 b4cf2d9d f31debb9 905ccfec 97de605d 21c61ab8 531b7f3c 9da5f039 31f8a064 2de48211 f5f52ffe a10f392a 04766998 5da454a2 8f080961 a6c2b62d aa17f33c d60a4971 f48d2d90 9394a55f 48117ace 43d708e6 b77d3dc4 6d8bc017 d4d1abb7 7b7428c0 42b06f2f 99d8d07c 9879d996 00127a31 985f1099 bbd7d6c1 519ede8f 5eeb4a61 0b349ac0 1ea23506 91756bd1 05c974a5 3eddb35d 1d4100b0 12e522ab 41f4c5f2 fde76b59 cb8b96d8 85cfe408 0d1328a0 d636cc0e dc05800b 76acca8f ef672084 d1f52a8b bd8e0993 320992c7 ffbae17c 408441e0 ee883fc8 a8b05e22 f5ff7f8d 1b48c74c 468c467a 028f09fd 7ce91109 a570a2d5 c4d5f4fa 18c5dd3e 4562afe2 4ef77190 1f59af64 5898acef 088abae0 7e92d52e b2de5504 5bb1b7c4 164ef2d7 a6cac15e eb926d7e a2f08b66 e1f759f3 aee44614 725aa3c7 482b3084 4c143ff8 5b53f1e5 83c50125 7dddd096 b81268da a303f172 34c23335 41f0bb8e 190648c5 807c866d 71932286 09adb948 686f7de2 94a802cc 38f7fe52 08f5ea31 96d0167b 9bdd02f0 d2a5221c a508f893 af5c4b4b b9f4f520 fd84289b 3dbe7e61 497a7e2a 584037ea 637b6981 127174af 57b471df 4b2768fd 79c1540f b3edf2ea 22cb69be c0cf8d93 3d9c6fdd 645e8505 91cca3d6 2c0cc000
C.4
128-EIA3

This section includes five test data sets; all are presented in hex, while the first is also presented in binary.  
Bit ordering should be largely self explanatory, but in particular:

- The 5-bit BEARER is written in hex in a “right aligned” form, i.e. as a two-hex-digit value in the range 00 to 1F inclusive, with BEARER [0] as the msb of the first digit.

- Similarly the single DIRECTION bit is written in hex in “right aligned” form, i.e. the DIRECTION bit is the lsb of the hex digit.

- Where the length of the message, or of a message sub-block, is not a multiple of 32 bits, it is written in hex in a “left aligned” form, i.e. the least significant few bits of the last word will be zero.

C.4.1 Test Set 1

Key       = (hex) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Key       = (hex) 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000







00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
Count     = (hex) 0
Count

  = (bin) 0
Bearer     = (hex) 0
Bearer     = (bin) 0

Direction = (hex) 0
Direction = (bin) 0

Length    = 1 bits

Message: 

(hex) 00000000

(bin) 0
MAC: (hex) c8a9595e


  (bin) 11001000 10101001 01011001 01011110
C.4.2 Test Set 2

Key       = 47 05 41 25 56 1e b2 dd a9 40 59 da 05 09 78 50

Count     = 561eb2dd

Bearer     = 14

Direction = 0

Length    =  90 bits

Message: 

00000000 00000000 00000000
MAC: 6719a088
C.4.3 Test Set 3

Key       = c9 e6 ce c4 60 7c 72 db 00 0a ef a8 83 85 ab 0a

Count     = a94059da

Bearer    = a

Direction = 1

Length    =  577 bits

Message: 

983b41d4 7d780c9e 1ad11d7e b70391b1 de0b35da 2dc62f83 e7b78d63 06ca0ea0 7e941b7b e91348f9 fcb170e2 217fecd9 7f9f68ad b16e5d7d 21e569d2 80ed775c ebde3f40 93c53881 00000000

MAC: fae8ff0b
C.4.4 Test Set 4

Key       = c8 a4 82 62 d0 c2 e2 ba c4 b9 6e f7 7e 80 ca 59

Count     = 05097850

Bearer     = 10

Direction = 1

Length    =  2079 bits

Message: 

b546430b f87b4f1e e834704c d6951c36 e26f108c f731788f 48dc34f1 678c0522 1c8fa7ff 2f39f477 e7e49ef6 0a4ec2c3 de24312a 96aa26e1 cfba5756 3838b297 f47e8510 c779fd66 54b14338 6fa639d3 1edbd6c0 6e47d159 d94362f2 6aeeedee 0e4f49d9 bf841299 5415bfad 56ee82d1 ca7463ab f085b082 b09904d6 d990d43c f2e062f4 0839d932 48b1eb92 cdfed530 0bc14828 0430b6d0 caa094b6 ec8911ab 7dc36824 b824dc0a f6682b09 35fde7b4 92a14dc2 f4364803 8da2cf79 170d2d50 133fd494 16cb6e33 bea90b8b f4559b03 732a01ea 290e6d07 4f79bb83 c10e5800 15cc1a85 b36b5501 046e9c4b dcae5135 690b8666 bd54b7a7 03ea7b6f 220a5469 a568027e

MAC: 004ac4d6
C.4.5 Test Set 5

Key       = 6b 8b 08 ee 79 e0 b5 98 2d 6d 12 8e a9 f2 20 cb

Count     = 561eb2dd

Bearer     = 1c

Direction = 0

Length    = 5670 bits

Message: 
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