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1. Introduction
The WID of EEA3/EIA3 was agreed in SA#44 meeting. SA3 discussed some related issues in SA3#60 meeting .This contribution is a discussion paper to consider EEA3/EIA3 mandatory or optional issue in LTE security. 
2. Analysis
As for LTE terminals and network equipments of R11 and later versions, there are three options open of the ZUC algorithms.
(1) EEA3/EIA3 is mandatory both for terminals and network equipments;
(2) EEA3/EIA3 is mandatory for terminals but optional for network equipments;
(3) EEA3/EIA3 is optional for terminals but mandatory for network equipments;
(4) EEA3/EIA3 is optional both for terminals and network equipments.

Option 1:

EEA3/EIA3 is mandatory both for terminals and network equipments. 

EEA3/EIA3 will be used for confidentiality and integrity protection for foreign users through negotiation between terminals and network equipments when they roam into China. 

When Chinese users roam abroad, which algorithm to be used is subjected to the local operator’s policies.
With more and more new threats and risks raised in the wireless network, EEA3/EIA3 will be a good alternative to help operators to improve their networks and help users to protect their communications.

Option 2:
EEA3/EIA3 is mandatory for terminals but optional for network equipments.

EEA3/EIA3 will also be used for confidentiality and integrity protection for foreign users through negotiation between terminals and network equipments when they roam into China.
When Chinese users roam abroad, which algorithm to be used is subject to the local operator’s policies.
The capability of terminals should be flexible to all the networks, whenever the network supports all three algorithms of LTE or not. So the terminals should be mandatory to support EEA3/EIA3 in case legacy networks update to support all three algorithms of LTE in release 11 or later release.  
Option 3:
EEA3/EIA3 is optional for terminals but mandatory for network equipments.

EEA3/EIA3 will not be used neither for integrity protection nor for confidentiality when they roam into China. Moreover, no confidentiality will be provided for their communications.
When Chinese users roam abroad, which algorithm to be used is subjected to the local operator’s policies.
Option 4:
EEA3/EIA3 is optional both for terminals and network equipments.

EEA3/EIA3 will not be used neither for integrity protection nor for confidentiality when they roam into China. Moreover, no confidentiality will be provided for their communications.

When Chinese users roam abroad, which algorithm to be used is subject to the local operator’s policies.
3. Comparison

For option 1, it may be difficult to implement EEA3/EIA3 to the network in the early release as soon as the algorithm is agreed in the standard. For option 3 and option 4, the roaming users will lose their protection of communication when they roam to China. It ‘s a case that the users don’t want to face. For option 2, it provides flexibility and also protection to both operators and users. So option 2 is proposed.
4. Conclusion and proposal
From above analysis, option 2 is the most flexible and suitable one. So option 2 is proposed and it is kindly proposed SA3 to discuss this issue and make a decision.
