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Abstract of document:

The presented Technical Report targets to describe the re-usage of non-UICC credentials, in particular SIP Digest credentials, to provide security for the access to applications. 

The process of providing security in a certain context (application) based on security already defined in some other context (e.g. 3GPP network access, IMS) is often called bootstrapping of security. Bootstrapping enables Single Sign-On (SSO) to applications using the security infrastructure already present for e.g. 3GPP network access or IMS. 

The Generic Bootstrapping Architecture (GBA), as defined in 3GPP TS 33.220, provides a bootstrapping mechanism, but it is limited to UICC-based credentials. This means that other types of credentials, e.g. credentials used for access to the Common IMS, cannot benefit from GBA to provide security for the access to applications based on the security for network access or IMS. 3GPP TS 33.203 defines, in particular, SIP Digest as an authentication mechanism for access to the Common IMS core over a non-3GPP access network, such as e.g. TISPAN NASS, or BBF, or cable access, or 3GPP2 access, or WiMAX access. The credentials used with SIP Digest are shared secrets, or passwords, stored in the HSS and in the terminal, or held by the user. By means of bootstrapping, GBA enables single sign-on to applications using the security infrastructure already present for 3GPP network access or IMS. As an example, GBA may be used for providing the security for the Ut interface used for self-administration of IMS subscribers, cf. TS 33.141.

This Technical Report takes into consideration the benefits of SSO to applications and the provision of cryptographic keys to terminals and application servers, bootstrapped from IMS credentials that are available in those scenarios where non-UICC based authentication mechanisms, in particular SIP Digest, are used. SIP Digest is arguably the most commonly used authentication mechanism in current IMS deployments. As an example, an automated way for providing the security for the Ut interface, used for self-administration of IMS subscribers, would be for the benefit of subscribers using SIP Digest credentials.
Outstanding Issues:

General:

- Study of potential use of GBA extensions specified in TSs 33.221 and 33.222

- Study on need for further reference points 
- Study on integration of Ut reference point

Solution 1:

- Study if to use Cx or Zh interface (both are currently outlined)

- Study if authorization header needs to be mandatory

- Study further channel binding for authentication response res

- Label for exporter function is needed

Solution 2:
- Overlap between solutions is for further study

- Identifier and transport is for further study

- Clarification what is in and out of scope of 3GPP need to be added

- Evaluation is missing
Section: The Use of Protocol Binding for SIP Digest Over TLS to Prevent MitM Attacks
- The channel binding is ffs and requires new RFC

- Need to specify key derivation

- Method for protocol separation needed

- Consistency check between step 1/ step 8

Contentious Issues:

None
