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Abstract of the contribution:
This contribution gives a summary of the actions on SA3 in incoming LSs LS S3-110320 (S5-110482), S3-110346 (S5-111525), and LS S3-110344 (SP-110230). It reconfirms the guidance given in S3-110185. 
1. Introduction

SA5 sent 4 LSs to SA3 for this coming meeting: LS S3-110318 (S5-110529), S3-110464 (S5-111522), S3-110320 (S5-110482), and S3-110346 (S5-111525). The latter two contain questions to SA3, which are answered below. 
Furthermore, an inconsistency with SA3 guidance was spotted in a SA5 CR at SAplenary, which led SA plenary to ask SA3 to reconfirm their guidance to SA5 in LS S3-110433 (SP-110230).
We believe that this was not only about simple reconfirmation, but also requesting a more differentiated view and validation on the issue. Therefore, we believe further that we should look at the details of the process, measurement and data collection to apply the principle of data minimization, purpose-binding and to anomyze the user properly where possible.
In the following, the actions to SA3 are discussed and text for a reply LS to SA5 and SA is proposed.
2. Analysis
2.1 Area Based vs UE based MDT

In LS S3-110320 (S5-110482) SA5 explains the difference between area based MDT and UE based MDT. 

“RAN2 Question 1: 
Is the non-presence of UE/user identity with the measurements sufficient to 
address privacy and security issues highlighted by SA3?

SA5 Clarification:

The current solution specified by SA5 allows that both UE/user identity and MDT measurements are available in the Trace Collection Entity (TCE). 
But they are provided to TCE separately by different network entities. The UE/user identity is provided from core network and the MDT measurements are provided from eNodeB or RNC. 
The eNodeB or RNC does not have the UE/user identity. 
The TCE is located in the operator management system and is inside the operators’ secured zone.

There are two categories of MDT discussed in SA5.  a) area based MDT and b) UE based MDT.

a)
For area based MDT (see Figure 1), after UE sends the MDT measurements, eNodeB contacts the MME, which sends the subscriber identities (IMSI, IMEI(SV)) to the TCE. 
TCE will pair the measurements with subscriber identities based on Trace Reference (TR) and Trace recording session reference (TRSR) embedded in each report sent to the TCE by the network entities. 
Figure 1 is for LTE, but UMTS has a similar mechanism.

[…]

b)
For UE based MDT, the Operator selects specific IMSI/IMEI(SV) to initiate MDT measurements collection. 
The IMSI/IMSI(SV) will not be propagated from MME to eNodeB. 
The eNodeB will send the MDT measurements to the TCE according to the MDT configuration with the corresponding TR and TRSR. 
Based on TR, TRSR and MDT measurements collection information, TCE is able to pair the subscriber identity with corresponding MDT measurements. 
In this case, the Operator has a clear objective to choose specific IMSI/IMEI(SV) for the MDT measurements collection. And the Operator may need to know the link between the MDT measurements and the corresponding user identity.

“

SA5 ask the following questions: 

 “SA5 Question#1 to SA3 on Figure 1:

Does the area based MDT mechanism mentioned above present any potential security problem ? “

“SA5 Question#2 to SA3 on bullet b) above:

Does the UE based MDT mechanism mentioned above present any potential security problem ?“

Both, sound security engineering and data protection legislation, requires protection of private data by keeping it inside the operators’ secure zone. Data protection legislation and respect for the customer also mandate that private data is only collected with user consent. 

Proposal 1:

It is proposed to respond to SA5:

Responding to SA5 questions 1 and 2 from LS S5-110482:
From the data confidentiality point of view, there are no security problems with the proposed MDT mechanisms, for as long as the TCE is controlled by the operator and all connections between EM, MME, eNB, and TCE are protected by NDS.
We support this proposal.
2.2 Anonymity of MDT traces 

In LS S3-110346 (S5-111525) SA5 proposes that it suffices to anonymize MDT data by not sending permanent identities from MME to TCE. However, location data in itself is sufficient to seriously reduce anonymity: A recent paper at financial cryptography conference shows the erosion of privacy in cases in which only location information is given, based on measurement results [1]. Therefore, the complete MDT trace has to be treated as personal information and its collection therefore requires consent. 
The article focuses on a different architecture. There an operator external service (LBS based service) that obtains frequent traces of a user. Those are used to build what they called quasi-identity, i.e. generate an identifier, that is with some probability an identity. Still it should be noted, that even if they have such an identifier, that does not imply that they can bind it to a particular individual. Those quasi-identities are then used to track a potential user with some probability. This kind of approach becomes very difficult if the data set becomes very large. 
The conference paper focuses on 3rd party LBS, while the MDT is collected by the cellular operator and not by 3rd parties. This is a not only a technical difference. It should be noted that the typical use for MDT is to activate it in one specific area, and not generally in the whole network. So tracing of across various MDT management areas from a collected set of data is considered not feasible.

Besides, the MDT data has a purpose, and that is to improve the cellular operational service quality of the network for all users. The purpose is NOT to give it out to an operator external service, for restaurant service etc (i.e. what the paper is targeting).
This is currently not reflectged anywhere.

The LS RAN2 shows a mechanism which would ensure that MDT traces are only collected with user consent:”
· For signaling based MDT, the OAM and/ or core network nodes will take into account user consent status when performing UE selection for MDT before contacting RAN node.

· For management based MDT, since the eNB/RNC is the node who performs UE selection, the information of user consent status needs to be known by and informed to the eNB/RNC. 

a. User consent revocation shall be performed in upper layer, e.g., using web portal. In this mechanism interworking between upper layer and AS layer is not needed.

b. In addition to that, RAN2 will also specify that logged MDT configuration and measurement log “shall” be released/ deleted whenever UE is switched off or detached.
“ 

It is SA3’s understanding that the mechanism defined by RAN2 would be in line with SA3s requirements.

In S3-110185, anonymity of MDT traces was introduced to help reduce the load from regulatory disclosure obligations.
We take concerns serious, therefore we propose in our contribution S3-110350 to follow principles for management MDT:
· Data minimization to avoid collocating information and by that obtaining an identity
· Purpose binding i.e. no handing out of MDT management data to third parties 
· Deletion after usage and processing
· Supporting privacy by design, usage of k-anonymity principle i.e. only collecting data, when there is a large enough data set, where “large” is left to regulatory guidance.
Proposal 2:

Therefore, it is proposed to respond to SA5:

The solution proposed in LS S5-111525 and its attachment is not sufficient.

From a privacy and data protection point of view, SA3 wants to reconfirm its statement from the previous LS S3-110185, that even if UE or user identity is not present in the collected data, MDT trace information has to be considered as private information and therefore can only be collected with prior user consent. 
It is SA3’s understanding that the mechanism indicated by RAN2 in their LS R2-111714 would be in line with SA3s requirements.
- Signalling MDT, only with prior user consent, since this is indivicually targeted and personal idenfiable information (i.e. proposal 2 can be supported for signalling MDT). Signalling MDT is targeted to improve the quality for an individual user, e.g. triggered based on user complaint, where then consent is likely to be given.
- Management MDT
We believe that asking a blanket permission from the user for management MDT might result in lower level of user privacy than intended. Often the “privacy agreements” in contracts allow a “very generous” handling of personal data. Also, often privacy statement are integral part of the contract “take or leave” i.e. if the user does not agree, then he may not be able to obtain a particular service, which in our case may for example happen, if an operator does not want to change his interfaces and make the investment to store those permission data in the HSS and transfer it through the network (note that deploying MDT with user consent would mean that all nodes have to be upgraded at the same time to be able to transfer and enforce the information properly).
The user privacy can be better protected better by minimizing data and mandating proper handling of the remaining measurements.
We propose a more fine grained view to protect the user and on the other hand keep the usefulness of management MDT:
- Management MDT, we propose the following measurements:
(1) Mandating not to use a measurement identity
(2) No IMSI/IMEI or other user identifier transfer to MME.
(3) Usaga of k-anonymity principle by collecting only data when a sufficient amount of data is available.
(4) Mandate to combine the measured data into a cell data set to prevent individual extraction.
(5) Mandate deletion of data after usage and processing.

(6) Maintain strict purpose binding for network improvements i.e. no transfer to third parties outside of the operator network.
The system then by design would protect the user privacy and not rely on the wording in a contract which may be also subject to change. When all these measures are applied the user identity is removed, potential links are available, and identiable information is hidden in a crowd and the data becomes “unsensitive”. Using this the user privacy is better protected then by requesting the user to sign a blanket statement in a long contract, which he may not understand from technical perspective at all.Note that the data directives also mandate that the user needs to be able to understand the consequences of his privacy agreement.
2.3 Indication of user consent

In LS S3-110320 (S5-110482), SA5 is asking on the topic of indicating user consent: 

“SA5 Clarification:

Whether a UE can be selected to collect and report MDT data or not, is currently governed by the contract between Subscriber and Operator via the customer care process. After user's prior consent, the network can select consented UE to participate into the MDT measurement collection/reporting. 


SA5 Question#3 to SA3:
Is the prior user consent or user consent revocation via the customer care process sufficient to address the SA3 security concern ? “

In LS S3-110346 (S5-111525) SA5 already indicate that they understand the consent giving and revocation process to greater detail: “

SA5 understanding is that user consent information should be part of the subscription data of the subscriber, which should be provisioned to the HSS database. The method how Operator collects the user consent and how the user can revoke the consent is out of standards scope (i.e. can be via contracts/ web portal or in any means that does not require standardization).“
This is in line with SA3’s understanding, that while the exact mechanism of giving user consent or revoke consent is out of scope of SA3, the users must have the ability to change their consent settings any time.
Proposal 3:

It is proposed to reply to SA5:
Responding to SA5 questions 3 from LS S5-110482:

SA3 agrees to the approach taken by SA5 indicated in S5-111525 for management MDT, as it adheres to the guiding principle of while the the exact mechanism of how to give or revoke user consent is out of scope of 3GPP, the users must have the ability to change their consent settings any time.
We agree to that for signalling MDT. For management MDT we believe that proposal 2 is more efficient.
2.4 Considerations for roaming users 

User consent of collection of personal information is towards a specific data controller. That means, that the user agrees to a specific operator to collect MDT information. Therefore, it is necessary to ensure that the MDT traces are forwarded to a TCE under the control of an operator the user has given consent to. For non-roaming setups this does not pose any problems. 

Proposal:
It is proposed to include in the reply to SA5 and RAN3:

As an additional point to consider for SA5 and RAN3, there is support of roaming users:

Because user consent is operator specific, it is necessary to ensure that MDT traces are only sent to TCEs under control of the operators that the user has given consent to. 
The proposal to collect operator specific consent seems to be in conflict with the agreed RAN2 principles and prevention of network topology leaking mechanisms i.e. it should be avoided that one operator gets coverage information from another operator.
The part “it is necessary to ensure that MDT traces are only sent to TCEs under control of the operators that the user has given consent to” implies that if I’m subscriber to my home operator but roaming abroad and during my roaming MDT data is collected from my mobile, that the collected data can be transferred only to my home operator, therefore the one, who intiated the MDT will not even get the data but my home operator gets it, even if they don’t know what to do with it (TS 37.320).
For roaming users, we believe also that the potential data collection value does not justify the costs for inter-operator interfaces, testing and specification for transferring user consent information. Also, the sending operator needs to be sure that he is actually allowed to share this kind of personal consent information with another network operator and not accidentially making a mistake. 
Hence our proposal for roaming users is not to collect data from those at all. 
3. Proposal

It is proposed to send the LS given in S3-110457 
We propose to send an LS, but with the modifications stated above:

(1) Unchanged
(2) Signalling MDT unchanged, Measurement MDT should follow the guiding principles given to make the data “unsensitive” and protect it in a wider scope.
(3) Confirmation of statement for signalling MDT. For management MDT, the proposal of 2 should be followed.
(4) No data collection for roaming users 
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