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Introduction

At SA3#62 it was discussed what type(s) of user credentials for SSO methods should be considered in the SA3 ‘Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks’.  An LS to seek guidance from SA1 was discussed but eventually it was not sent. 

This contribution discusses the issue.
2
Discussion

At SA3#62 discussions three types of credentials were mentioned that could be considered in the SA3 ‘Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks’

· USIM/ISIM credentials stored on UICC

· SIP digest credentials used in UICC-less environments

· IMS credentials (so called IMC, not stored on UICC) used for IMS access with IMS AKA from 3GPP2 access in case non3GPP-only terminals are used.
It seems natural to us that the first two types of credentials should be considered in the study as there are already completed and ongoing SSO related TRs in SA3 for both types of credentials. 
Concerns were raised at SA3#62 especially if the last type of credentials (i.e. IMC) should be considered in the study. 
Some observations can be made on the use of IMC credentials for SSO.
· Using IMC credentials for SSO purposes (e.g. for GBA) could mean running IMS AKA without UICC outside the context of Common IMS for which its use has been specified. This would be allowed only for non3GPP-only terminals.  

· It is possible today for Non3GPP-only terminals to run IMS AKA for IMS access without UICC. It is also possible for Non3GPP-only terminals to run EAP-AKA(‘) for access authentication to EPC without UICC. Allowing IMC credentials for SSO purposes should not therefore degrade security level for Non3GPP-only terminals.

· Leaving IMC credentials out of SSO could mean also leaving out certain types of non3GPP-only terminals from SSO interworking. This would mean non3GPP-only terminals which do not have a UICC and that are otherwise capable of accessing 3GPP EPC and Common IMS but would not be capable of using 3GPP SSO interworking solutions.
3
Proposal

It is proposed to discuss in SA3 whether SIP digest and especially IMC credentials should be allowed for SSO purposes, e.g. for running GBA, and ask feedback from SA1.
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1. Overall Description:

SA3 is working on ‘Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks’ (acronym SSO_Int_sec).  SA3’s intention with this study is to study security issues for use cases and requirements that are currently being studied at SA1 TR 22.895.  
SA3 is also working with another Single Sign-On related study called ‘Study on Single Sign On (SSO) Application Security for IMS - based on SIP Digest (SA3 TR 33.914)’.  
During the SA3#63 in April 11-15 2011, it was discussed whether the SIP digest based SSO methods considered in ‘Study on Single Sign On (SSO) Application Security for IMS - based on SIP Digest (SA3 TR 33.914)’ should be considered in ‘Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks’. It should be mentioned that the SID for SSO_Int_sec mentions the SA3 ‘Study on Single Sign On (SSO) Application Security for IMS - based on SIP Digest’ (SA3 TR 33.914) as a related work item. 

During the discussions it was also raised if IMC credentials, as used today for accessing Common IMS from 3GPP2 access, should also be considered in the SA3 study.
Based on this discussion SA3 identified a need to seek clarification and guidance from SA1 regarding the type(s) of user credentials (listed below) for SSO methods can be considered in the SA3 ‘Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks’. 
1) operator-controlled USIM and ISIM credentials (stored in the UICC) 
2)  IMC credentials not stored on UICC. This would mean that e.g. GBA could be run with IMC credentials.
3) operator-controlled SIP-Digest credentials used in SIP-Digest
SA3 kindly asks SA1 to  give feedback on SA1 view. 
2. Actions:

To SA1 group.

ACTION: 
SA3 kindly asks SA1 to give feedback on the issue above.  
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