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8.1 UTRAN Key Management Enhancements
1
Introduction

This pCR makes an update of the definitions and system overview clauses of TR 33.859, which have not been updated since the reduction of the scope for this WI.
It is proposed that SA3 approves the pCR below.
2
pCR

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

UTRAN Key Hierarchy: This refers to the key hierarchy studied in this TR. The root key is KASMEU, see next.


KASMEU: Root key of the UTRAN key hierarchy. (Relation to KASME is elaborated below)
KRNC: A key kept in an RNC used to derive keying material for use on the Uu reference point.


ME_U: A UMTS terminal not aware of the UTRAN key hierarchy
ME_U+: A UMTS only terminal aware of the UTRAN key hierarchy
SGSN, MSC/VLR, RNC: Legacy nodes, not upgraded to support the UTRAN key hierarchy
SGSN+, MSC/VLR+, RNC+: The corresponding nodes upgraded to support the UTRAN key hierarchy
When it is not important for the discussion whether it is an SGSN or an MSC/VLR, the generic term Core Network Node (CNN) will be used to denote the entity. The term CNN+ is used to denote a Core Network Node that is aware of the UTRAN KH.

Editor’s note: RNC+ added to open up for the possibility of introduce key refresh at handover. If/to what extent there is really a need to change RNC is FFS.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

IE
Information Element



SMC



Security Mode Command
UTRAN KH 

UTRAN Key Hierarchy

Editor's Note: Abbreviations to be added
4 
General

4.1 System overview

4.1.1 Architecture
This clause provides a system overview and a discussion on requirements and basic ideas for technical solutions on how a key hierarchy can be introduced in UTRAN. 
The following high level system model is used.



Figure 4.1.1-1: System Overview. The figure does not show all possible combinations of involved nodes.
The lines in Figure 4.1.1-1 show the signalling / interworking cases that need to be handled.

Thick solid line: transfer of AVs.

Thin solid line: AKA and security mode command signalling.

Thick dashed line: context transfer and/or transfer of unused AVs. 


It should be noted that the present TR assumes transparency with respect to IRAT handovers. I.e. this TR aims to provide a solution which is fully compatible with already defined IRAT mobility procedures. Hence, any possible security enhancement in connection to IRAT mobility with E-UTRAN, associated with the UTRAN key hierarchy, must be implemented in a way that only affects SGSN+ and ME+.

The major issue in the design that is foreseen is how to signal between entities that the new key hierarchy can/shall be used in UTRAN. In particular, SRNS relocation should work with the UTRAN key hierarchy. The required signalling along each of the paths of Figure 4.1.1-1 is the main concern of this document.

4.1.2
Node and terminal types
4.1.2.1
Types of MEs
First the different types of terminals that needs to be considered when analyzing the system requirements is identified. The following types of MEs defined by their key handling capabilities have to be considered. 
-
ME_U: The ME is a UMTS terminal of an earlier release compared to when UTRAN KH is introduced

-
ME_U+: The ME is a UMTS terminal aware of the UTRAN key hierarchy.


E-UTRAN only and GERAN only terminals are out of scope, as these devices will never access UTRAN.
An ME that has the capability to handle UTRAN KH is denoted by ME+. An ME that does not have this capability is referred to by the notation ME. If it is irrelevant whether an ME or ME+ is under consideration, ME(*) is used.

4.1.2.2
Types of Core Network Nodes (CNN)
In a way fully analogous to how the different types of MEs are denoted, a SGSN capable of handling the UTRAN key hierarchy will be denoted SGSN+. If it is irrelevant if an SGSN is capable of handling  the UTRAN key hierarchy or not, the notation SGSN(*) is used. Similarly, RNC+ is used to denote an RNC that may implement additional functionality to support the UTRAN key hierarchy.

The generic term Core Network Node (CNN) will be used to denote an SGSN or an MSC/VLR, so the term CNN+ is used to denote a Core Network Node that is aware of the UTRAN KH.
4.2
Assumptions and requirements

The study is based on the following assumptions (some of which have already been mentioned).


-
CNN+ can distinguish between ME and ME+ at initial attach.

-
When serving an ME+, CNN+ can add new IEs to the ME+ signaling.

-
New IEs, used by CNN+, will be ignored when received by CNN or an MME (of earlier release than when UTRAN KH is introduced) at handover. This is already fulfilled by the GTP protocol.

-
At IRAT handover to or from UTRAN, the source CNN must not need to distinguish between a target CNN and CNN+.

-
The UTRAN key hierarchy shall have no/minimal impact on GERAN and earlier releases of UTRAN. 

-
CNN and MME of earlier releases shall be able to interoperate with CNN and MME that support UTRAN KH.

-    CNN+ could be aware of whether the RNC(+) is capable of the UTRAN key hierarchy.

4.3
Desired security properties 

The clause considers the security properties that would be desirable to include in an enhancement of UTRAN keying. The final decision on whether to include such properties needs to be taken once the complexity of such solutions are known. 

When introducing a key hierarchy in UTRAN, four "levels" of security can be identified that may be worth including;

-
Binding the AVs to use in a particular network, i.e., only exposing CK and IK to ME+ and HSS and above
-
Separation of CN and RAN keys by "vertical" key derivation. This includes providing fresh keying material to the RAN level at every idle to active session. 
-
Separation also of RAN keys by "horizontal" key derivation at intra-UTRAN handovers, similar to E-UTRAN eNB handovers. That is, when changing to a new node in charge of UP encryption/decryption, the key(s) are updated.
-
The key derivations make the keys depend on the algorithm identifiers.

Note that the terms "vertical key derivation" and "horizontal key derivation" is not the same concept as in TS 33.401, but rather refers to the keys relative positions in the UTRAN key hierarchy. 

Regarding the binding of AVs, it appears undesirable that HSS sets the key in the AV to be KASMEU derived from (CK, IK). First of all, it would require that the HSS is aware of whether the CNN(*) is capable of the UTRAN key hierarchy, since legacy nodes cannot handle a KASMEU. To avoid this problem, the HSS could include both (CK, IK) and KASMEU, the latter being ignored by a CNN (which is not updated). However, this would defeat the security benefit of not exposing (CK, IK) outside the HSS  Moreover, performing the KASMEU derivation in the HSS would require that the HSS is made aware of whether the ME(*)  is an ME or an ME+. While it would be possible to introduce additional signaling to resolve these issues, the benefits appear somewhat questionable, at least as long legacy CNNs requiring (CK, IK) are still in deployment. 
Regarding the 2nd bullet above it is clearly beneficial to separate the CN and RAN and in particular if fresh RAN keys can be provided from every idle to active transition. Hence the following property should be included in this study

Property 1: It shall be possible separate the CN and RAN level key and in particular it should be possible to provide fresh RAN keys at every Idle to Active transition. 

Due to the architectural differences between UTRAN and E-UTRAN (the former having an anchor in the Serving RNC) it appears that the horizontal key derivation would be more difficult to handle in UTRAN and provides less benefit than in E-UTRAN, since Serving RNC relocation is far less frequent than eNB handovers. However, with collapsed RNC/NodeB deployments (e.g., HSPA), SRNC relocation may be of higher interest to protect by means of key derivation.
Property 2: It shall be possible to update keys at intra-UTRAN handovers (e.g. SRNC mobility).
Rationale: Improved "backward" security in UTRAN. 
The 4th bullet covers good cryptographic practice and hence is worth including in this study to provide separation between algorithms. 

Property 3: It shall be possible to make the key derivations depend on the algorithm identifiers
The current specifications of UTRAN imply that the context handed over from UTRAN to E-UTRAN must depend on CK, IK (which have been used on the air interface). Even if the scope of this study was extended to cover enhancements for IRAT handovers, compatibility with existing specifications imply that a security breach in UTRAN (break of algorithm or compromise of a collapsed HSPA NodeB) may propagate into E-UTRAN, no matter how strong key conversion functions are used to derive the E-UTRAN keys. A UTRAN key hierarchy can thus not completely remove these issues but if the UTRAN key hierarchy separates CN keys from RAN keys, a handover based on UTRAN CN keys will indeed be made more secure even in the presence of security breaches in UTRAN.  This is in line with what is specified as a requirement in TS 22.258, namely:

Property 4: "Any possible lapse in security in one access technology shall not compromise security of other accesses."

*** END OF pCR ***
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