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1. Introduction
In SA3 meeting #61 in Sorrento CRs S3-101272, S3-101273. S3-101392, S3-101393 were discussed which proposed changes to handling maximum number of IKEv2 SAs, and to the deletion of old IKEv2 SAs.

During the discussion the applicability of the max IKEv2 limit to TS 33.402 was questioned and also the need for maximum limit was questioned in general in I-WLAN TS 33.234.

This contribution discusses these issues and proposes a way forward.
2. Analysis
Non3GPP access TS 33.402 and I-WLAN TS 33.234 are very similar when it comes to tunnel authentication procedures.

Both TS 33.402 and TS 33.234 have two places which handle the deletion of IKEv2 SAs:
1) A step
 in the middle of the procedure which talks about maximum number of IKEv2 SAs. 
2) The last step which talks about deleting the old IKEv2 SA when a new SA has been detected by (e)PDG

CRs in Sorrento meeting proposed that these two steps are linked and proposed that the former step should be the trigger to perform last step. We are not sure these are linked and in our view the purpose of these steps should be re-evaluated.

Limit for maximum number of IKEv2 SAs in non-3GPP access TS 33.402
The procedures for tunnel authentication in TS 33.402 were adopted from WLAN TS 33.234. In this process also the functionality of limiting the maximum number of IKEv2 was adopted for tunnel full authentication (clause 8.2.2) but for some reason not for fast re-authentication (clause 8.2.3). 
When developing TS 33.402, the same functionality was also adopted to procedures for full authentication (9.2.2.2.1) and fast re-authentication (9.2.2.2.2) in case of DSMIPv6.

However, this functionality is related to the WLAN UE functionality split case as can be seen from clause 5.7 of TS 33.234. 

WLAN UE functionality split case is described in detail in TS 33.234. However, there is no description of (WLAN) UE functionality split of any kind in TS 33.402. 

Conclusion 1: Therefore our conclusion is that WLAN UE functionality split does not apply to TS 33.402 and consequently the functionality for limiting the maximum number of IKEv2 SAs does not apply to TS 33.402 either. As is analysed below this functionality should not be introduced to TS 33.402 even though WLAN UE split case would apply to TS 33.402 in the future.
Proposal 1: Functionality for limiting the maximum number of IKEv2 SAs should be removed from TS 33.402. 
Limit for maximum number of IKEv2 SAs in I-WLAN TS 33.234

The functionality of limiting the maximum number of IKEv2 is described in clause 5.7 of TS 33.234. 
Clause 5.7 explains that in case of WLAN 3GPP IP access the operator can control the number of devices making use of the same UICC or SIM (and thereby accessing the 3GPP network) by limiting the number of simultaneous IKEv2 SAs.  

Clause 5.7 defines two limitations:  
· the number of W-APNs (and as many IKEv2 SAs) to be activated by the user AND 
· the number of IKEv2 security associations per W-APN
It should be noted that the procedure flow tunnel full authentication (clause 6.1.5.1 step 9b) and tunnel fast re-authentication (6.1.5.3 step 8b) describes only functionality for the latter limit, i.e. maximum number of IKEv2 SAs per APN.  The reason for this mismatch against clause 5.7 is not known to us.

It can be questioned if the current mechanism described in clauses 5.7, 6.1.5.1 and 6.1.5.3 meets the requirement “to allow or bar the access of two or more network devices simultaneously” in practice. 
We believe it does not. The reasons for this are:
· The WLAN UE is allowed to set up multiple PDN connections and each PDN connection will have its own IKEv2 SA. 
According to the current specifications it does seem possible for the network (AAA server) to be able to determine if a single WLAN UE is establishing multiple PDN connections or if an IKEv2 SA is being set up for WLAN UE split case. In our understanding there is no max limit for multiple PDN connections from one WLAN UE so the AAA server might erroneously delete an IKEV2 by a false judgement.
· NAT in smart phone can be used to circumvent the current functionality. A modern smart phone can act as a NAT and as WLAN AP and offer its PDN connection to be used by other devices connected to it.
· Using always a different W-APN for the devices circumvents the current functionality. Modifying the limitation to apply also to IKEv2 SAs for different W-APNs would not help as the problems in the previous bullets above would still hold.
· The current solution makes the AAA server to delete the oldest SA is the maximum limit is reached. This could have uncontrolled consequences to ongoing applications and give bad user experience.
Conclusion 2: Therefore our conclusion is that the current mechanism for limiting the maximum number of IKEv2 SAs in order to control the number of connected devices in WLAN UE split case does work in practice. Due to the fact that a smart phone can act as a NAT and thereby provide access to other devices to 3GPP network seems to mean that there is no other solution would be helpful either. 
Proposal 2: Functionality for limiting the maximum number of IKEv2 SAs should be removed from TS 33.234. 
What to do with the last step
Current step 14 in clause 6.1.5.1 of TS 33.234 for tunnel full authentication (and corresponding step 13 in 6.1.5.2 for fast re-authentication) limits the number of IKEv2 SAs for a specific W-APN from that specific PDG to one. 
In TS 33.402 the same rule is in step 16 in clause 8.2.2 and step 14 in clause 8.2.3 for tunnel authentication, and step 13 in clause 9.2.2.2.2 for DSMIPv6 authentication. It should be noted that in case of DSMIPv6 the applicable node is PDW GW instead of (e)PDG.
This seems to mean that 
· a single (WLAN) UE could not establish multiple PDN connections via the same PDG to a specific (W-)APN. In our understanding the number of simultaneous PDN connections to the same (W-)APN from a (WLAN) UE is not restricted although it may not be a usual case. 
This consequence applies to both TS 33.234 and TS 33.402.
· in WLAN UE split case the devices or the WLAN UE itself could not use the same PDG for a specific W-APN. 
This consequence applies to TS 33.234. 
The purpose of this step seems to have been to delete an IKEv2 SA when it has been replaced by a new IKEv2 SA for the same (W-)APN. However, the current mechanism is not aligned with requirements to allow several IKEv2 SAs per APN. 
Conclusion 3:  In our understanding there are no mechanisms how the network knows when a PDN connection (and corresponding IKEv2 SA) is replaced by a new one. Therefore the functionality in this “last step” seems useless.
Proposal 3: It is proposed to remove the last step.

3. Conclusion
It is proposed for SA3 to endorse the proposal made in this contribution and agree on the accompanying CRs for TS 33.402 and TS 33.234. 
It is proposed to make these changes from Rel-9 onwards as multiple PDN connections for PMIP mobility was introduced then.
It is proposed to seek advice from CT1 and SA2 if seen appropriate.







� The exact numbers of these two steps varies depending on the procedures. They will be clarified later in this contribution. 


� The correct node in question varies depending on the procedure. They will be clarified later in this contribution
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