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1
Introduction
In the clause 5.1.2 Immediate security observations/requirements in TR 33.mps the possible need for rekeying of group keys to maintain forward and backward security when participants join/leave a secure conference is discussed. An Editor's Note brings up a possible issue that the rekeying for every participant joining/leaving in the beginning/end of a conference when users join/leave frequently may become a problem. 
This pCR changes the Editors not in 5.1.2 into text as it is a relevant immediate observation which needs to be discussed per conference solution (SDES, KMS, …).  It also introduces text on the issue for KMS based secure conferencing and defines the mechanism to be used. An editor's note is is introduced in 5.3.1. SDES based solution to capture that this issue has to be resolved for SDES based secure conferencing.

In clause 5.3.2.1.1 General it is stated that group keys are generated by the KMS on request from the conference system. This statement is removed as there other options for how the group keys are generated, e.g. that they are generated by the conference system. We thus leave this as a non-standardized  implementation issue.
2
pCR
<*** Start of first change ***>
5.1.2

Immediate security observations/requirements

To secure an IMS conference the following should be considered:

-
Key management. The natural place to perform key management is the AS. This means that media plane keys have to be transported from the AS to the mixer over the interfaces between the AS, MRFC and MRFP. Requirements on the protection of these internal interfaces have to be evaluated. 

Editor's note: It has to be clarified which interfaces these are, e.g. whether Cr and Mp are to be used, how these interfaces would have to be enhanced or whether new interfaces should be specified.
In any case, IP based interfaces may be protected using NDS/IP with additional confidentiality (IPsec ESP with non-null encryption).

-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service. The evaluation needs to be made per type of conference keying as the cost, complexity and relevance may differ between different solutions. One issue might be how to handle the beginning/end of a conference, where users join/leave frequently. 

-
Mixer. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. 

Editor’s Note: It should be evaluated if the media sent out from the mixer could be ciphered with a key common for all users and thus not have to be individually ciphered for each conference participants.- In this case, a key management procedure needs to be in place such that all participants obtain this common key.

-
Event packages. Conference event packages may carry security sensitive information and should thus be protected. This means that NOTIFY messages carrying these event packages have to be protected.

Editor's note: It has to be clarified when event packages need to be protected.
-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.

Editor's note: Securing BFCP should be aligned with a future solution for securing TCP based media traffic. In absence of such a solution, BCFP (which is not mandatory in IMS conferencing) may only be used without protection.

-
Conference server "internal" interfaces.  It should be evaluated which the security requirements (if any) on the internal interfaces in the conference service are. 

Editor's note: It has to be clarified what is meant by "internal" interfaces in this remark. (There would be no need to specify security requirements for unspecified internal interfaces.)

-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and vice versa. In this way conference participants get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants’ identities. 

<*** Start of second change ***>
5.3.1
SDES based Solution

The SDES based solution for e2e media plane security described in [3] is applicable to the communication between a conference participant and the conference server, i.e. with the participant and the conference server as the two endpoints. 

According to the use cases described above, the establishment of the conference includes INVITE dialogues between participants and the conference server. By these dialogues, SDP is exchanged in the bodies of SIP messages that describe the media flows between the participants and the conference server. In the SDES based solution, crypto attributes as part of the SDP are used as described in [3] to exchange keys and other cryptographic parameters between the participants and the conference server.

With SDES, the sender of a media stream specifies the key used to protect this stream. This facilitates the usage of bilateral keys as well as of group keys. E.g., if the conference server distributes an identical media stream to multiple participants, the conference server may use a group key, meaning that encryption has to be performed only once and the same encrypted stream can be sent to these multiple participants. In this case, the conference server will specify the same crypto attribute in all dialogues used to set up this stream from the conference server to the participants.

For unicast media streams from participants to the conference server, usage of group keys does not allow for significant efficiency gain. In the SDES based solution, each participant specifies an arbitrary key for such a media stream, and the conference server uses these individual keys for the individual streams it receives from individual conference participants.

The SDES based solution for conferencing inherits the security prerequisites and properties of the SDES based solution for e2e media security. It requires trust in the conference server not to abuse the media. (For conferences where the conference server needs access to cleartext media, e.g. for mixing, this is an inherent requirement for all possible solutions.)
Editor's note: The need and mechanisms for rekeying of group keys when users join/leave a secure conference should be investigated and defined. A possible issue may be the beginning/end of a conference, where users join/leave frequently. Rekeying for intervals of seconds rather than minutes may not be reasonable, in particular for large conferences.
<*** Start of third change ***>
5.3.2.1.1 
General

The KMS based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys may be used to key media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 

To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.
The policies for a high security conference may require rekeying of group keys when users join and/or leave the conference and thus KMS based secure conferencing shall support such rekeying. To limit resource consumption, especially at the beginning/end of a conference, where users join/leave frequently, it shall be possible to define a minimum time between rekeying events.
<*** New clause ***>
5.3.2.1.x
Rekeying 

The conference focus may need to initiate a rekeying of group keys if the conference policy demands that group keys are updated when participants join and/or leave the conference (see 5.3.2.1.1). Key updates are performed by a CSB update, see section 5.2 in RFC 6043 [xx] included in an UPDATE or re-INVITE from the conference focus. Key change synchronization is performed by switching to the MKI for the updated key.
NOTE: Use of MKI has to be defined in the session set-up.
<*** End of changes ***>
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