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1
Introduction
As discussed in S3-110148, one of the most important aspects of PWS security is to profile and standardise digital signature algorithm(s) for use in PWS. Lack of a standardised signature profile may prevent implementation and/or lead to fragmentation. Lack of standardisation may also lead to terminals accepting unsigned emergency warning messages.
It is therefore important to standardise a digital signature profile applicable to PWS and its subsystems: Earthquake and Tsunami Warning System (ETWS), Commercial Mobile Alert System (CMAS) and EU-Alert.
The current 3GPP specifications define the following:
· The possibility to append a timestamp (7 bytes) and digital signature (43 bytes) to primary notification messages in ETWS was introduced in Rel-8 for UTRAN (see TS 23.041) and E-UTRAN (see TS 23.401 and TS 36.331). These parameters are defined as optional to use “according to regulatory requirements”.

· In ETWS it is not specified which digital signature algorithms to use or how the needed signature generation and verification keys should be provisioned and managed. 

· For CMAS (introduced in Rel-9) there is no possibility to append any security information to warning messages in the current UTRAN and E-UTRAN specifications.

· EU-Alert is introduced in Rel-11 and the specification work is not yet complete.
2
Analysis
The requirements on the signature algorithm are that it is secure, compact, fast, and standardized. The algorithm that gives best (security level / signature byte) is DSA (at least if only well-known standardized algorithms are considered). Note that ECDSA does not give more compact signatures.
The current DSA specification (FIPS 186-3) specifies the following choices for the DSA parameters L and N:
· L = 1024, N = 160 (80-bit security, 40 bytes long signature) 

· L = 2048, N = 224 (112-bit security, 56 bytes long signature)

· L = 2048, N = 256 (112-bit security, 64 bytes long signature)

· L = 3072, N = 256 (128-bit security, 64 bytes long signature)

The size of the signature is 2 * N and the security level is given by the (L, N)-pair, it is maximum N/2. The dependency on L is more complex. Only increasing one of the two parameters does not increase the security level.

For the same security levels (80, 112, 128), RSA signatures would be 128, 256, and 384 bytes long. This is likely to long to fit in the cell broadcast messages.
Only signatures with N = 160 fits in the 43 bytes currently available in ETWS. But (L = 1024, N = 160) only gives 80-bit security which is not acceptable for what can be assumed to be a long term key. Even if the keys could be updated regularly, 80-bit would still only be acceptable for a few years.
The current recommendations from NIST is to not use (L = 1024, N = 160) after 2010 at all, so to standardize such an option in Rel-11 is not acceptable. The L = 1024, N = 160 option will most likely be removed as soon as FIPS 186 is updated.

L = 2048, N = 224 (112-bit security, 56 bytes long signature) is a good candidate for PWS digital signatures. The hash function should be SHA-224 or a stronger hash algorithm (which can be truncated to length 224). Verification speed is not an issue as even on an old Pentium 166 MHz from 1995 performs DSA 2048 verification in only 0.25 s (using OpenSSL). The current recommendation from NIST is that 112-bit security algorithms can be used until 2030.

To use DSA 2048, the available space for signatures in ETWS (TS 23.041) would need to be extended.
An octet key length identifier T as described in RFC 2536 (references in S3-080219) is not applicable or useful for PWS, instead an algorithm identifier should be used. A single byte allows for 256 different algorithms, which should be more than enough.

3
Conclusion

· As concluded in the analysis in clause 2, the currently available 43 bytes in ETWS cannot give an acceptable security level and needs to be extended. 
· DSA (2048, 224) is standardized, gives an acceptable security level of 112-bit, can be verified fast, and gives very compact signatures.
· An algorithms identifier is needed. One byte should be sufficient.

4
Proposal
It is proposed that SA3 approve the digital signature profile described in clause 5.

5
PCR

*** BEGIN CHANGES ***
[xx]
NIST FIPS PUB 186-3, “Digital Signature Standard (DSS)”, June 2009
[yy]
NIST FIPS PUB 180-3, “Secure Hash Standard (SHS)”, October 2008

4.1
Digital Signature
4.1.1
General
Table 4.1 gives a list of the current standardized digital signature algorithms for use in PWS. Value is the 8-bit long signature identifier; it identifies the signature used (and therefore the signature length).

UEs shall not accept signatures giving less that 112-bit security.
Table 4.1: PWS Digital Signatures
	Value
	Type
	Signature Length
	Comments

	0
	DSA (2048, 224) with SHA-224
	56 bytes
	Defined in clause 4.1.2


4.1.2
DSA (2048, 224) with SHA-224
The Digital Signature Algorithm (DSA) with parameters L = 2048, N = 224 as defined in FIPS PUB 186-3 [xx] with hash algorithm SHA-224 as specified in NIST FIPS 180-3 [yy].
This algorithm is mandatory to support for UEs.
*** END OF CHANGES ***
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