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*** BEGIN CHANGES ***

6.4
Handling of EPS security contexts

Any EPS security context shall be deleted from the ME if:

a) the UICC is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that a UICC different from the one which was used to create the EPS security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no UICC has been inserted to the ME.

KASME shall never be transferred from the EPC to an entity outside the EPC.

Both the ME and MME shall be capable of storing one non-current EPS security context and one current EPS security context in volatile memory. In addition, while connected to E-UTRAN the ME and MME shall be capable of storing in volatile memory the NCC, NH and the related KASME used to compute keying material for the current EPS AS security context.

Any successful run of an EPS AKA creates, by the definition in clause 3, a partial native EPS security context. This context shall overwrite any existing non-current EPS security context. 

UE shall use its current EPS security context to protect the TAU Request or Attach Request. However, there may be cases in which this EPS security context is not the current one in the MME. In such cases, if the MME receives a TAU Request or Attach Request protected with a non-current full EPS security context, then this context becomes the current EPS security context and the MME shall delete any existing current EPS security context.

After a successful run of a NAS SMC relating to the eKSI associated with an EPS security context, this context becomes the current EPS security context and shall overwrite any existing current EPS security context. 

NOTE 1: The ME ensures that, whenever the native EPS NAS security context stored on the USIM (if supported by USIM) or in non-volatile memory of the ME is marked as valid during the process of changing state from EMM‑REGISTERED to EMM-DEREGISTERED, it is consistent with the security context stored in the volatile memory of the ME. This is described in clause 7.2.5. 

The rules for handling security contexts after a handover to E-UTRAN are given in clause 9.2.2.1.

The full native EPS NAS security context (except for KNASenc and KNASint) shall be stored on the USIM (if the USIM supports EMM parameters storage) or in the non-volatile memory of the ME (if the USIM does not support EMM parameters storage) only during the process of transitioning to EMM-DEREGISTERED state or when an attempt to leave EMM-DEREGISTERED state fails, as described in clause 7.2.5. The ME shall under no other circumstances store the EPS NAS security context parameters on the USIM or non-volatile ME memory.
NOTE 2: Only native EPS NAS security context is stored in the EMM parameters file on the USIM or in non-volatile ME memory. A mapped EPS NAS security context is never stored in these two places.

*** NEXT CHANGE ***

7.2.5.2.1
General

Before starting the transition away from EMM‑DEREGISTERED state, if no current EPS NAS security context is available in the ME, the ME shall retrieve native EPS NAS security context stored on the USIM if the USIM supports EMM parameters storage and if the stored native EPS NAS security context on the USIM is marked as valid. If the USIM does not support EMM parameters storage the ME shall retrieve stored native EPS NAS security context from its non-volatile memory if the native EPS NAS security context is marked as valid. The ME shall derive the KNASint and KNASenc after retrieving the stored EPS NAS security context; see Annex A on NAS key derivation. The retrieved native EPS NAS security context with the derived KNASint and KNASenc shall then become the current EPS NAS security context.
If the USIM supports EMM parameters storage, the ME shall when transitioning away from EMM‑DEREGISTERED state mark the stored EPS NAS security context on the USIM as invalid when reading it out for use in ME volatile memory. If the USIM does not support EMM parameters storage, the ME shall mark the stored EPS NAS security context in its non-volatile memory as invalid when reading it out for use in ME volatile memory.

If the ME uses an EPS NAS security context to protect NAS messages, the NAS COUNT values are updated in the volatile memory of the ME. If this happens during a procedure to transition away from EMM‑DEREGISTERED state, but the ME fails to reach EMM‑REGISTERED state, the ME shall store the updated EPS NAS security context on the USIM or non-volatile ME memory and mark it as valid. 
When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two cases to consider, either a full native EPS NAS security context exists, or it does not.

*** NEXT CHANGE ***

7.2.6.1
ECM-IDLE to ECM-CONNECTED transition

The UE sends an initial NAS message to initiate transition from ECM-IDLE to ECM-CONNECTED state [9]. On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 


When cryptographic protection for radio bearers is established RRC protection keys and UP protection keys shall be generated as described in subclause 7.2.1 while KASME is assumed to be already available in the MME. 

The initial NAS message shall be integrity protected by the current EPS NAS security context if such exists. If no current EPS NAS security context exists the ME shall signal "no key available" in the initial NAS message. 

KASME may have been established in the MME as a result of an AKA run, or as a result of a security context transfer from another MME during handover or idle mode mobility.  When the eNB releases the RRC connection the UE and the eNB shall delete the keys they store such that state in the network for ECM-IDLE state UEs will only be maintained in the MME. 

*** NEXT CHANGE ***

7.2.6.3
ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the corresponding UE. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions:

-
The eNB and the UE shall release all radio bearers and delete the AS security context.

-
MME and the UE shall keep the EPS NAS security context stored with the following exception: if there is a new and an old KASME according to rules 3, 4, 8 or 9 in clause 7.2.10 of this specification then the MME and the UE shall delete the old KASME and the corresponding eKSI. The MME shall delete NH and NCC.


*** END OF CHANGES ***
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