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1
Introduction
As described in the incoming LS from CT6 (C6‑110184), it has been discovered during device testing in LTE that the memory of some UICCs is stressed and may be worn out after a relative short period of use. The reason for this is very frequent writes to the UICC. The main offender is the writing of the EPS NAS security context to the UICC at every ECM CONNECTED to ECM IDLE state transition. 
As a result, the UE may not be able to access the network until the UICC is replaced.

In the most critical scenario, the NAS security context is updated every 30 seconds in average, leading to 86.400 updates a month and reaching a theoretical 1.051.200 updates in a year. These figures should be compared with the typical number of update cycle guaranteed by chip maker for a flash technology, which is 100.000 cycles. With such an excessive update activity, the risk is present even if a cycling mechanism is implemented to extend memory life. The issue is not limited to UICC since the ME non-volatile memory may also be worn out in the case where NAS security context is stored in ME non-volatile memory instead of the UICC.
This contribution analyzes the problem, its consequences and proposes a modification to avoid it.
2
Analysis
2.1
Purpose of writing the security context to the UICC
The purpose of writing the EPS NAS security context to the UICC is twofold. First, it enables so called plastic roaming. That is, a user can remove the UICC from one ME, put it into another ME and then attach to the network using the second ME without having to run AKA. The second ME would read the EPS NAS security context from the UICC and then use it when attaching to the network. This saves some signalling during the attach procedure. Secondly, it saves AKA runs when the ME is powered off and later powered on. In principle, the EPS NAS security context could have been saved in the ME to reach the same effect, but since the EPS NAS security context is anyway stored in the UICC it is simpler to use the same storage also in this case.
Whether plastic roaming gives rise to any substantial savings in signalling or not could be debated, but the feature is present in the LTE specifications.
2.2
Effects of UICC memory stress
When the flash memory of the UICC is worn out and the ME tries to read from it, there seems to be no defined behaviour in the specifications. Instead, three alternatives seem plausible implementations:

1. The UICC returns a read error. 

2. There is no possibility to establish communication with UICC at all.

3. The UICC returns corrupt data 

Case 1, the UICC returns a read error
An special error code (SW='6581') is defined in UICC specification ETSI TS 102 221 to indicate memory problem. A ME compliant to 3GPP standard shall be able to interpret this error code. However, in case the UICC returns this error code, it is not defined by the specifications what actions the ME shall take. One possible option is that the ME considers itself without an EPS NAS security context and simply indicates eKSI = '111' to the network in the initial NAS message. This action would result in an ME that requires an AKA for every initial NAS message. It would work, but would also cause a heavy signalling load on the network. Another option is that the ME considers the received read error as such an abnormal situation that the ME detaches from the network. Further implementations are imaginable.
Case 2, there is no possibility to establish communication with UICC at all.
When a memory problem is detected, the UICC can simply become mute. This is a security mechanism often implemented by card makers. Since the card will not answer after a reset of the UICC terminal interface, the expected behaviour is that the ME acts as if there were no USIM inserted.
If the ME cannot communicate with the UICC at all the ME will not be able to communicate with the network either.

In any case there is a high risk that many or most MEs will not be able to communicate with the network.
Case 3. the UICC returns corrupted data
In case corrupt data is returned, the ME will assume that the data is correct and will start using it. This leads to desynchronization between ME and the network w.r.t. EPS NAS security context. Since most NAS messages are required to be discarded when the NAS-MAC fails to verify, it is likely that the NAS procedure the ME attempts will time out. The ME may detach as a result of the timeout (or subsequent NAS procedures timing out).

UICC are designed to be tamper resistant and provide necessary security mechanism to guarantee memory integrity and to detect memory corruption. The case 3 is very unlikely compared to case 1 and case 2.

2.3
Current strategy for updating the UICC
2.3.1
Master security context

There can be one and only one instance of the EPS NAS security context which is a master security context. This master security context is always the copy of the NAS EPS security context that is updated last. It can either be actively used in the ME, or it can be inactive and stored in the UICC. When the EPS NAS security context is actively used in the ME, it is this one that is the master security context. At this point in time there is also a ghost-copy of the EPS NAS security context in the USIM, but it is marked as invalid. It is marked as invalid, since it may not be in sync with the master security context now kept in the ME. When the ME is not actively using the EPS NAS security context, the ME writes the master security context to the UICC and then marks the master security context on the UICC as valid.
2.3.2
Basic idea to achieve plastic roaming
The basic idea behind this scheme is that the EPS NAS security context will only be modified when there are NAS messages sent or received by the ME. Whenever the ME can send or will accept NAS messages the EPS NAS security context in the UICC is marked as invalid and the master security context is kept in the ME. Conversely, when the ME cannot send NAS messages the master security context is kept in the UICC and is marked as valid there. 
The figure below shows a simplified model of the scheme. EPS NAS security contexts which are green are the latest updated and hence safe for use. The red ones are ghost-copies which may not be up to date. In particular, they may contain NAS UL/DL COUNTs which have already been used. Using them again leads to security and robustness/performance issues.
The current strategy ensures that whenever the EPS NAS security context stored on the UICC is marked as valid, it is safe for use. So the ME may crash at any point in time and when reading the EPS NAS security context from the UICC, the ME only uses the EPS NAS security context in case it is marked as valid.

[image: image1.emf]Copy of NAS 

EPS security 

context

NAS messages 

cannot be 

processed

Context cannot 

be modified

Time

U

S

I

M

 

o

n

 

U

I

C

C

M

E

Master NAS 

EPS security 

context

Marked valid

Master NAS 

EPS security 

context

NAS messages 

can be 

processed

Context can be 

modified

Copy of NAS 

EPS security 

context

Marked invalid

R

e

a

d

/

C

o

p

y

Master NAS 

EPS security 

context

Marked valid

W

r

i

t

e

/

C

o

p

y

R

e

a

d

/

C

o

p

y

Master NAS 

EPS security 

context

NAS messages 

can be 

processed

Context can be 

modified

Copy of NAS 

EPS security 

context

Marked invalid

t

1

t

0

t

2

t

3


2.3.3
Events tied to the execution of the strategy
The ME writes the EPS NAS security to the UICC during the process of transitioning from ECM-CONNECTED to ECM-IDLE state. When the ME wants to initiate a connection to the network it reads the EPS NAS security context from the UICC during the transition to ECM-CONNECTED state again. If the EPS NAS security context the ME read is marked as valid, it means that it is the master security context, i.e., it is the context that was last updated and hence safe to use. If the EPS NAS security context is marked is invalid, it means that it is not the EPS NAS security context which was latest updated and hence not secure to use. The ME will in the latter case consider itself without an EPS NAS security context and signal a eKSI = '111' to the network in the initial NAS message.

2.3.4
Problems with the current strategy and a modification to circumvent them
As stated in the introduction and in Section 2.2 above, the writes to the UICC is so frequent that they shorten the UICCs life cycle. The UE may not be able to access the network until the UICC is replaced.
Since the risk of memory wear out also exists for ME, the proposed solution below also fixes the case where EPS NAS security context is stored in ME non-volatile memory. 
3
Proposed modification to solve the issue
3.1
Reducing the frequency of writes
The obvious solution is to reduce the frequency of the writes. As proposed already in S3-091640 the writes of the EPS NAS security context could be tied to the transition to EMM-DEREGISTERED state and the reads to the transitions to EMM-REGISTERED state. This is also what CT6 suggests in their incoming LS in C6‑110184.

This would significantly reduce the number of reads and writes to the UICC and would make them reach an acceptable level according to CT6. This solution at the same time reduces the number of writing in ME non-volatile memory (in case that is used due to the USIM not supporting the feature) and clear the risk on the ME side as well.
3.2
Security level remains unchanged

The basic idea behind the current strategy still applies: the ME does not use the EPS NAS security context read from the UICC unless it was the master security context read (i.e., the read EPS security context was marked as valid). That is, the figure above still describes the strategy. It is only the events to which the read and writes are tied, which has changed. Therefore the security is not compromised by this change.

These gains in saved writes to the UICC (and hence increased lifetime of the UICC) come at a small cost. If the ME crashes (powered-off without performing Detach procedure, e.g. due to battery removal) when in EMM-REGISTERED and ECM-IDLE states, a new AKA is required the next time the ME attaches to the network. 
4
Conclusion and proposal
It has been observed during device testing that the ME writes to the UICC so frequently that the UICC is stressed and may break down physically. The result is that the ME cannot communicate with the network properly.
A solution to the problem is to tie the writes and reads of the EPS NAS security contexts to the UICC to transitions to and from EMM-REGISTERED and EMM-DEREGISTERED states only, and no longer to transitions to and from ECM-IDLE and ECM-CONNECTED states.

Since the problem is a frequent and serious missoperation, it is proposed that this change is made to Rel-8, Rel-9 and Rel-10. This is also in line with the request from CT6.
It is proposed that the CRs in S3-110453, S3-110454 and S3-110455 are agreed by SA3.

It is further proposed that SA3 sends an LS reply to CT6 and CT1 as of below, attaching this analysis and the CRs. The LS should explain to them that the change is acceptable to SA3 and to inform them how SA3 has implemented the change.

5
Proposed LS reply

SA3 has analysed the proposed way forward to reduce the number of writes to the UICC/non-volatile ME memory by only writing the EPS NAS security context to the UICC/non-volatile ME memory when transitioning to EMM-DEREGISTERED state (see attached discussion paper). The outcome of SA3's analysis is that it is an acceptable approach.

SA3 has agreed the attached set of CRs attached to this LS and kindly asks CT1 to implement the corresponding changes to TS 24.301. 
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