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1
Introduction
This pCR is intended to resolve the editor’s notes for the non-UICC based GBA solution in Section 7.2.1.
2
Discussion

In Step 3 of the non-UICC base GBA solution, the HSS would respond to the BSF. The HSS would look up the password corresponding to the received IMPI in the local database, and generate the SIP Digest authentication vector SD-AV. The SD-AV consists of the qop (quality of protection) value, the authentication algorithm, realm, and a hash, called H(A1), of the IMPI, realm, and password. The additional information on the values in the authentication vector for SIP Digest based authentication is described in RFC 2617. If the Zh interface is chosen, the HSS should also include GUSS in the responses.
In Step 4, the challenge response from the BSF to the UE re-uses the Ub interface described in TS 24.109. The WWW-Authenticate header is included in the HTTP 401 Unauthorized response, and it consists of parameters such as realm, nonce, algorithm, qop, et.
In Step 5, the response from the UE to the BSF re-uses the Ub interface described in TS 24.109. The Authorization header consists of the parameters such as username, realm, nonce, cnonce, opaque, algorithm, response, qop, etc. 

Besides, the description “In this message from the BSF to the UE, the BSF shall include bootstrapping transaction identifier (B-TID) and the key lifetime to an XML document in the response payload. The BSF may also include additional server specific data to the XML document. ” described in Step 5 is the message from the BSF to UE. Actually, the message from the BSF to UE is described in Step 6. So, the above description should be in Step 6.
In Step 6, the BSF generates the bootstrapping transaction identifier (B-TID) for the IMPI and stores the tuple <B TID,IMPI,Ks>. Ks is derived using the key derivation function KDF as specified in Annex B in TS 33.220, Ks=KDF(H(A1), ”Non_UICC_GBA_Ks”, nonce, cnonce). 
3   pCR
==============================Begin of change========================================
Step1:

In the initial request from the UE to the BSF, the UE shall include Authorization header containing the IMPI.

Editor’s Note: The full details of the parameters in the request need to be defined either here or in TS 24.109. Additional protection mechanisms are ffs.

Editor’s Note: It is for further study whether the authorization header should be mandatory.

Step 2:
The BSF requests from the HSS the needed Authentication Vectors.

Editor’s Note: Here we basically have two ways of getting the needed data and potential further data, the choice depends on if the operator has already a BSF deployed for general purposes or if the operator wants to use the SIP Digest authentication in a minimal setting. Choice (a) would use the Cx interface and the choice (b) an extended Zh interface.
Step 3: 
The HSS looks up the password corresponding to the received IMPI, generates the SIP Digest authentication vector SD-AV. The SD-AV consists of the qop (quality of protection) value, the authentication algorithm, realm, and a hash, called H(A1), of the IMPI, realm, and password. Refer to RFC 2617 [5] for additional information on the values in the authentication vector for SIP Digest based authentication. The HSS responds with the requested data to the BSF. If the Zh interface is chosen, the HSS should also include GUSS in the responds.

Step 4:

In the challenge response from the BSF to the UE, the BSF shall include parameters to WWW-Authenticate header as specified in RFC 3261 [13].

The BSF generates a nonce randomly, and sends the challenge to the UE in HTTP 401 Unauthorized response. The WWW-Authenticate header consists of parameters such as realm, nonce, algorithm, qop, et., and is included in the HTTP 401 Unauthorized response, as described in TS 24.109.
Step 5:
When responding to a challenge from the BSF, the UE generates cnonce randomly, and calculates the response by using SIP Digest credential according to RFC 2617. The authentication challenge response is put into the Authorization header and sent back to the BSF in the GET request. The header consists of the parameters such as username, realm, nonce, cnonce, opaque, algorithm, response, qop, etc., as described in TS 24.109.


Step 6:

Upon receiving an integrity protected GET request carrying the authentication challenge response, the BSF checks that the expected response (calculated by the BSF) and matches the received challenge response. If the check is successful then the user has been authenticated and the private user identity is registered in the BSF.

The BSF generates the bootstrapping transaction identifier (B-TID) for the IMPI and stores the tuple <B TID,IMPI,Ks>. While Ks=KDF(H(A1), ”Non_UICC_GBA_Ks”, nonce, cnonce), where KDF is the key derivation function as specified in Annex B in TS 33.220 [2].

The BSF calculates rspauth according to RFC 2617 and sends 200 OK response to the UE to indicate the success of the authentication.

Authentication-Info header shall be included into the subsequent response after the BSF concluded that the UE has been authenticated. 

In this message from the BSF to the UE, the BSF shall include bootstrapping transaction identifier (B-TID) and the key lifetime to an XML document in the response payload. The BSF may also include additional server specific data to the XML document. 

After successful bootstrapping procedure the UE and the BSF shall contain the key material (Ks) and the B-TID. In addition, BSF shall also contain a set of security specific attributes related to the UE.

==============================End of change========================================
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