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Abstract of the contribution:

This contribution discusses the threats and security requirements for the key issue to MTC Group Identifier.
1. Introduction

This contribution discusses the threats and security requirements for the key issue to MTC Group Identifier.
2. Discussion
In TR 23.888 5.13 Key Issue - MTC Identifiers Use Case Description，it states that:

· An MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and which belong to the same MTC Subscriber. A so-called MTC Group identifier uniquely identifies such a group across 3GPP networks.

And in its Required Functionality, it specified that:
· MTC Group shall be identified uniquely across 3GPP networks.
Meanwhile, part of solutions which are used to reject connection requests or control group based signaling congestion also includes Group Identifier, for example:

· Another option would be to add the MTC Group ID to the connection requests and attach requests from the MTC Device. (in TR23.888 6.22 Solution – Rejecting connection requests by the SGSN/MME)
·  This Low Priority Access Indication can be used in combination with Group ID or APN, e.g. when the network decided to detach devices/deactivate bearers belonging to a certain group, the "low priority" MTC Devices within the group can be detached/bearers deactivated first, followed by the remaining devices in the group. (in TR23.888 6.23 Solution – Low Priority Access Indication)
· When a SGSN/MME needs to trigger a MTC access control due to the MME/SGSN's load situation or the congestion indication received from P-GW/GGSN, the SGSN/MME sends the specific OVERLOAD START message to the RANs (eNodeBs/RNCs/BSCs) specifically for MTC Devices, i.e. OVERLOAD START message with an indication of the type (i.e. "Low-Priority-Access" or one of the "PLMN type" options) or group (e.g. MTC Group Identifier) of MTC access to be barred and any load status information. (in TR23.888  6.28 Solution – Access Control by RAN)
If Group Identifier is sent without any protection, an attacker can fake or tamper with the Group Identifier, which may cause a charging error, i.e. report Group A’s billing against Group B’s account, or a handling error, i.e. restrict Group A’s access but originally desired to restrict Group B’s access. So the system may need a mechanism to prevent such attack.
3. Proposal

It is kindly asked SA3 to agree the following change into the TR33.868.
*****************Begin of the Change*****************
5. X
Key Issue –MTC Group Identifier
5. X.1
Issue Details

In TR 23.888 5.13 Key Issue - MTC Identifiers Use Case Description，it states that:

· An MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and which belong to the same MTC Subscriber. A so-called MTC Group identifier uniquely identifies such a group across 3GPP networks.

And in its Required Functionality, it specified that:
· MTC Group shall be identified uniquely across 3GPP networks.
Meanwhile, part of solutions which are used to reject connection requests or control group based signaling congestion also includes Group Identifier, for example:

· Another option would be to add the MTC Group ID to the connection requests and attach requests from the MTC Device. (in TR23.888 6.22 Solution – Rejecting connection requests by the SGSN/MME)
·  This Low Priority Access Indication can be used in combination with Group ID or APN, e.g. when the network decided to detach devices/deactivate bearers belonging to a certain group, the "low priority" MTC Devices within the group can be detached/bearers deactivated first, followed by the remaining devices in the group. (in TR23.888 6.23 Solution – Low Priority Access Indication)
· When a SGSN/MME needs to trigger a MTC access control due to the MME/SGSN's load situation or the congestion indication received from P-GW/GGSN,, the SGSN/MME sends the specific OVERLOAD START message to the RANs (eNodeBs/RNCs/BSCs) specifically for MTC Devices, i.e. OVERLOAD START message with an indication of the type (i.e. "Low-Priority-Access" or one of the "PLMN type" options) or group (e.g. MTC Group Identifier) of MTC access to be barred and any load status information. (in TR23.888  6.28 Solution – Access Control by RAN)
5. X.2
Threats

If the Group Identifier is sent without any protection, an attacker can fake or tamper with the Group Identifier, which may cause a charging error i.e. report Group A’s billing against Group B’s account, or a handling error, i.e. originally control Group A’ access against Group B’ access. Therefore an appropriate mechanism is needed to prevent such attack.
5. X.3
Security Requirements

·  The system shall be able to associate a list of MTC Devices (e.g. IMSI) to the corresponding MTC Group (e.g. Group ID) so that if mismatching of them, the network shall restrict the device/group’s access or restrict the operation to the device/group.
·  The Group Identifier should be integrity protected, if it was sent during Attach/RAU/TAU procedure.
*****************End of the Change*****************
