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Abstract of the contribution:

TR 33.914, clause 7.2, contains ’Solution 1 - Non-UICC based GBA solution’ (called GBA_Digest here for short). During the discussion at SA3#62 on solution 1 and contribution S3-110032, a question was raised regarding parameters suitable as input to the derivation of authentication response RES and key Ks. It was said that these parameters should take into account the work on channel binding, i.e. the binding of HTTP Digest client authentication and key derivation to a TLS tunnel between UE and BSF, as expressed in a certain RFC. 
This contribution finds that the channel binding problem from this RFC is not applicable straight away to GBA_Digest. Furthermore, the contribution discusses the options for suitable input parameters to derive RES and Ks. The first section of this contribution discusses the RFCs related to channel binding, the second section proposes formulae to derive Ks and Digest response for GBA_Digest, the third and final section compares the proposed solution for GBA_Digest with the solution for 2G GBA standardized in TS 33.220.  A companion pCR is provided in S3‑110373, which reflects the findings in this contribution. It may be useful to read this companion pCR first as a reminder what the GBA_Digest solution proposal is.
1. RFCs related to channel binding 
We start with addressing the points raised at SA3#62. Then, the following RFC was mentioned: 

· RFC 5056 “On the Use of Channel Bindings to Secure Channels” (November 2007) [RFC5056].
We found two more RFCs to be relevant for our discussion:
· RFC 5929 ”Channel Bindings for TLS” (July 2010) [RFC5929]; and

· RFC 5705 “Keying Material Exporters for Transport Layer Security (TLS)” (March 2010) [RFC5705].

We discuss them in turn. 

Terminology: RFC 5056 introduces some terminology that may easily lead to confusion, namely ‘Channel Binding’ and ‘Channel Bindings’.  Channel binding is “the process of establishing that no man-in-the-middle exists between two end-points that have been authenticated at one network layer but are using a secure channel at a lower network layer.” [RFC5056]. In contrast, Channel Bindings is some data that “names” a channel and is used in establishing channel binding. In order to avoid confusion, we prefer to use ‘channel binding parameters’ instead of ‘Channel Bindings’. To add to the possibility of confusion, [RFC3748] on EAP framework uses a concept of channel binding (meant to address the lying NAS problem) that is different from the concept of channel binding in [RFC5056] as pointed out in [RFC5056].
Channel binding framework: RFC 5056 does not give a complete solution for how to establish a channel binding, but rather gives requirements and examples of use (roughly speaking, for details please refer to [RFC5056]). In order to accomplish channel binding, at least two ingredients are required: 

· a specification of the channel binding parameters (‘channel bindings’); for the case that the channel is a TLS tunnel a corresponding specification is provided in [RFC5929];

· a specification of the higher layer authentication protocol that makes use of the channel binding parameters; a corresponding RFC is not available for HTTP Digest over TLS, the case under consideration in TR 33.914.
Channel binding parameters offered by [RFC5929]: this RFC offers two types of channel binding parameters: 

· The first TLS Finished message sent (so-called tls-unique channel binding type). The use of this parameter binds the authentication to a TLS connection.

· A hash of the server certificate (so-called tls-server-end-point channel binding type). The use of this parameter binds the authentication to a TLS server, hence provides a coarser granularity of binding than the binding to a TLS connection.

RFCs 5056 and 5929 do not seem to explicitly account for the possibility of authentication with key establishment. But in authentication with key establishment, , e.g. in GBA_Digest,  the binding of the derived key, e.g. the key Ks, to the TLS tunnel endpoints needs to be considered as well   This is why we also mention [RFC5705] on Keying Material Exporters for TLS, which may be useful for this purpose. 

Keying Material Exporters for TLS: [RFC5705] offers ways how to extract a session key from a TLS master key. The use of a session key derived in this way proves that the entity using this session key is in possession of the TLS session context, hence is, in particular, an endpoint of the TLS tunnel. The TLS master key uniquely identifies a TLS session, hence the use of the  TLS master key as a channel binding parameter would provide a granularity that lies in between the two options provided by [RFC5929], namely  the binding to a TLS connection and the binding to a TLS server. 

Note that the Channel binding parameters offered by [RFC5929] are public information while keying material exported according to RFC 5705 is available to the two endpoints only, and not to any other party.

Discussion of the above with respect to GBA_Digest: In GBA_Digest the server is the BSF and the client is the UE. Server-to-client authentication is achieved in GBA_Digest by means of TLS authentication with a server certificate representing the BSF. It is an HTTPS feature that the client checks the requested DNS name against the name in the server certificate. Therefore, the client, i.e. the UE, can be assured that there is no man in the middle and the authenticated endpoint is the TLS endpoint, i.e. the BSF in the case of GBA_Digest, and additional channel binding measures are not required. Client-to-server authentication is achieved in GBA_Digest by means of HTTP Digest with a particular choice of the password, cf. section 2. If the client could be lured into sending the Digest response to a man in the middle who could in turn present this response to the server then a mitm attack could be possible, and the channel binding parameters from [RFC5929] could be useful. There are other solutions as well, however, that can mitigate this threat, cf. section 2.
2. Derivation of Ks and Digest response for GBA_Digest

In GBA_Digest, as described in clause 7.2 of TR 33.914, the UE establishes a TLS tunnel with the BSF. Encryption is not required for this TLS tunnel. The BSF is authenticated through TLS by a server certificate, the UE is authenticated by sending a response RESP through the TLS tunnel. The computation of this response and the derivation of the key Ks were left for further study at SA3#62. We make proposals here and provide the corresponding rationale. The related pCR can be found in (S3-11S0373).
Derivation of Ks:

We propose to derive Ks as follows: 
· Ks = KDF (SIP Digest password, TLS_MK_Extr, “GBA_Digest_Ks”, Digest-response) 

where TLS_MK_Extr is extracted from the TLS master key in a way compatible with [RFC5705], Digest-response is computed according to RFC 2617 (HTTP Digest) from the most recent GBA_Digest challenge for which a 200 OK was sent/received, and “GBA_Digest_Ks” is a character string. 

A label for the exporter function, cf. [RFC5705], e.g. “GBA_Digest_Ks”, needs to be defined and registered with IANA, cf. Editor’s Note in the companion pCR S3-11S0373. 

NOTE: Ks could be set to the result of the exporter function, andthe concatenated parameters 
SIP Digest password | “GBA_Digest_Ks” | Digest-response could be set to “context value” as defined in [RFC5705] used as input to the exporter function; but this may create an interdependency of the TLS implementation and the Digest implementation that may be unwelcome.

In this way, Ks can be known only to entities that know both the TLS session context and the SIP Digest password. Furthermore, by including the Digest-response, Ks is bound to the most recent client authentication, i.e. Ks can vary without TLS re-negotiation. 

Derivation of RESP:

If an attacker was able to compute the correct RESP, but not Ks, then the attack could not be discovered by the BSF during the Ub run, but only when a key Ks_NAF is used between the UE and a NAF. (Remember that the protocol over Ub does not provide key confirmation.) This would make the cause of the failure be more difficult to discover, and failure or attack diagnosis would be difficult.  
However, an attacker who can fake the response RESP, but does not know Ks, cannot impersonate a UE towards a NAF nor a NAF towards a UE. Hence, the design of RESP is less security-critical than the design of Ks, and it need not protect against attacks that are complex and expensive for the attacker.

We propose to derive RESP as a Digest-response according to RFC 2617 [5] (HTTP Digest) from the most recent GBA_Digest challenge and a password ‘passwd’ that is generated as follows: 

· passwd = KDF (SIP Digest password, “GBA_Digest_RESP”)

where ‘SIP Digest password’ is the password used in IMS according to TS 33.203, Annex N, and “GBA_Digest_RESP” is a character string.
NOTE: It could also be considered to mix in one of the channel binding parameters from [RFC5929], cf. above. But this would not bring any significant security gain in view of the facts that Ks is bound both to the TLS session and the SIP Digest password, that RESP, as computed above, is different from any response computed in the IMS context according to TR 33.203, Annex N, and that a UE will derive RESP as above only in a GBA_Digest context. The latter is true because the UE will derive RESP only after the UE has verified that the name in the TLS server certificate matches the BSF name locally configured in the UE. (The latter is a defining property of HTTPS = HTTP over TLS.)
3. Comparison between GBA_Digest and 2G GBA

2G GBA is specified in TS 33.220, Annex I. 

In both GBA_Digest and 2G GBA, a TLS tunnel between UE and BSF is established. 

Derivation of Ks:

In 2G GBA, the key Ks is computed as follows: 

· Ks = KDF (key, Ks-input, "3gpp-gba-ks", SRES).

where “key” is constructed from the GSM cipher key Kc and the challenge RAND, and SRES is the GSM authentication response. 

The use of the character strings and the signed response is strictly analoguos in both cases, but there are two significant differences to the derivation of Ks proposed for GBA_Digest proposed in section 2 of this contribution: 

1) The key that is input to the derivation is not a session key Kc, but the permanent SIP Digest password. (As opposed to AKA, there is no session key derivation in SIP Digest.) But if the KDF is strong this derivation from the permanent SIP Digest password should not be a problem as the latter cannot be inferred from Ks even if Ks was accidentally disclosed. 

2) The parameter “Ks-input” has been replaced with the parameter “TLS_MK_Extr”. This feature needs a bit of explanation: Ks-input is a parameter generated by the BSF and sent to the UE in the 200 OK message. It is only effective when the TLS tunnel is encrypted. Under this condition, both methods, the use of “Ks-input” and of “TLS_MK_Extr”,  achieve perfect forward secrecy in the sense that keys Ks derived before the SIP Digest password (in the case of GBA_Digest) or the Kc (in the case of 2G GBA) became compromised can not be computed by the attacker. In case the TLS ciphersuite is based on ephemeral Diffie-Hellman the use of “TLS_MK_Extr” even provides perfect forward secrecy when the TLS private server key is compromised. Furthermore, it is an advantage of using TLS_MK_Extr that encryption of the TLS tunnel is not required. In 2005, when 2G GBA was specified, there was concern about whether available TLS implementations would lend themselves to extraction of the TLS master secret with reasonable effort, which may have motivated the use of Ks-input. As also hinted by the fact that RFC 5705 on Keying Material Exporters for TLS has been published since then, this concern may have been alleviated in the meantime. 
NOTE: Perfect forward secrecy is a useful property to have in both 2G GBA and GBA_Digest as the keys used as input to the derivation of Ks, cipher key Kc and SIP Digest password respectively, are more susceptible to compromise than the 3G keys used in 3G GBA. 

Derivation of Digest AKA response:

In 2G GBA, the response sent by the UE in the Ub protocol is the Digest AKA response, cf. RFC 3310, which is computed as follows: First RES is computed as

· RES = KDF (key, "3gpp-gba-res", SRES) 

where “key” is constructed from the GSM cipher key Kc and the challenge RAND, and SRES is the GSM authentication response. 

Then RES is used as the password in the computation of the Digest AKA response, which is sent from the UE to the BSF. 

This construction is strictly analoguos to the construction for RESP in GBA_Digest proposed in section 2 of this contribution, with the following two exceptions

· The key that is input to the derivation is not constructed from Kc and RAND, but is the permanent SIP Digest password. 

· In 2G GBA, SRES is an input to RES that cannot be directly inferred from Kc and, hence, adds entropy to the input of RES (although it is true that a mitm using a false base station can capture SRES as it is public). No similar input is available for GBA_Digest; adding Digest response a second time would not make sense. 
