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8.1
Abstract of the contribution
This pCR shows that strong platform security is required even in use cases where UTRAN key hierarchy enhancements can bring benefits. The degree of the benefits of the latter depends on the strength of the former and details of the use case (mobility pattern).
Start of the pCR
7
Evaluation of proposed solutions

7.1 Evaluation under the assumption of platform security in collapsed RNC/NBs
7.1.x.2 Use case “moving user”
The benefit a moving user can expect from UKH enhancements depends to some degree on how many RNCs he visits during a call or between two authentications. 
Let use first consider a slowly moving user who is defined as one who moves only among a small number of RNCs during a call or between two authentications. This use case is quite similar to that of a stationary user:

Let use assume by way of example that the user is covered by n= 3 different RNCs between two authentications, and that one of these RNCs is controlled by an attacker. Then an attacker can eavesdrop on that part of the communication handled by the compromised RNC even if UKH enhancements are in place that make it impossible for the attacker to know the session keys used by the other RNCs. 
But is it an acceptable level of security if one third of a communication can be eavesdropped on? Of course, this is better than having the entire communication eavesdropped, but probably still not good enough. So, again, strong platform security is required for achieving an acceptable level of security. 

To be sure, the gain of UKH enhancements increases with the number n of visited RNCs, which is somehow correlated with the speed of the user’s movement, but it would be rather difficult to say from which n onwards it would be acceptable to have one n-th of a communication eavesdropped on. 
Conclusion: for slowly moving users, platform security needs to be strong irrespective of UTRAN key hierarchy enhancements.
NOTE: It cannot be inferred from this conclusion that UTRAN key hierarchy enhancements should not be introduced, but it demonstrates some limitations of their benefits that have to be taken into account in the overall evaluation. 
End of the pCR

