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Abstract of the contribution:
This document defines the PWS security architecture. This architecture is designed according to the security requirements of PWS specified in TS 22.268. And this architecture can generalize the PWS security features and mechanisms. 

 1 Introduction and Proposal
In order to meet the security requirements of PWS specified in TS 22.268 and study PWS security further. A PWS security architecture is proposed. We kindly ask SA3 to accept it.
2 Pseudo-CR
**********************************Begin of Change**********************************************

XX Security Architecture of PWS

Figure XX: PWS security architecture overview
Figure XX gives an overview of the complete security architecture.
· Air interface between UE and acces network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION. 
· CBC is part of the core network and connects to the network node. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network nodes are defined in 3GPP TS 48.049, TS 25.419 and TS 23.401.
· CBE is outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages.
Three security acpects are listed as follows: 

-
PWS air interface security (I): security aspect that provides users with Warning Notifications information via secure broadcast message over radio path, which in particular protects against unauthorized source and false Warning Notification messages.
-
PWS NDS security (II): security aspect that enables nodes to securely exchange Warning Notifications (between AN  and SN and within AN), and protects against attacks. The security method on this logical interface is described in TS 33.310.
-
PWS CBC-CBE interface security (III): security aspect that enables the PWS provider and the network to securely exchange Warning Notifications, which is out of scope of 3GPP specification.
Editor's Note: It is for FFS how the Network Sharing impacts security architecture of PWS.
***********************************End of Change****************************************
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