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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
Rel-9 MEDIASEC work resulted in the specification of solutions for media protection over the access network (e2m) and peer-to-peer (e2e) TS 33.328 [3]. For the peer-to-peer (e2e) media plane security, two solutions were standardized

1.
A media security solution to satisfy major user categories.
2.
A media security solution providing high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities. 

However, the solutions do not cope with a number of requirements and relevant use cases of which many are discussed in TR 33.828 [2]. Solutions for use cases like conference (group) calls, protection of non-RTP media, deferred delivery, video/media on demand, AS-terminated media security and transcoder functionality described in TR 33.828 [2] and some widely used use cases like recording of protected media, communication diversion,  and single radio voice call continuity (SRVCC) have not been addressed. It is therefore desirable to continue to study and develop solutions for these use cases and to evaluate which normative standardization work that is needed. 

1
Scope

The present document details relevant use cases/services for different user groups and corresponding solutions for IMS media plane security which are not covered by TS 33.328 [3]. The corresponding requirements in the Rel-9 study documented in TR 33.828 [2] will be used as a basis. The covered use cases/services are: conference calls, protection of non-RTP media, early media, communication diversion, deferred delivery, protected media recording, video on demand, AS-terminated media security, transcoder functionality and SRVCC. Example user groups are enterprises, National Security and Public Safety (NSPS) organizations, different government authorities, and general public.
Editor’s Note: The list of covered use cases/services shall be updated when the study is finalized.

Editor’s Note: It is for further study whether protection of early media is possible in IMS.
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Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Overview
5
IMS conferencing
5.1
Introduction

5.1.1
General

An overview of the IMS conferencing service is given in TS 24.147 [4]. The conferencing service provides the means for a user to create, manage, terminate, join and leave conferences. The conference system also can provide information (notifications) about conference events to the conference users. Conference users SUBSCRIBE to the information. 

Conferencing applies to any kind of media stream by which users may want to communicate, including audio and video media streams as well as instant message based conferences and gaming. It is optional to support floor control. Floor control is implemented using BFCP (The Binary Floor Control Protocol) [5]. BFCP transport is TCP.

The conferencing service is implemented in an AS together with an MRFC and a MRFP.  The functional split and the interfaces between these entities are depicted in Figure 5.1.1-1 (copy of Figure 4.1 in TS 24.147 [4])


[image: image3]
Figure 5.1.1-1: Functional split between the AS, MRFC and MRFP

The Focus (see Figure 5.1.1-1) in a conference solution is a SIP user agent that is addressed by a conference URI and identifies a conference. The focus maintains a SIP signalling relationship with each participant in the conference.  The focus is responsible for ensuring, in some way, that each participant receives the media that make up the conference.  The focus also implements conference policies.  The focus is a logical role. 

Figure 5.1.1-1 indicates that the network operator or the user may apply membership and media policies to a conference. Policy control mechanisms are currently not standardized.

In IMS, only ad hoc conferencing is specified. Ad hoc conferences are, as their name implies, instantiated on the fly by a user. Planned, pre-established conferences, often use non-IMS means to create the conference. 

The protocol used for the Mr and Mr’ reference points is SIP. The Cr reference point allows interaction between an Application Server and an MRFC for media control and session control. The Mp reference point allows an MRFC to control media stream resources provided by an MRFP.

5.1.2

Immediate security observations/requirements

To secure an IMS conference the following should be considered:

-
Key management. The natural place to perform key management is in the MRFC. This means that media plane keys have to be transported from the MRFC to the MRFP over Mp, and that Mp should be protected. Other sensitive information (e.g. conference policies) may be transferred from AS to MRFC over Cr. The need for protection of SIP signalling over Mr' (or ICS – Mr) has to be evaluated. The required protection of the interfaces may be different for different key management solutions.

-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service. The evaluation needs to be made per type of conference keying as the cost, complexity and relevance may differ between different solutions. One issue might be how to handle the beginning/end of a conference, where users join/leave frequently.

-
Mixer. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. 
In conference scenarios where the conference system sends a common media stream to all or many conference participants, it would from an efficiency point of view be favourable to encrypt the common media streams based on group keys available to all recipients. A typical example of a conferencing situation when this would be applicable is in a voice conference where all listeners receive the same mixed media stream from the conference centre. On the other hand, in other conference scenarios it might be so that e.g. an outgoing video stream is uniquely composed per end-point and adapted to the receiving ends capabilities. However, to support both cases described, the key management solution for a secure conference solution should support establishment and use of both end-point unique and group keys.
-
-
Event packages. Conference event packages may carry security sensitive information and should thus be protected. This is explained in the security considerations chapter of RFC 4575 [17]. This means that NOTIFY messages carrying these event packages have to be protected when the trust model for the chosen key management solution requires it.

-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.
Editor's note: Securing BFCP should be aligned with a future solution for securing TCP based media traffic. In absence of such a solution, BCFP (which is not mandatory in IMS conferencing) may only be used without protection.
-
Conference server "internal" interfaces.  The existing conference solution "internal" interfaces are ICS – Mr, Mr', Cr and Mp, see Figure 5.1.1-1 above. These interfaces provide the required functionality to implement a secure conference solution. 

If and when protection of these interfaces is required, NDS/IP can be used. If e2e protection between AS and MRFC is required, the Mr' interface should be used.

-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and vice versa. In this way conference participants get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants’ identities. 
5.1.3
Requirements

Editor's note: Requirements may be missing.
The following are general requirements on a secure conference solution are:
-
A user shall be able to initiate creation of an ad hoc secure conference.
. 
In other words, there shall be some means for an ad hoc conference creator to signal that the conference should be secure.

-
Each conference participant shall be able to mutually authenticate with the conference centre.

-
All participants in a secure conference shall use media protection. 
Editor’s note: Conferences where some media/participant isn't secured could be possibly studied later. 

-
Different media streams shall use different key streams. 
NOTE: This is to make sure that no two-time pads occur. 

-
It should be possible to use group keys to protect media streams intended for all participants.

An example use case when this could be beneficial is when a mixed output stream is intended for all participants.

-
Rekeying of a conference should be possible. 

Rekeying of a conference in the context of this document means that all shared key streams in the conference shall be based on new, fresh key material. Rekeying may occur when a participant joins or leaves a conference. 

-
A secure conference supporting conference event packages shall provide security for these event packages.

Event packages may carry security critical information.

-
A secure conference supporting floor control shall provide security for the floor control signalling.

Floor control signalling could carry security critical information.
5.2
Use cases

5.2.1
Ad hoc conferencing

5.2.1.1
Main events 

This clause gives a high level description of the main events in a creating and running an ad hoc conference. For a detailed and complete description see TS 24.605 [6] and TS 24.147 [4].
An ad-hoc conference is an unscheduled conference that is created on-the-fly by a user.
A user creates a conference by sending an INVITE with the request URI being a "conference factory URI".  In a response the user gets a conference URI addressing the created conference. The INVITE creating the conference may contain a list of users which the conference focus shall invite as participants in the conference.

If a conference URI has been made available to users in some unspecified way, a conference may also be created on the fly when the first user calls the conference URI.
A user may join a conference by sending an INVITE with the request URI being the conference URI.

A user may subscribe to the conference event package (notifications on users joining /leaving the conference etc)

A conference participant can invite other users to the conference by:
1)
Inviting a user to a conference by sending a REFER request to the user directly; or 

2)
Inviting a user to a conference by sending a REFER request to the conference focus.

A conference participant may leave the conference by sending a BYE to the conference focus. The conference focus may drop a participant by sending a BYE. A conference participant may request that another conference participant is removed from the conference by sending a REFER to the conference focus with a Refer-To header having the "method" parameter set to "BYE". Normally, when the user that created the conference (the conference owner) leaves the conference, the conference is closed and the conference focus sends BYE to all participants.

When the last conference participant leaves the conference the media plane resources are released.
5.2.1.2
Three party conferencing

A three party conference is an ad hoc conference with some extra features. One user initiates sessions with two other users and then joins them in a conference.  The initiating user first puts both his sessions on hold, creates the conference, and then invites the users to join the conference by sending REFER requests to the users to join the conference. In some implementations the originator of the conference can toggle between the conferencing and peer-to-peer sessions.

5.2.2
Planned conferences

Planned conferences are not explicitly standardized. Therefore, they are out of scope of this document. Nevertheless, the key management solutions specified may support planned conferences. 
5.3
Solution(s)

5.3.1
General

Whether a conference to be created is secure, or more exactly, the security properties required for a conference, can be considered to be part of the conference policies. In the following, examples of security related policies are given:

(1) Only a specified set of users is allowed to the conference. This may be implemented in different ways. For example, it could be a "dial-out-only" conference, where the conference focus invites the specified users. In this case, if the focus gets no information about the identity of the terminating side, the focus must cancel the INVITE, as CDIV (see clause 9) may have happened, and the call may have been diverted to a user not belonging to the set of allowed users. In CDIV cases where the focus is informed about the identity of the terminating side, the focus must cancel the INVITE if the terminating id is not in the set of allowed users. If dial-in is allowed, the focus must reject all INVITEs that do not reveal the identity of the originating side (focus should send 433 "Anonymity disallowed") or reject all INVITEs by users not specified as allowed users.

(2) Only secured media streams are used in the conference. When dialing out, the conference server offers secured media streams only, and when a user dials in, the conference server rejects any media streams that are not secured.

(3) Group keys are used for certain media streams, and are renewed in case of certain events, e.g. each time a user joins or leaves the conference. For renewal of group keys, the conference focus may re-invite the participants, or may ask them via a REFER request to send a re-invite to the focus.

Note that policy control for conferences is currently not specified, so proprietary methods may be used by which users or network operators specify such security policies for conferences.
5.3.2
SDES-based solution
When participating in a conference, a user may use e2ae security. This is transparent for the conference server and for the other participants in a conference. The remainder of this clause relates to media security applied between a conference participant and a conference server.
The SDES-based solution for e2e media plane security described in TS 33.328 [3] is applicable to the communication between a conference participant and the conference server, i.e. with the participant and the conference server as the two endpoints. 

According to the use cases described above, the establishment of the conference includes INVITE dialogues between participants and the conference server. By these dialogues, SDP is exchanged in the bodies of SIP messages that describe the media flows between the participants and the conference server. In the SDES-based solution, crypto attributes as part of the SDP are used as described in [3] to exchange keys and other cryptographic parameters between the participants and the conference server.

With SDES, the sender of a media stream specifies the key used to protect this stream. This facilitates the usage of bilateral keys as well as of group keys. E.g., if the conference server distributes an identical media stream to multiple participants, the conference server may use a group key, meaning that encryption has to be performed only once and the same encrypted stream can be sent to these multiple participants. In this case, the conference server will specify the same crypto attribute in all dialogues used to set up this stream from the conference server to the participants.

For unicast media streams from participants to the conference server, usage of group keys does not allow for significant efficiency gain. In the SDES-based solution, each participant specifies an arbitrary key for such a media stream, and the conference server uses these individual keys for the individual streams it receives from individual conference participants.

In this solution, conference server and participants rely on SIP signalling with respect to information about the identity of a communication peer, i.e. they rely on the P-Asserted-Identity. If the security policies comprise mutual authentication, participants and conference server must not suppress the delivery of the P-Asserted-Identity to the remote communication endpoint.
The SDES-based solution for conferencing inherits the security prerequisites and properties of the SDES-based solution for e2e media security. It requires trust in the conference server not to abuse the media. (For conferences where the conference server needs access to cleartext media, e.g. for mixing, this is an inherent requirement for all possible solutions.)

Editor's note: The need and mechanisms for rekeying of group keys when users join/leave a secure conference should be investigated and defined. A possible issue may be the beginning/end of a conference, where users join/leave frequently. Rekeying for intervals of seconds rather than minutes may not be reasonable, in particular for large conferences.
For this solution, integrity and confidentiality of SIP signalling are a prerequisite. This means at the same time that traffic that is part of any event packages associated to a conference, like NOTIFY messages, is protected.

SDES applies only for SRTP/SRTCP. A conference solution may also comprise floor control using BFCP which is transported over TCP. In this solution, BFCP is secured using TLS confidentiality and integrity protection. 

Ciphersuites and session keys to protect BFCP are negotiated via the TLS handshake. The TLS record protocol secures the actual BFCP messages. Mutual authentication during the TLS handshake may be achieved via different means:
(1) Usage of self-signed certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SDP offer-answer exchange.

This approach is specified in RFC 4582. "TCP/TLS/BFCP" is used as the protocol identifier in the "m=" line of the SDP, and the "a=fingerprint" attribute is used to provide the fingerprint of the self-signed certificate.

(2) Usage of PSK TLS.

In this case, a PSK must be established between the two parties. Assuming that SIP signalling is integrity and confidentiality protected, and that any SIP proxies between the endpoints of the TLS connection to be established are trusted, a PSK may be selected by one peer and be transmitted within the SDP to the other peer. RFC 4566 specifies a "k=" line that may be used to transmit an encryption key, but does not recommend its usage, as – different from the scenario considered here – it does not assume sufficient SIP signalling security. Alternatively, the "key-mgmt" attribute specified in RFC 4567 may be enhanced for this purpose, or an additional attribute may be specified (like it was done in RFC 4568 [25] (SDES) for transmitting a key to secure RTP based communication).

In this approach, the PSK will be protected during transport, but will be accessible by core network elements. It is assumed that this, like the SDES-based solution in TS 33.328, satisfies the security needs of major user categories.
NOTE: 
When using self-signed certificates or the "k=" line option for the PSK case then no further work in the IETF is expected to be required. For the other two options above for establishing the PSK, additional work in the IETF would be required. This needs to be taken into account when going to the normative stage. The decision whether more than one of the above options for TLS key management is to be mandated by 3GPP is left to the normative stage.
This solution for securing BFCP is very similar to a proposed solution for securing session based messaging. See clause 8.3.2.2 and 8.3.2.3 for a more detailed description and discussion of the solution. 
5.3.3
KMS-based solution

5.3.3.1
Introduction and overview 

5.3.3.1.1 
General
The KMS-based solution for conferencing is based on the functionality for KMS-based media security as described in TS 33.328 [3] and MIKEY-TICKET RFC 6043 [18]. The key management described and discussed is based on MIKEY-TICKET used in mode 1, i.e. there is a REQUEST, a TRANSFER and a RESOLVE exchange. Use of key forking is an essential component in the solution which provides user authentication. Key forking is available in MIKEY-TICKET mode 1 and 3.
The KMS-based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys may be used to key all media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 
To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.
The key management system shall support group key management in order to allow that a media stream can be encrypted once and be available to all conference participants.
The policies for a high security conference may require rekeying of group keys when users join and/or leave the conference and thus KMS-based secure conferencing shall support such rekeying. To limit resource consumption, especially at the beginning/end of a conference, where users join/leave frequently, it shall be possible to define a minimum time between rekeying events.
Editor’s Note: It is ffs what shall happen between re-keying events. For example can users already join the conference using an existing key, or will they have to wait?
5.3.3.1.2 
Conference creation

To create a secure conference a user requests a TICKET from the KMS and sends an INVITE message to the conference factory to create a secure session. The TICKET shall contain the conference factory as a recipient; other allowed recipients of the TICKET define the set of possible conference participants in addition to the conference creator. The set of allowed conference participants is recorded by the conference system and is later used to verify that only authorized users join the conference.  


The conference factory sends the ticket in the INVITE in a RESOLVE_INIT to the KMS. This will allow the conference factory to securely authenticate the initiator and verify that the initiator is authorized to set up a secure conference. The checking of the authorization to set up secure conferences is either against a conference policy maintained in the conference system or it is checked by the KMS when the ticket is resolved. The KMS may have a policy defining if the TICKET issuer is authorized to have a secure session with the conference factory which would correspond to being allowed to establish secure conferences.

To update the set of possible conference participants the conference owner sends an UPDATE or a re-INVITE to the conference focus which carries a ticket (requested from the KMS) with the updated set of conference participants as allowed recipients of the TICKET. The conference focus resolves the received ticket and updates the set of allowed conference participants.
If the conference owner wants to send an UPDATE or a re-INVITE without changes in the set of allowed conference participants it can re-use the ticket used when defining the set of allowed participants or use a ticket which only has the conference focus as legitimate receiver.

5.3.3.1.3
Conference call in
When the creator of the conference calls into the conference, the creator may reuse the TICKET used when INVITING the conference factory or create and use a new TICKET. The conference focus resolves the ticket by initiating a RESOLVE exchange with the KMS and verifies the identity of the conference creator. The conference focus then sends a REQUEST_INIT to the KMS requesting a TICKET with the group keys that it will need to key the conference. The conference focus responds to the initiator with a TRANSFER_RESP containing a KEMAC with the group keys to be used.
NOTE: 
In MIKEY-TICKET RFC 6043 [18] authentication of an invited party is achieved by key forking which is used to derive receiver end-point unique keys. Authentication of the inviting party is achieved by including Initiator Data in the TICKET payload.
Other conference participants can also call in to the conference by sending an INVITE to the conference focus. The invite may be due to a REFER from some other conference participant. Before sending the INVITE the conference participant to be, requests a TICKET from the KMS with allowed recipient equal to the conference focus. The ticket allows the conference system to authenticate the entity calling into the conference and verify that it is allowed to join the conference. The conference system authenticates the entity calling into the conference and verifies that it is allowed to join the conference. The conference system responds with a TRANSFER_RESP containing a KEMAC with the group keys to be used.

5.3.3.1.4
Conference call out

A conference participant can join the conference by receiving an INVITE from the conference focus. The INVITE may be due to a REFER from some other conference participant. The conference focus first checks that the intended participant is authorized to join the conference. The conference focus then requests a TICKET for the intended conference participant from the KMS. The conference focus includes the TICKET, possibly  together with a KEMAC containing group keys if such are used, and generates a TRANSFER INIT message to be included in the INVITE to the intended conference participant. When the intended conference participant receives the TRANSFER_INIT, he resolves the ticket and responds with a TRANSFER_RESP. The conference focus verifies the participant’s identity and lets the participant join the conference.

5.3.3.1.5
Rekeying 

The conference focus may need to initiate a rekeying of group keys if the conference policy demands that group keys are updated when participants join and/or leave the conference (see clause 5.3.3.1.1). Key updates are performed by a CSB update, see section 5.2 in RFC 6043 [18] included in an UPDATE or re-INVITE from the conference focus. Key change synchronization is performed by switching to the MKI for the updated key. 
Use of MKI has to be defined in the session set-up.
5.3.3.2
Protection of non-media information 

Protection of event packages should follow the solution for immediate messaging described in this TR. Protection of floor control signalling should follow the solution for described for protection of TCP/MSRP in this TR. The TICKET/KEMAC used to define the keys for media protection should include keys for protection of event packages and/or floor control

Editor’s note: This clause needs to be revisited once solutions for immediate messaging and for protection of TCP/MSRP are described. 

Editor’s note: An update of MIKEY-TICKET will be required to cover key management for session-less messaging (event packages) and PSK-TLS (floor control).
5.3.3.3 
Key management

5.3.3.3.1 
Principles

The basic principle for the key management is that the conference focus controls the creation and use of all group keys for media protection.  It shall also authenticate all participants and itself towards all participants. This is achieved by requiring that all INVITEs and REFERs to the conference focus by the conference creator as well as conference participants use tickets and settings to allow authentication of the sender. Tickets shall thus be profiled to use forking, i.e. the I flag shall be set to 1 (use forking).
The conference focus shall in the Ticket used when creating a conference include the conference focus and the set of possible conference participants as authorized recipients. Furthermore INVITEs and REFERs from the conference focus shall use tickets and settings to allow authentication of the conference focus and invited participants in addition to distribution of media protection keys. Tickets shall thus be profiled to use forking, i.e. the I flag shall be set to 1 (use forking).
The conference factory and the conference focus is, from a key management point of view, associated with a single KMS user. The URI for the conference factory and a conference focus are, from the KMS point of view, two different public user identities belonging to the same KMS identity. As conference URI's are dynamically allocated smooth management of this type of association requires that is locally managed by the KMS. For example, this could be achieved by a naming convention; if the conference factory is named factory.conference1@operator then conference URI's could be named focusX.conference1@operator where X would be an identifier for a specific conference.
5.3.3.3.2 
Example signalling diagrams


The signalling diagram in Figure 5.3.3.3.2-1 illustrates the signalling for creating a secure conference and different options for joining and inviting users to a secure conference. The signalling diagram is simplified and only contains signals relevant for key management and authentication of involved entities. Responses to INVITEs may occur in many different SIP messages and they are here collectively denoted by SIP_Resp.
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Figure 5.3.3.3.2-1: Signalling for creating and joining a conference

1
Conference creation

a)
The conference creator requests a ticket from the KMS which as legitimate receivers have all intended conference participants plus the conference factory. 

The conference creator generates a TRANSFER_INIT message containing the TICKET received from the KMS.

The conference creator sends an INVITE containing the TRANSFER_INIT message to the conference factory.
b)
The conference factory assigns a conference URI for the request and uses this identity when it requests the KMS to resolve the ticket received. A successful resolve authenticates the initiator and the IDRr in the TRANSFER_RESP message used to fork the keys will be the conference URI.
If the KMS returns an error message stating that the initiator is not allowed to establish a secure session with the conference factory then the conference factory returns an error message to the initiator with an appropriate failure code.
If a conference policy determines if a user is authorized to establish a secure conference, the conference factory checks that the initiator is authorized to establish the secure conference.

The conference factory records the identities of the creator of the secure conference and the associated allowed users. This information is transferred to the conference focus.

The conference factory generates the TRANSFER_RESP and sends it to the conference creator in a SIP response message.

c)
The conference creator checks the TRANSFER_RESP to authenticate the conference factory and the conference focus URI. The conference factory is authenticated indirectly as it generates a correct TRANSFER_RESP message. The conference URI is authenticated as it is the identity used as IDRr.
2
The conference creator/owner joining his conference.

The signalling in this case is identical to the signalling described in use case 3 below except for the addition that in step a, the creator may update the group of participants allowed in the secure conference. This is done by using a ticket which in addition to the conference focus also includes all participants to be allowed to join the conference.


3
A participant knowing the conference URI joining a conference.

a)
A conference participant having access to the conference URI requests the KMS to generate a ticket with the conference focus as legitimate receiver. 

The conference participant creates a TRANSFER_INIT message containing the TICKET received from the KMS.

The conference participant sends an INVITE containing the TRANSFER_INIT message to the conference focus.

b)
The conference focus requests the KMS to resolve the ticket received. A successful resolve authenticates the conference participant. 

The conference factory checks that the conference participant is authorized to join the secure conference. 

If the conference generates outgoing media which is common for all conference participants, then the conference factory generates a KEMAC containing the TEKs  used as group keys for protection of outgoing media.

The conference focus generates a TRANSFER_RESP message, possibly including the KEMAC, and sends it to the conference participant in a SIP response message.

The conference focus retrieves/derives the keys to be used for media protection.

c)
The conference participant checks the TRANSFER_RESP to authenticate the conference focus and derives/retrieves the keys to be used for media protection 


4
The conference creator/owner (or a participant) asks the conference focus to invite another participant. 
In the signalling diagram only the case when the conference creator/owner is the one inviting another user is illustrated.

a)
The conference creator/owner asking the conference focus to invite another participant, requests the KMS to generate a ticket with the conference focus and the intended new participant as legitimate receivers. 

The conference creator/owner creates a TRANSFER_INIT message containing the TICKET received from the KMS.

The initiator sends a REFER containing the TRANSFER_INIT message to the conference focus.

b)
The conference focus requests the KMS to resolve the ticket received. A successful resolve authenticates the initiator. The authentication of the initiator is there to limit the effects of possible DoS attacks by detecting unauthorized REFERs as early as possible.

The conference focus checks that the initiator and the additional legitimate user of the TICKET are authorized to join the secure conference.

The conference focus requests the KMS to generate a ticket with the conference participant as legitimate receiver.

If the conference generates outgoing media which is common for all conference participants, then the conference focus generates a KEMAC containing the TEK's used as group keys for protection of outgoing media.

The conference focus generates a TRANSFER_INIT message, possibly including a KEMAC, and sends it to the conference participant in an INVITE. 
c)
The conference participant request the KMS to resolve the ticket received. A successful resolve authenticates the conference focus. 

The conference participant generates a TRANSFER_RESP message and sends it to the conference focus in a SIP response message. 

The conference participant retrieves/derives the keys to be used for media protection.

d)
The conference focus checks the TRANSFER_RESP to authenticate the conference participant and retrieves/derives the keys to be used for media protection.


5
The conference creator/owner (or a participant) refers another user to the conference. 
The signalling diagram only illustrates the case when the conference creator/owner refers a user to join the secure conference.

a)
The conference creator/owner requests the KMS to generate a ticket with the conference focus and the  conference participant as legitimate receiver. 

The conference creator/owner creates a TRANSFER_INIT message containing the TICKET received from the KMS.

The conference creator/owner sends a REFER containing the TRANSFER_INIT message to the  conference participant.

b)
The  conference participant requests the KMS to resolve the ticket received. A successful resolve authenticates the conference creator/owner and verifies that the conference focus was defined by the conference owner/creator.

The conference participant requests the KMS to generate a ticket with the conference focus as legitimate receiver.

The conference participant generates a TRANSFER_INIT message and sends it to the conference focus in an INVITE.

c)
The conference focus requests the KMS to resolve the ticket received. A successful resolve authenticates the the conference participant. 

The conference focus checks that the conference participant is authorized to join the secure conference. 

If the conference generates outgoing media which is common for all participants, then the conference factory generates a KEMAC containing the TEK's used as group keys for protection of outgoing media.

The conference focus generates a TRANSFER_RESP message, possibly including a KEMAC, and sends it to the initiator in a SIP response message.

The conference focus retrieves/derives the keys to be used for media protection.
d)
The conference participant checks the TRANSFER_RESP to authenticate the conference focus and retrieves/derives the keys to be used for media protection
6

SRVCC
Editor’s Note: The service requirement for this feature should be confirmed by SA1.

6.1
Introduction
Single Radio Voice Call Continuity (SRVCC) refers to the voice call continuity between IMS over PS access and CS access for calls that are anchored in IMS when the UE is capable of transmitting/receiving on only one of those access networks at a given time. For facilitating session transfer (SRVCC) of the voice component to the CS domain, the IMS multimedia telephony sessions needs to be anchored in the IMS.
Figure 6.1-1 shows a brief architecture of SRVCC based on the figures in TS 23.216 [7]. This architecture also applies for the roaming scenario. The MSC Server in the figure is enhanced for SRVCC. 
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Figure 6.1-1: SRVCC Architecture
An overall high level concept for SRVCC from access network (E-UTRAN or UTRAN (HSPA)) to UTRAN/GERAN is depicted in Figure 6.1-2. This figure is based on information flows taken from TS 23.216 [7].
MME/SGSN in E-UTRAN/UTRAN (HSPA) first receives the handover request from E‑UTRAN/UTRAN(HSPA) with the indication that this is for SRVCC handling, and then triggers the SRVCC procedure with the MSC Server enhanced with SRVCC via the Sv reference point if MME/SGSN has SRVCC STN-SR information for this UE. MSC Server enhanced for SRVCC then initiates the session transfer procedure to IMS and coordinates it with the CS handover procedure to the target cell. MSC Server enhanced for SRVCC then sends PS-CS handover Response to access network, which includes the necessary CS HO command information for the UE to access the UTRAN/GERAN.
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Figure 6.1-2: Overall high level concepts for SRVCC from access network to UTRAN/GERAN

6.2
Use case description
If a UE requires protected communication, after the SRVCC procedure, the media still needs to be protected, and the security should not be degraded after the handover. In this scenario, end-to-end security requirement needs to be always satisfied. 
Editor’s note: VCC handover scenarios should be studied and the media protection termination points defined for each scenario.
6.3
Solution(s)
To maintain end-to-end security when SRVCC occurs, and to minimise the impact on current network deployment and network elements, the following solution is proposed.

The general idea is that, when secure communication is required, the encrypted media stream, i.e. the SRTP stream, is considered as the user data in CS domain, which will be transparently transmitted over the CS network. The enhanced MSC, eMSC, determines the communication is a secure session, either by an indication during the signalling exchange or by analysing the received media stream. 

NOTE: How the eMSC is informed by the indication of a secure communication is FFS.

eMSC is responsible for the protocol conversion. It unpacks CS data to get the SRTP stream, it then does encapsulation again over UDP/IP and sends the packet over an IP bearer to UE B. For UE B, when handling the secure communication, does not see any difference before and after the SRVCC. The session key materials generated/negotiated based on the IMS media plane security mechanisms before the SRVCC procedure will still be used after the SRVCC procedure. Thus, e2e security can be guaranteed for this scenario. 

Editor’s Note: The feasibility and mechanisms for transparent transmission of an SRTP stream over the CS network are ffs.

7
Services for user groups with high security requirements

7.1
General 

Some user groups with enhanced security requirements resembling enterprises (e.g., corporate and government enterprises) may have limited trust in the inherent IMS security. Moreover, these enterprises may find it more cost-effective to work with third-party managed service providers for all their communications needs, while still retaining the secrecy of enterprise data.
However, traditional approaches to key-management require that enterprises trust the third party provider to enable security solutions, and more importantly, trust them with the content itself expecting that the content is not compromised. 

To satisfy requirements of High Security User Groups that expect to retain secrecy of their content while still using the third-party managed key distribution, an end-to-end key management solution for client to client communications that provides following features is needed: 

· The elimination of passive key escrow. This is particularly important in enterprise environments, where the operator offers managed services to the enterprise, but the enterprise requires end-to-end security without the operator knowing what content protection keys were used. 
· Protection against active attacks on core network interfaces and at core network nodes.
· Mutual authentication of entities involved in the key exchange, coupled with perfect forward secrecy between sessions. Such key management solution inherently prevents a party with a spoofed user identity (i.e. IMPI/IMPU) engaging in a key exchange without being detected.

· Re-use of existing architectural network element, and as much as possible re-use of existing protocol container formats.
7.2
Use cases
Targeted use cases are Enterprises, National Security and Public Safety, Government communications, first responders, etc. which may have limited trust in the existing IMS security and/or may desire to provide their own key management service. An example use case is an operator that owns IMS infrastructure and provides managed services to Enterprises for their IP telephony and Multimedia Applications. 
In TS 33.328 [3] two solutions were standardized, one for major user categories and one for the above mentioned use cases. Some of the above user groups desire or require the following additional requirements, not provided by the solutions standardized in TS 33.328 [3]:
· Elimination of passive key escrow. 

· Perfect forward secrecy between sessions.
Active key escrow may still be possible.
Editor’s note: It is for further study whether elimination of passive key escrow capability without elimination of active key escrow is a significant enough security uplift to justify standardization of a completely new IMS media plane security solution. Lawful interception requirements for this use case are also for further study.

7.3
Solution(s) 

8
IMS messaging 
8.1
Introduction

8.1.1
General

The stage 3 specification of messaging services in IMS is given in TS 24.247 [10] which is based on the stage 2 specification given in clause 5.16 in TS 23.228 [8].  Clause 4 in TS 24.247 [9] gives the following overview of IMS messaging features:

The messaging service within the IM CN subsystem provides the means for a user to send or receive single messages immediately to / from another user and to create and participate in a messaging conference with one or more other users. Participants to such message based communication may be internal or external to the home network.

When to use an immediate message and when to use a session-based messaging session will depend on the application. 

NOTE:
Some participants may always use session-based messaging, while others may use immediate messaging or a combination of session-based messaging and immediate messaging dependant of the characteristics of the messaging session. The criteria are implementation and application specific.

For immediate messaging the procedures for page-mode messaging, as defined in RFC 3428 [12] or for session-mode messaging, as defined in RFC 4975 [13], draft-ietf-simple-msrp-sessmatch [14] andRFC 6135 [15] are utilized. When to use a page-mode messaging and when to use session-mode messaging session for the purpose of immediate messaging will depend on the application. 

For session-based messaging and session-based messaging conferences, the Message Session Relay Protocol (MSRP) is utilized to transport messages.

As described above, there are three types of messaging services in IMS: immediate messaging, (one-to-one) session-based messaging and session-based messaging conferences. These use cases and the corresponding SIP signalling is described in more detail in clause 8.2.

More advanced services like delivery reports, chat alias, private messages, conversation history, barring, and participant information has been standardized by IETF and OMA. The services are invoked/used by sending information in SIP headers or MIME content types, which is parsed by an AS or another terminal. It is ffs if these services have impact on the security solution.
Message interworking is described in TS 29.311 [10].
8.1.2
Immediate security observations

-
For immediate message e2ae security and even hop-by-hop security covering the whole signalling path is already standardized (SIP security).  To accomplish e2e security in the same way as for RTP-based media some type of application layer security e.g. an enhanced version of S/MIME is needed.

-
For immediate message the key management signalling has to be half-roundtrip (i.e. no negotiation). The key management signalling could be transferred in a SIP header or in the SIP body.

- 
The solution should also support sending of messages to multiple recipients. 

Editor’s note: It is ffs whether an e2e solution for immediate messaging should support deferred delivery, and whether requirements on timestamps and replay need to be considered. 

-
For session-based messaging (MSRP), e2ae, hop-by-hop security could be achieved by using TLS. If no application servers are involved then TLS may provide end to end security.To accomplish e2e security in the same way as for RTP-based services e.g. an enhanced version of S/MIME is needed.  
-
For MSRP, the key management is not limited to half-round trip and can therefore include some negotiation. For TLS, the key management could be transferred in a SIP header. Some extra per-message information may also be needed in the MSRP body. For end-to-end security, the credentials for key management could be transferred in a MSRP header or in the MSRP body with an appropriate MIME type (e.g. application/mikey).
-
For session-based messaging conferencing, an end-to-end security solution may use a group key. As the architecture for session-based messaging conferencing and ordinary voice conferences are similar, they could eventually use similar security solutions. However, in contrast to voice, messages may typically not require mixing, i.e. there may be less need for cleartext media access by the conference server.
-
MSRP is also used for services like file transfer and image share. A solution for secure MSRP should therefore also take requirements for such services into consideration. 

8.2
Use cases
8.2.1
Immediate messaging
8.2.1.1
General

In immediate messaging there is no protocol session involved as each message is independent of the previous messages. Messages are sent using the SIP MESSAGE method (RFC 3428 [12]). The messages can contain any type of payload (not only text), formatted with an appropriate MIME type. 
MESSAGE sip:user2@domain.com SIP/2.0

Via: SIP/2.0/TCP user1pc.domain.com;branch=z9hG4bK776sgdkse

Max-Forwards: 70

From: sip:user1@domain.com;tag=49583

To: sip:user2@domain.com

Call-ID: asd88asd77a@1.2.3.4

CSeq: 1 MESSAGE

Content-Type: text/plain

Content-Length: 31

All your base are belong to us.

The message is routed like an SIP INVITE and the sender gets a 200 OK as response. A MESSAGE request does not create a SIP dialog. 
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Figure 8.2.1.1-1: Immediate messaging procedure to registered Public User Identity
In step 4 and 8 the S-CSCF may reject (based on operator policy) the MESSAGE request with an appropriate response, e.g. if content length or content type of the MESSAGE are not acceptable. S‑CSCF invokes whatever service control logic is appropriate for this MESSAGE request. This may include routing the MESSAGE request to an Application Server, which processes the request further on.
8.2.1.2
Deferred delivery
If UE#2 is unregistered, service control is invoked by its S-CSCF as shown in step 8 in the figure below. If UE#2 has a deferred delivery service activated, the MESSAGE request is routed to an AS, that holds the MESSAGE request and delivers it when UE#2 becomes reachable (not shown in the figure below).


[image: image8]
Figure 8.2.1.2-1: Immediate messaging procedure to unregistered Public User Identity
8.2.1.3
Multiple recipients 

A single MESSAGE request can be sent to multiple recipients. This can be done in two ways:

-
Address the MESSAGE request to a PSI (Public Service Identity) identifying a predefined group. The MESSAGE request will be routed to the AS hosting the PSI, which creates and sends MESSAGE requests addressed to each one of the group members.

-
Address the MESSAGE request to the AS that implements the role of the List Server. Multiple IMPUs is included in a multipart body according to RFC 5365 [16]. The AS creates and sends MESSAGE requests addressed to each one of the group members.

The AS returns 202 Accepted.
8.2.2
Session-based messaging
8.2.2.1
(One-to-one) session-based messaging 
Before any instant message can be sent a session must be established using SIP/SDP. The actual messages are sent using MSRP (RFC 4975 [13]) on top of TCP. The messages can contain any type of payload (not only text), formatted with an appropriate MIME type. 
MSRP a786hjs2 SEND

To-Path: msrp://biloxi.example.com:12763/kjhd37s2s20w2a;tcp

From-Path: msrp://atlanta.example.com:7654/jshA7weztas;tcp

Message-ID: 87652491

Byte-Range: 1-31/31

Content-Type: text/plain

All your base are belong to us.

-------a786hjs2$

Message sessions may be either established end to end between two UEs (as shown in Figure 8.2.2.1-1 below) or may involve one or more intermediate nodes (e.g. an Application Server performing per message charging). 
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 Figure 8.2.2.1-1: Establishment of a MSRP session
An MSRP session between two users can be established with involvement of an intermediate node (messaging AS) if for example charging mechanisms are required.  In this case the AS is able to inspect the SIP signalling as well as the exchanged messages and their content. Example call flow for establishment of MSRP session with intermediate nodes can be found in clause A.4.3 of 24.247.
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Figure 8.2.2.1-2: Establishment of a MSRP session with Intermediate Nodes
8.2.2.2
Session-based conference messaging
Session-based messaging between more than two UEs requires the establishment of a session based messaging conference. Within session based messaging conferences including multiple UEs (e.g. multiparty chat conferences) an MRFC/AS controls the media resources, and the MSRP/TCP connection is established hop-by-hop via an MRFP. The functional split between AS, MRFC and MRFP is the same as the one described in clause 4 of TS 24.147 [4] for SIP based conferences. Example call flow for establishment of session-based messaging conference can be found in clause A.5.1 of 24.247. The UE can connect to a conference by sending an SIP INVITE to the MRFC/AS as illustrated in Figure 8.2.2.2-1.




[image: image14.emf]S-CSCF UE#1 P-CSCF HSS MRFC / AS MRFP

Visited Network

UE#1 Home 

Network MRFC

/

AS Home Network

I-CSCF

2. TCP Setup 

3. 

Send message 

4. 

Message OK 

1. SIP signaling

 Figure 8.2.2.2-1: Establishment of a MSRP messaging conference

The MRFC/AS can also invite a UE to a messaging conference.
8.3
Solution(s)
8.3.1
KMS-based solution

8.3.1.1
Immediate messaging

8.3.1.1.1
Sending of an immediate message

The sending of a protected message is done as in Clause 5.3.1.2 of TS 24.247 [9], with the difference that the SIP MESSAGE shall contain a TRANSFER_INIT message. The URI defined in the SIP Request URI should be an allowed resolver of the ticket. If the Request URI is a PSI identifying a group and the AS (the list server) is an allowed resolver, the AS should check if some of the entries in the URI list are not allowed to resolve the ticket. If that is the case, the AS should decrypt and re-encrypt the message using a ticket that these entries are allowed to resolve.

The ticket shall be profiled as follows:

· The F flag shall be set to 0 (no TRANSFER_RESP)

· The G flag shall be set to 0 (no RANDRr)

· The H flag shall be set to 1 (use RANDRi )

· The I flag shall be set to 1 (use key forking)

· The ticket shall not include any TGKs

TRANSFER_RESP is not used as the Responder may be unregistered, see Figure 8.2.1.2-1. Key forking is used to provide non-repudiation of the TRANSFER_INIT message and the SIP MESSAGE body (otherwise the authentication key is a group key). The Prot Type associated with the Crypto Session (CS) shall be PSK/MIME as defined in Annex A. The key associated with the CS shall be a GTGK. The number of allowed responders should be as few as possible. The Initiator uses keys derived from the GTGK to protect the MIME body according to Annex B. MIME entities not intended for the end terminal (e.g. URI-lists) shall not be protected. The ticket can be reused, but the intended responders (SIP Request URI, URI-lists) should be the same each time.
8.3.1.1.2
Receiving an immediate message

Upon receipt of a protected SIP MESSAGE, the Responder sends a RESOLVE_INIT message to the KMS requesting it to resolve the ticket. The Responder uses the resolved keys to verify and/or decrypt the protected MIME content according to Annex B. As key forking is used, the TRANSFER_INIT message and the SIP MESSAGE body is integrity protected with MPKr (in the Initiator Data) that only the Initiator and the KMS has knowledge of. A successful resolve combined with a successful verification of the TRANSFER_INIT authenticates the initiator and provides non-repudiation (proof of origin). Otherwise the handling is as described in clause 5.3.1.3 of TS 24.247 [9].
Editor’s Note: More explanatory text to be added on how non-repudiation is achieved. Integrity protection of the SIP message body is ffs.
8.3.1.2
Session-based messaging protection using TLS
The sending of protected messages is done as in Clause 6 of TS 24.247 [9], with the difference that the SIP INVITE sent from the Initiator shall contain a TRANFER_INIT message. The URI defined in the SIP Request URI shall be one of the allowed resolvers of the ticket. The ticket shall be profiled as in 33.328 Annex D. Because of call diversion and the possibility of applications servers being inserted into the MSRP signalling, it is recommended that the ticket can be resolved by anybody. The Prot Type associated with the Crypto Session (CS) shall be TLS as defined in Annex A. The key associated with the CS shall be a TGK. As the TLS handshake includes negation of parameters, security policies (SP payloads) shall not be associated with the Crypto Session (CS).
Upon receipt of the SIP INVITE, the Responder resolves the ticket. As key forking is used, the TRANSFER_INIT message is integrity protected with MPKr (in the Initiator Data) that only the Initiator and the KMS has knowledge of. A successful resolve combined with a successful verification of the TRANSFER_INIT authenticates the Initiator and provides non-repudiation (proof of origin) of the TRANSFER_INIT message. The Responder sends a TRANSFER_RESP back to the Initiator (or Application Server) in a 200 OK.

Editor’s Note: More explanatory text to be added on how non-repudiation is achieved.

Upon receipt of the 200 OK, the Initiator parsed the TRANSFER_RESP. As key forking is used, a successful resolve combined with a successful verification of the TRANSFER_INIT authenticates the Responder.

To protect MSRP/TCP, TLS shall be used. If one or more application servers are inserted into the MSRP signalling path, the TLS protection will be hop-by-hop. TLS shall be profiled as given in TS 33.310 [22], Annex E, with the difference that the TLS_RSA_cipher suites shall be replaced by the corresponding TLS_PSK_cipher suites.
The TEK derived from the TGK is used as Pre-Shared-Key in the TLS handshakes. As the TLS handshake includes key-management and derives a TLS session keys, the derived TEK can be used to set up several TLS sessions. 
If one or more Application Servers (AS) are inserted in the MSRP signalling path (meaning that they will terminate the TCP connection) the TLS protection also has to be terminated in the AS and the TLS protection will be hop-by-hop. Any such AS shall resolve the ticket and insert a new TRANFER_INIT message into the outgoing SIP INVITE. Such ASs shall also parse the TRANSFER_RESP message and insert a new TRANFER_RESP message into the outgoing 200 OK. TCP terminating ASs therefore needs to have KMS user identities and be able to request and resolve tickets. Both the Initiator and the Responder is notified that TLS is terminated in an AS, and can therefore choose to close the MSRP connection.

8.3.2
SDES-based solution
8.3.2.1
Immediate messaging
In this solution, security for immediate messaging (using SIP MESSAGE) solely relies on IMS control plane protection. SIP MESSAGE messages are transported in the IMS control plane and are thus protected.

The IMS control plane can be secured using IPsec or TLS between the IMS-UE and the P-CSCF and between core network elements. Similar to the "SDES-based solution" for key management for the protection of real time traffic (see TS 33.328 [3], clause 6.2.2), integrity protection as well as confidentiality protection shall be applied.

In this solution, core network elements in the control plane have access to the message content, in particular P-, S- and I-CSCF. The solution implies that subscribers trust the network in not abusing the message content.

Like in the SDES-based key management described in TS 33.328 [3], a user A sending a message to user B has no indication about the degree of protection of the message between the core network and user B.

Application servers may be used for storing instant messages for a user that is currently not registered or for distributing instant messages to multiple recipients. In this solution, such application servers have access to the message content and must be trusted. If an AS receives a SIP MESSAGE for distribution, it may need to check the authorization of the sender. This requires identification of the sender, which is provided securely via the P-Asserted-Identity header (assuming integrity protection for the control plane, as stated above).

8.3.2.2
One-to-one session based messaging

8.3.2.2.1
General

In this solution, MSRP sessions are secured using TLS confidentiality and integrity protection. TLS endpoints may be IMS UEs, but also intermediate nodes within the network. Like the IMS UE, such intermediate nodes need not only media plane connectivity, but also control plane connectivity. They may be split in a control plane and a media plane node, like the MRF is split into MRFC and MRFP. In this case, security properties required for the control plane in this solution, like e.g. integrity protection or confidentiality protection, are also required for the interface between control plane part and media plane part of the intermediate node. To avoid complexity, intermediate nodes are described as one entity in the following, even if they are split into a control plane and a media plane node.

NOTE:  
Such intermediate nodes are for example involved in the message flow shown in Figure 8.2.2.1-2 (nodes AS#1 and AS#2).
Ciphersuites and session keys to protect the media transport are negotiated via the TLS handshake. The TLS record protocol secures the actual media. Mutual authentication during the TLS handshake may be achieved via different means:

(1) Usage of self-signed certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SDP offer-answer exchange.

This approach is specified in RFC 4975 [13]. "TCP/TLS/MSRP" is used as the protocol identifier in the m-line of the SDP, and the "a=fingerprint" attribute is used to provide the fingerprint of the self-signed certificate.

It is assumed in this approach that SIP signalling is integrity protected, and that any SIP proxies between the endpoints of the TLS connection to be established are trusted. This means that the certificate fingerprints can be transported securely. If the fingerprints of the certificates used for the TLS handshake match the fingerprints transmitted via SIP signalling, then each TLS endpoint can be sure that TLS is really established between the nodes that exchanged the SIP signalling.

(2) Usage of PSK TLS.

In this case, a PSK must be established between the two parties. Assuming that SIP signalling is integrity and confidentiality protected, and that any SIP proxies between the endpoints of the TLS connection to be established are trusted, a PSK may be selected by one peer and be transmitted within the SDP to the other peer. RFC 4566 [23] specifies a "k=" line that may be used to transmit an encryption key, but does not recommend its usage, as – different from the scenario considered here – it does not assume sufficient SIP signalling security. Alternatively, the "key-mgmt" attribute specified in RFC 4567 [24] may be enhanced for this purpose, or an additional attribute may be specified (like it was done e.g. in RFC 4568 [25] (SDES) for transmitting a key to secure RTP based communication).

In this approach, the PSK will be protected during transport, but will be accessible by core network elements. It is assumed that this, like the "SDES-based solution" in TS 33.328, satisfies the security needs of major user categories.

NOTE: 
When using self-signed certificates or the ‘k-line’ option for the PSK case then no further work in the IETF is expected to be required. For the other two options above for establishing the PSK, additional work in the IETF would be required. This needs to be taken into account when going to the normative stage. The decision whether more than one of the above options for TLS key management is to be mandated by 3GPP is left to the normative stage.
As for media security for RTP based traffic (specified in TS 33.328), protection may be offered for the access only, i.e. via a TLS connection between the IMS UE and an intermediate node within the core network. This is called e2m security in the following.

If security covers the whole transport connection between two IMS UEs, but is provided in a hop-by-hop manner, i.e. via a chain of TLS connections, this is called hop-by-hop security. 

8.3.2.2.2
E2m security for one-to-one session based messaging

This approach re-uses many of the concepts for e2ae security for RTP based traffic specified in TS 33.328 [3]. 

TS 23.228 [8] already describes the usage of intermediate nodes in session based messaging. For this, in the originating as well as in the terminating case, the S-CSCF, when processing an INVITE message establishing an MSRP session, routes the message to an intermediate node that acts as a SIP B2BUA and also as media relay for the session. Assuming that intermediate nodes are used on the originating and terminating side, and that these intermediate nodes are different ones, the connection will be established in at least three hops.

An example for this is shown in Figure 8.2.2.1-2: The intermediate nodes are AS#1 and AS#2, and TCP connections are established between UE#1 and AS#1, AS#1 and AS#2, and AS#2 and UE#2. In this example, when e2m security is applied for UE#1, the TCP connection between the UE#1 and AS#1 is secured using TLS. Independent from this, when e2m security is applied for UE#2, the TCP connection between the UE#2 and AS#2 is secured using TLS. 

The procedures for indicating the support for e2m security and for establishing MSRP sessions with e2m security are analogous to the procedures for e2ae security in TS 33.328 [3]:

A UE that is willing to make use of e2m security indicates this in the REGISTER request. If the network is willing to support e2m security for this UE, it indicates this in the reply on the REGISTER request. Although such indications are already specified for e2ae security for RTP based media, it is proposed to introduce additional indications for e2m security for session based messaging, to allow using e2ae for RTP based media and e2m security for session based messaging selectively. If both UE and network have indicated support for e2m security in this way,

· in the originating case, the originating UE may request e2m security for an MSRP session to be established by using "TCP/TLS/MSRP" (rather than "TCP/MSRP") in the m-line of the SDP offer, and by using an SDP attribute indicating the request for e2m security 

· in the terminating case, if no security is specified in an incoming request, the network will indicate the usage of e2m security for the MSRP session to be established by using "TCP/TLS/MSRP" (rather than "TCP/MSRP") in the m-line of the SDP offer sent to the terminating UE, and by using an SDP attribute indicating that the offered security is e2m security.

In both cases, the network inserts an intermediate node. The TCP connection from the UE is terminated by the intermediate node and is secured using TLS. Another TCP connection is used from the intermediate node towards the other endpoint of the MSRP session (possibly via additional intermediate nodes).

With e2m security, the network operator has access to the cleartext communication content, so LI can be supported conveniently.

Both methods for mutual authentication and key establishment described in 8.3.2.2.1 could be used. However, for e2m and for hop-by-hop security between UEs the same method should be chosen, to avoid that an IMS-UE must implement two different methods. Usage of self-signed certificates may not be compliant with LI requirements in some special cases of hop-by-hop security – see discussion in the following clause 8.3.2.2.3.
8.3.2.2.3
Hop-by-hop security for one-to-one session based messaging

In one-to-one session based messaging, a TCP connection may be established directly between two IMS UEs, without intermediate nodes. TLS for this TCP connection can provide e2e security for the message session (this is considered a special case of hop-by-hop security).

If key management is done using self-signed certificates, the network operator need not contribute to the media encryption (except for transporting the certificate fingerprint and the TLS handshake messages) and cannot access the cleartext media.

Editor's Note:

It is for further study whether this approach complies to LI requirements.

If key management is done by transmitting a PSK within the SDP as described above, the operator can facilitate lawful interception as he has access to the PSK and all exchanged information. 

As Figure 8.2.2.1-2 shows, a one-to-one messaging session may involve intermediate nodes, and several TCP connections in a chain to provide media transport. In this case, each TCP connection can be secured using TLS. The media protection is interrupted at each intermediate node in this scenario. The intermediate nodes can perform their assigned functions with access to the cleartext media.

The intermediate nodes must decrypt and re-encrypt all traffic in the message session. Besides their assigned functions, they could also provide unencrypted communication content for LI purposes.

If an IMS-UE establishes a media session indicating the protocol TCP/TLS/MSRP in the SDP without indicating the request for e2m security, this is considered as a request for hop-by-hop security between UEs as described in this clause.

8.3.2.3
Session based messaging conferences

In this case, an MRF/AS acts as a conference server and distributes all messages sent by one participant to all the other participants in the session. Participants can join the session by sending an INVITE to the PSI (Public Service Identifier) representing the messaging session. The MRF/AS receives the P-Asserted-Identity of the inviting subscriber, so it can enforce that only authorized subscribers can participate in the session. In case the subscriber sending the INVITE does not reveal his identity, the MRF/AS may reject the INVITE by sending a 433 "Anonymity disallowed".

In any messaging conference, participants may use e2m security for messaging. This is transparent for the conference server.

NOTE: 
A UE may also implement a conferencing service, and may use e2m security, transparently for the participants. However, this is not in the focus of this specification.
A conference server may also be configured to accept only TCP connections secured by TLS for a specific messaging conference. In the "dial-in" case, it can enforce usage of TLS by rejecting INVITEs that do not specify TCP/TLS/MSRP as the media protocol. In the "dial-out" case, it can enforce the usage of TLS by specifying TCP/TLS/MSRP as the media protocol. However, this does not guarantee that the media is secured on all transport hops, as intermediate nodes may exist between the conference server and the participating UEs that terminate media protection and relay media onto unprotected TCP connections towards UEs. 

On the other hand, a UE (or a messaging conference server) that establishes an MSRP session using TCP/TLS/MSRP as the media protocol and does not use e2m security as specified above, may expect the network not to change the transport to TCP/MSRP on some other transport hop. If the involved networks meet this expectation, and if the conference server rejects INVITEs not specifying TCP/TLS/MSRP, it is ensured that all media belonging to the messaging conference is secured on all transport hops.

Both variants for mutual authentication in TLS described in clause 8.3.2.2.1 can be used, i.e. either self-signed certificates or a PSK. 

Editor’s Note: If self-signed certificates are used, and a UE connects without an intermediate node directly to the conference server, and the conference server is not controlled by the operator, the operator may not be able to fulfil LI requirements, as stated in the Editor's Note in clause 8.3.2.2.3.

The conference server has access to the cleartext messages and must be trusted, as must be all intermediate nodes and all involved SIP proxies.
9
Communications diversion
9.1
Introduction
Communications Diversion (CDIV) service is a widely used service which enables a served user, to divert the communications addressed to the served user’s address to another destination according to the specified CDIV services. 

CDIV is specified in TS 24.604 [11] including the following CDIV services:

· Communication Forwarding Unconditional (CFU).

The CFU service enables a served user to have the network redirect to another user communications which are addressed to the served user's address.

· Communication Forwarding Busy (CFB).

The CFB service enables a served user to have the network redirect to another user communications which are addressed to the served user's address and meet busy.

· Communication Forwarding No Reply (CFNR).

The CFNR service enables a served user to have the network redirect to another user communications which are addressed to the served user's address, and for which the connection is not established within a defined period of time.

· Communication Forwarding on Not Logged in (CFNL).

The Communication Forwarding on Not Logged-in (CFNL) service enables a served user to redirect incoming communications which are addressed to the served user's address, to another user (forwarded-to address) in case the served user is not registered (logged-in).

· Communication Deflection (CD).

The CD service enables the served user to respond to an incoming communication by requesting redirection of that communication to another user.

· Communication Forwarding on Subscriber Not Reachable (CFNRc).
The CFNRc service enables a user to have the network redirect all incoming communications, when the user is not reachable (e.g. there is no IP connectivity to the user's terminal), to another user.
9.2
Use cases and requirements
In CDIV scenarios, the diverted communication should still be protected with the required security level. In such cases, a call usually terminates in a phone registered by a user other than the intended receiver; the caller cannot know whether a call will be diverted when the caller makes the call. What the caller knows is just the identity of the intended user.

For secure communication, assurance about the identity of the communication peer is important. IMS provides mechanisms for user identity assurance but also for user anonymity. In the following a short overview is given. 
When communications diversion is possible, a calling user cannot always be sure whether a session will be established to the intended callee or to another user (to which the call has been diverted to). Depending on the subscription options selected by the called user, the calling user may or may not be notified about diversion of a call (by receiving a response 181 - call is being forwarded).

A user calling another user with the goal to establish a media session with e2e media security may want to make sure that the session is established with the called user rather than with some other user, to which the call may have been diverted. 

If no indication of the call being forwarded is received, a way to find out whether the call has been diverted is to check the response on the INVITE for a P-Asserted-Identity header field containing the public identity of the answering IMS user. However, such a header field may or may not be present. (If the Privacy SIP header is set to "id" in the response, the P-Asserted-Identity header is removed in the terminating network. This may happen if a supplementary service such as Terminating Identity Restriction is used by the called subscriber - see TS 24.608 [26] for details.)

If a P-Asserted-Identity is given and matches the called identity, the calling user knows that the call is established as intended. Otherwise, the calling user either knows which other user he will be connected to (namely when the call has been diverted and the P-Asserted-Identity of the diverted-to user is presented to the caller), or the caller knows that the call has been diverted without knowing to whom, or the caller only gets the information that the identity of the terminating user is unknown.
9.3 
Solution(s)

9.3.1
SDES-based solution
For e2ae security, CDIV does not make any difference. E2ae security on the originating side is independent of the called user. If a "diverted-to" user and his terminating network have agreed on the usage of e2ae security (during registration), e2ae security will be applied for terminating calls, not depending on whether these calls have been diverted or not. Moreover, usage of e2ae security on the terminating side is transparent for the calling user.
The remainder of this clause relates to SDES-based e2e security.
If SDES is used, when communication diversion service is trigged, the AS will re-invite the corresponding user still using SDES-based solution for a secure communication. For example, user A initiates a call to user B which has subscribed the CDIV service. When the diversion condition is met, the call is re-invited by the CDIV AS to user C which is pre-assigned by user B. If SDES is used, A includes a key K1 in the SIP message, AS obtains K1 and includes it in the SIP message to C, C responds with a SIP message including a second key K2, thus the communication between A and C is protected.

As described in clause 9.2, user A may not be notified about the call being diverted. It may receive the identity of the terminating user C in a response message, or it may not receive the identity of the terminating user. In the SDES-based solution, no other means is available besides the control plane information (i.e. the SIP messages) to get assurance about the identity of the terminating user. 
However, users could (try to) identify the callee during the call, via media communication, e.g. by recognizing the other user’s voice. This is in general necessary, even if the identity of the terminating party is transmitted, because the terminating SIP user agent may be used by any human user that has physical access to the respective SIP phone or computer, not only by the registered subscriber. (Physical protection of such end devices cannot be assumed for major user categories.)

If SDES is used for establishing the media security association, the key for encrypting the media stream sent by the calling user is provided within the SDP part of the INVITE message. In cases of call diversion, this INVITE may reach the originally intended recipient (depending on the type of call diversion).  If the call is subsequently established to the diverted-to user, the originally intended recipient may therefore be able to decrypt the media sent by the calling user, if he is somehow able to eavesdrop the encrypted media stream (e.g. by some kind of successful attack on the media routing mechanisms). (A call may even be diverted more than once, so more than one user not terminating the call may see the key allowing to decrypt the media stream of the calling user.)
When the calling user realizes that the call is established to another user than the intended callee, and he has learnt the identity of this other user then, in order to ensure that the key is known by no other user, the calling user may cancel the call and issue a new INVITE to the diverted-to user, with a new SDES crypto attribute and a different key. When however realizing that the id of the terminating user cannot be verified, the calling user has only the options to cancel the call or to proceed with the call, aware of the fact that the terminating identity is unknown.
Editor’s Note: It is ffs whether alternative methods, e.g. sending an UPDATE instead of an INVITE, are feasible and useful, or whether the original callee could potentially see the UPDATE message. Note that, when using the UPDATE method, the identity of the diverted-to user need not be known.
The risk of abuse of this situation seems to be rather low (only the original callee and possibly intermediate diverted-to users see the key, only one direction of the media session is affected, mostly an additional manipulation of the media routing is required). One can argue that this risk is acceptable for the major user categories for which the SDES e2e solution is intended. 
Editor's Note:
 TS 33.328 describes authentication for SDES-based e2e security in clause 5.4.2. It may be useful to add a remark that even inside one trust domain, IMS UEs may have no indication about the identity of the peer in a session because of the usage of Originating Identity Restriction, Terminating Identity Restriction, and/or communications diversion.
9.3.2
KMS-based solution
9.3.2.1 
General
If KMS is used, the diverted user must be authorized. In normal use of the KMS-based solution when the caller requests a ticket based on the identity of the intended user, a diverted call will very likely fails as the ticket is not valid for the terminating side. 
Editor's Note: TS 33.328 in its present version does not mention any restriction of the KMS-based solution with respect to CDIV. It may be useful to add a remark to TS 33.328 stating that, when the caller requests a ticket based on the identity of the intended user, a diverted call will very likely fail as the ticket is not valid for the terminating side.
One way to support secure communication of CDIV use case, is to require that the KMS should be able to authenticate the diverted-to user. Another option is to allow the diverted to user to decline the call with an appropriate failure code. This would allow the caller to send a new invite with or without security.   
9.3.2.2
KMS-based solution number 1
In this sub clause, a possible solution based on KMS is given. The solution basically works as follows: Firstly, the initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the desired recipient. When the recipient subscribes the CDIV service and the diverting condition is met, the call will be forwarded to the pre-assigned user by the CDIV AS. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. When the terminating side requests the KMS to resolve a ticket and return the keys to be used, the KMS interworks with CDIV AS, i.e., KMS sends a inquire request to AS with the identity of initiator, the desired user and the diverted-to user, AS checks whether the diverted-to user is correct, and response to the KMS with the inquire result. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user carried in the request message. Thus the KMS knows whether the diverted-to user is authorized to resolve the ticket or not.
Figure 9.3.2-1 illustrates the procedure of secure CDIV using KMS-based solution, here the CFU service is used as an example to describe the security procedure, the procedure of other CDIV services is in principle the same. The procedure shown in figure 9.3.2-1 is based on signalling flow for a successful communication forwarding unconditional described in TS 24.604 [11]. Note that for simplicity some of the nodes, e.g. CSCFs in IMS network, and messages have been omitted. The detailed signalling flow for a successful communication forwarding unconditional based on an AS providing the forwarding is described in TS 24.604 [11] A1.1.
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Figure 9.3.2-1: Procedure of secure CDIV using KMS-based solution
Description:

User B has activated the CFU service.
1.
UE A requests a ticket from the KMS to communicate with UE B.

2.
The KMS generates a corresponding ticket and sends it back to UE A in the ticket response message.

3.
UE A sends initial INVITE request including the ticket towards UE B through the IMS network.

4.
UE B is subscribed to the CFU service, with the use of the IFC, the INVITE message is forwarded to the AS.
5-6.
Procedures for CFU are executed. Depending on the value of subscription option “Originating user receives notification that his communication has been diverted (forwarded or deflected)”, a 181 (Call Is Being Forwarded) response is sent towards the UE A indicating that the communication is diverted.
7.
An INVITE request including URI-C as destination is sent back from the AS to the S-CSCF in the IMS network. Additional the History-Info header, identity of the AS and possibly a CDIV indication is included.
8.
The INVITE message is sent to the UE C through the IMS network.

9.
UE C sends ticket resolve message to the KMS including ticket, ID-AS, ID-C and possible CDIV indication.

10.
The KMS sends a inquire request including ID-A, ID-B based on information about allowed recipients carried in the ticket and the authenticated identity ID-C carried in the resolve request message.
11.
The AS checks whether UE C is the correct diverted-to user set by UE B and then sends inquire response message to the KMS to inform the inquire result.
12.
If UE C is authenticated as the correct user, the KMS resolves the ticket and returns the keys to UE C in resolve response message. Otherwise, the KMS refuses to solve the ticket.
13-16. 
UE C sends 200 OK including TRANSFER_RESP message to UE A as specified in TS 33.328 [3].
Thus the communication between UE C and UE A can be protected. 
9.3.2.3
KMS-based solution number 2

This clause does not really propose a new solution but describes how current procedures could be used and handled in call diversion scenarios.  The handling is described in the following step by step description:

0
Tickets prescribing key forking are used.
1
The caller requests a ticket for the intended receiver. The ticket may include other receivers as well.

2
The caller INVITEs the intended receiver using the requested ticket.
3
The INVITE is diverted with the original ticket.

4
The receiver checks if he is an authorized user of the ticket. If he is, he accepts the INVITE. If not

5
The receiver declines the call and responds with an error message indicating that it is not authorized for a secure call using the ticket in the INVITE. The response includes the identity of the receiver.
NOTE: 
A user declining the invitation because he is not authorized to use the received ticket will of course not receive any session keys from the KMS. If an authorized receiver declined the invitation but still resolved the ticket he would get session keys unique for him and thus not the same as another user would get, due to the fact that key forking is prescribed. 


6
The caller checks the error message and notices that the responder was not authorized for use of the ticket.

7
The caller now checks the identity of the responder and notices that it is different from the identity of the intended receiver. 

8
The caller now has three choices: a) to hang up, b) to send an INVITE for a plain call to the responder, c) to send and INVITE for a secure call to the responder. Choosing option c requires that the caller request a new ticket with the responder as an authorized receiver.

This described handling of call diversion has the benefit that there is no need for new network functionality. Furthermore it leaves the decision on how to handle a diverted secure call to the initiator of the call.

10

Conclusions
Annex A:
IANA considerations

A.1

IANA assignments

This clause defines several new values for the namespace Prot Type defined in IETF RFC 3830 [19]. IANA is requested to record the assignments in Table X.1 to the namespace Prot Type in the MIKEY payload registry. The Prot Types can be used by any MIKEY mode.

Table A.1: Prot Type (Additions)

	Type
	Value
	Comments

	TLS
	TBD1
	TLS-PSK

	PSK/MIME
	TBD2
	See Annex B

	Application Specific
	TBD3
	Application Specific


Editor’s Note: 3GPP can only make these registrations if draft-arkko-mikey-iana becomes an RFC. Currently an RFC is needed to register new values. The draft is AD-sponsored and in last call (since 30 March 2011).

TLS: This Prot Type provides a pre-shared key (TEK) to be used in pre-shared key ciphersuites for (D)TLS. As the TLS handshake includes key-management and derives a TLS session keys, the TEK can be used to set up several TLS sessions. As the TLS handshake includes negation of parameters, security policies (SP payloads) shall not be associated with the Crypto Session (CS).

PSK/MIME: This Prot Type provides keys to be used to protect MIME content as specified in Annex B.

Editor’s Note: It is ffs which keys to use (TEK, encr_key, auth_key, salt_key) and whether Security Policies (SP payloads) are needed.

Application Specific: This Prot Type provides pre-shared key(s) to be used in an application specific security protocol. Security policies (SP payloads) shall not be associated with the Crypto Session (CS).

Annex B:
Pre-shared key MIME protection

B.1

Design considerations

Secure/Multipurpose Internet Mail Extensions (S/MIME), defined in IETF RFC 5751 [20], is a standard for encryption and signing of MIME encoded data. S/MIME uses Cryptographic Message Syntax (CMS), defined in IETF RFC 5652 [21], to cryptographically protect MIME entities. But while S/MIME provides pre-shared key encryption (enveloped-data), it does not provide pre-shared key authentication (authenticated-data). Pre-shared key protection of MIME encoded data could for example be designed in the following ways:

· Using S/MIME with smime-type=enveloped-data and define how a message authentication code is transported outside of S/MIME.

· Extending S/MIME by defining smime-type=authenticated-data (this would likely require an IETF RFC).

· Defining a new protocol X/MIME which works almost like S/MIME but allows xmime-type=authenticated-data.

B.2

Pre-shared key MIME protection

This clause defines Pre-Shared Key MIME protection.

Editor’s Note: The protocol specification is ffs. 

Annex C (informative):
Change history

	Change history

	Date
	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	2010-06
	
	
	
	
	Report skeleton created
	
	0.0.0

	2010-07
	
	
	
	
	Output of SA3#60
	0.0.0
	0.0.1

	2010-11
	
	
	
	
	Output of SA3#61
	0.0.1
	0.0.2

	2011-02
	
	
	
	
	Output of SA3#62
	0.0.2
	0.0.3

	2011-06
	
	
	
	
	Output of SA3#63
	0.0.3
	0.0.4
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