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1. Introduction
This document tries to capture the security analysis of dropping UICC certificate revocation checking in the RN.
2. Analysis
Currently, 33.401 Annex D mandates CRL checking by the RN during setup of the TLS secure channel between RN and USIM-RN. 

There is a proposal on the table to omit this check in the RN and instead revoke access to the core network by barring the subscription corresponding to the IMSI associated to USIM-RN.
There is a claim there is an attack to make an RN operational in a different network if the certificate revocation check is not done. 

Prerequisites:

p1 - For this attack to work, an attacker must be in possession of a private key of an UICC certificate signed with the operator root certificate. 
p2 - The attacker would also have to have physical access to an RN (that is its UICC interface). 
p3 -The attacker would also have to be able to induce the RN to attach to a network that is under control of the attacker without changing any configuration data via OAM. 
p4 -The attacker also will have to induce the RN to advertise itself as giving access to a network without changing any configuration data via OAM.
Attack Process: 

The attack works as follows: the RN attaches to the network under control of the attacker using a USIM-INI of the attackers choice (p2). Note that the RN is not required to check with the real operator’s OAM server as D.2.2 step E.3 states: The RN may optionally establish a secure connection to an OAM server. The attacker is able establish a secure channel with the RN as the attacker is in possession of a private key belonging to a valid UICC certificate (p1+p2). The network operator has no remit against an attacker performing this step as the UICC certificate is not verified against its revocation status. The attacker can now use a USIM-RN of his choice to attach the RN as RN to a network under his control (p3). The RN will then become operational.

Impact:

Note that this attack does not constitute a network impersonation attack. The RN will have to be advertising itself as giving access to the network under control of the attacker (p4), as otherwise K_ASME network binding will prevent UEs from attaching.

The impact of this attack is therefore limited to an attacker being able to make stolen equipment operational in his own network, under the condition an attacker is in possession of a private key corresponding to an UICC certificate, in addition to the attacker being able to induce the RN to attach to a network under the attackers control and to advertise the network id of the network under the attackers control.

Countermeasures:

The countermeasure to this attack in the current version of D.2.2 is that in step E2, it is mandated: The RN shall retrieve a CRL from a suitable server if no valid CRL is available locally in the RN.By extension, if the server and a valid CRL were not available, the RN simply shall not become operational. This will reduce the time window in which the attack is possible.

If CRLs were not available, the same effect could be achieved by the operator by configuring the RN to require a connection to the OAM server before becoming operational. 
In addition, managing certificate lifetimes can also limit the time window during which an attacker can make use of stolen equipment.

Extension of the proposal to self signed certificates:

There is a proposal on the table to not only remove the requirement for CRLs, but also replace operator signed UICC certificates by self signed UICC certificates. This extension would remove the requirement from the attacker to be in possession of a private key belonging to an operator signed UICC certificate. It would also remove the possibility of using certificate lifetimes to limit the time window during which an attacker can make use of stolen equipment.
