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1. Introduction
This commenting document proposes to discuss on the arguments given in S3-110350 proposing to ignore user consent for management based MDT.
2. Difference Signalling and Management MDT
There are two basic Minimization of Drive Tests (MDT) functionalities based on the different trace types signalling trace and management trace according to TS 32.421 [3]
· Signalling MDT is mainly used to improve/troubleshoot services of one specific subscriber/user based on radio measurements.
· Management or Area MDT is based on radio measurements to improve the radio network performance for a specific area. 
They can be deployed together or independently of each others i.e. an operator may deploy management MDT without deploying signalling MDT and the other way around. The usage can also depend on the use cases within an Operator. E.g. after a customer complaint operator may use signalling MDT, while for optimizing the network or checking the network coverage after new capacity expansion/cell installation, the operator may use management MDT.
3. Data in management based MDT

We have to differentiate the collected data sets for two modes:

· Device connected mode also called immediate MDT
Logged MDT mode (i.e. when the terminal is in idle mode)
Currently the following information is collected for Management based MDT:
In logged MDT the following data is collected:

· RSRP (Reference Signal Received Power)/RSRQ (Reference Signal Received Quality) in E-UTRA, 
· CPICH RSCP (Common Pilot Channel - Received Signal Code Power) & Ec/N0 in UTRA)

· Ec/No is the Received Signal Code Power (RSCP) divided by the Received Signal Strength Indicator (RSSI)
· GPS data if available (c.f. TS 36.331 [4] and TS 25.331 [5]) or CellID
· Timestamp (to identify the source of the network “weakness” e.g. storm, festival etc).

CellID: When UE goes to idle the eNB deletes any context, but the logging ability resides purely in UE. Thus information which are available in the UE can be stored in its memory as logged data for MDT purposes. The UE reads broadcasted system information and searches for a suitable cell even if it is in idle, based on TS 36.133 requirements. If a suitable cell is found the UE "camp on" this cell. Therefore, the UE knows cell ID (even though does not have dedicated connection to the cell). 

GPS information: MDT does not require any specific action from the network to get detailed location information (more detailed than the cellID). The intention of MDT was to provide the best data to the oerpator to support him in improving the network service i.e. potentially GPS. But there has to be active GPS modem (not only present, but also activated). Then the UE may get geographical coordinates based on user plane positioning flow (locationing server and client reside on the application layer and communicate over packet data connection) but without radio access network assistance. This is possible if UE does not have active dedicated connection to the network. The MDT data gathered and obtained in idle are not immediately communicated to the eNB. If the UE connects to the eNB at same point it will indicate that it has logged some MDT data, so that eNB may decide to retrieve.
In connected mode the following data is collected TS 37.320 [1]:
· In E-UTRAN:

· RSRP/RSRQ by the UE in E-UTRAN

· Power Headroom measured by UE

· Uplink Signal strength/SINR (Signal to Interference plus Noise Ratio) measured by eNB

· GPS data if available (c.f. TS 36.331 and TS 25.331) or CellID
· Timestamp

· In UTRAN:
· CPICH RSCP and CPICH Ec/No measurement by UE
· Uplink signal strength/SINR measurement by NodeB
· P-CCPCH RSCP and Timeslot ISCP (Interference Signal Code Power) for UTRA 1.28 TDD
· GPS data if available (c.f. TS 36.331 and TS 25.331) or CellID
· Timestamp

The data flow is as follows:
The UE measurements are transferred to eNB/RNC. Then the eNB/RNC forwards them to a management entity that is called TCE. TCE will pair the measurements with subscriber identities based (received from MME) on Trace Reference (TR) and Trace recording session reference (TRSR) embedded in each report sent to the TCE by the network entities. These references are used at the TCE to correlate the collected data that belongs to the same MDT session for a specific area.If several different areas are checked it is possible that several MDT session are started. The collected data is differentiated based on trace reference. Trace recording session reference is allocated for each MDT sessionseparately, that is used to correlate the data that belongs to one MDT session.
In area based MDT trace reference cannot be associated to any subscriber as that identifies the Trace Session, which is for one or a set of cells. The only problem may arise if the MME sends the users identify IMEI / IMSI over on a second channel to the TCE (see S5-110482 for further details) and those might be potentially mapped in the TCE with the location. The TCE does not require the user identity to improve the network. The eNB is not sending any user identifier to the TCE. [NEC: current TS 32.422 includes the sending of user identifiers IMEI / IMSI by the MME to the TCE. Hence TCE can link the user location with the user ID.]
4. Logging Areas

TS 37.320 in 5.1.1.1 has the possibility to configure the logging area, which should be taken into account before investigating the privacy risks. 

----------------------------------------------

-
(optionally) configuration of a logging area. A UE will log measurements as long as it is within the configured logging area. The scope of the logging area may consist of one of: 
-
a list of 32 global cell identities. If this list is configured, the UE will only log measurements when camping in any of these cells
-
a list of 8 TAs or 8 LAs or 8 RAs. If this list is configured, the UE will only log measurements when camping in any cell belonging to the preconfigured TA/LA/RAs.

If no area scope is configured, the configuration is valid in the entire MDT PLMN of the UE, i.e. the UE will log measurements throughout the MDT PLMN.
NOTE:
There is no need to introduce a measurement identity for Logged MDT. 

NOTE:
Additional measurement object parameter such as cell specific offset is not necessary for Logged MDT

------------------------------------------------

TA – Tracing Area

LA – Location Area

RA – Routing Area 
As can be seen, this is not bound to a specific and configurable GPS area, which would allow fine-tuned and may end up in making it so small that an individual user can be traced. Hence, this risk is not there.
5. Potential user privacy risks

The main concern is obviously the GPS coordinate of the user. It should be noted, that there is no user identity collected. So there is no possibility to identify an individual user directly. The combination with time, may allow some deduction i.e. an unknown person is living here, but there will be no individual user identifier for this person to link is with other measurements. Another issue is the tracking of an user using the point on the trajectory. Again, it will be anonymous tracking, since the individual measurements have no identifier. 
[NEC: also other data e.g. radio fingerprints (measurements from neighbouring cells) can allow to deduce/retrieve user location. So not collecting any radio data at all from a user who has not given consent is the only reliable way to protect user privacy.]
Another risk may stem from the unlikely situation that there is only a single user (or very few users) in a tracking area. Then the data may allow tracking, but as soon as the data set becomes larger, this will become increasingly hard and later on impossible. For practical purposes, the threshold should be seen in relation to the size of the area (see section 4 of this discussion paper). The method to hide individual data in a larger crowd of k is known as k-anonymity or optimal k-anomysation and has been studied also in connection with location information e.g. [6], [7]. In area based MDT trace reference cannot be associated to any subscriber as that identifies the Trace Session, which is for one or a set of cells.
[NEC: we can not be sure that network would implement some mechanism to hide individual data in a larger crowd. Some network may not be willing to implement such additional mechanism.]
6. Roaming Users

Roaming user pose a special issue with regard to the privacy discussion. The service providing operator that wants to make a management area MDT measurement does not have this user stored in his subscriber database i.e. it is not aware of the privacy settings by the users home operator. In addition, the regulations in the country of the subscription taker, country of the user, country of the home operator and country of the service providing operator can be different and they may also change.

Therefore, it might be difficult for the serving operator to determine the correct privacy approach for a roaming user. In addition, if the serving operator would request privacy information from the user’s home network, then there need to be an additional interface to request and receive this information (or some extension of existing interface).

In consequence, we believe it prudent to exclude roaming users from management MDT. From technical side, this requires that the MME should transfer the roaming status indication to eNB, so eNB can make the roaming status into account during UE selection for MDT. Therefore corresponding LS would need to be send to RAN3.
[NEC: we agree with NTT DOCOMO view in 456.]
7. Potential Countermeasures and Impact of Those

There are several approaches how to improve the privacy of the user. Taking into account the unlikely case that MDT management is deployed in an area where just few users are present.
Approach A:
One approach is to add a blanket user consent information element for the management MDT as it is today. This user consent element would distinguish between “signaling based MDT” and “management based MDT” to the MDT privacy solution (i.e. duplicating the signaling based MDT approach). The reason could be that there are different data elements handled and the level privacy impact of signaling MDT is larger than for management based MDT. Also, the unlikely case of a single user in an MDT measurement area might raise the concern. Then the “management based MDT consent” information element may be set to “yes” in certain areas for all subscribers. 
Equally users may be willing to consent for management based MDT while not for signaling based MDT. On the other hand, this brings the practical issue of how to obtain educated user consent. How to explain to the user the differences and avoiding that all users by default say no and make it impossible for the network operator to improve their services. 
[NEC: there is no need to explain to the user the discrepancies between signaling based MDT and area based MDT because it is an operator issue according to local regulation: only if the local regulation compels the operator to check the user consent, then the operator has to make the information available to the RAN.
Moreover, it is highly probable that the user does not care/understand about the discrepancies between signaling based MDT and area based MDT. If the user gives consent, then he would expect this would apply to both MDT cases.]
Another issue is that that this may require contacting legacy users manually i.e. sending them a message or a letter to individually request their agreement. It might be that most users either do not agree or do not answer at all i.e. the operator might not be able to obtain a critical mass of data to improve the network, but still has the costs for contacting all the user.
[NEC: there is no need to contact the users. They adhere/consent to MDT at subscription time. If they realize that there can be issues with their location being disclosed to the network, then they would revoke their consent on their initiative via a Web portal or customer care.
Approach B:
Here the basic idea is to remove all not needed data, remove user identifiers from the network protocols, prevent collection of identifiers that would allow data combination in addition then combining data sets to a larger set making the identification of an individual device impossible.

In addition, we want to hide any sort of location information in a larger set of location information. For this the counter that is already available in the eNB can be re-used. TS 32.425 [6] section 4.4.2.1 and 4.4.2.2 use a function in the eNB to measure the number of active users for layer 2 measurements. This function can also be utilized here to prevent potential user tracking for the unlikely case, that there is only one or very few users in a certain measurement area. In other words, this function allows us to set a threshold value and the management MDT function is only activated, when the threshold is reached.
[NEC: so 2 mechanisms are needed: removing the user IDs and assessing the number of UE in an area. The latter is a non-trivial RAN implementation issue so it is not sure that every eNB would implement it while checking the user consent is much simpler.]
By stripping off sensitive data on one hand, and hiding the location information (without any user identifier) in the crowd by reusing existing functionality the users privacy can be protected in all cases without requiring explicit user consent, since there is no personable identifiable information any longer. This allows operator to take management MDT into use based on their existing subscriber base and to reduce OPEX using management MDT.
8. Proposal

The proposal is to use a more fine grained approach than asking for a “white-card” user consent. The guiding principles are:

· Minimizes data collection

· Making an individual user no-recognizable in the crowd

· Improving the service for the user

· Avoid that an operator has to contact his legacy users

· Avoid investments to be made without being able to improve the network

· Keep this feature in Release 10 
Based on the information above we make the following proposal to accept Approach 2, which implies in particular the following changes to the existing work.
(1) Convert the note in TS 37.320 “NOTE: There is no need to introduce a measurement identity for Logged MDT.” into mandatory text. To prevent any sort of potential mappings, this should be mandated.
(2) No sending of IMSI or IMEI or other user identifier to MME i.e. no possibility to identify individual subscriber. It is technically not needed.
(3) Re-use the counter in the eNB/RNC which would show the number of users in a cell, also for routing area and location area. 

(4) Mandate that only management MDT measurements are only collected, when a predefined minimum threshold value is reached to avoid the unlikely case that only few users are in the management area. Also, small data sets do not provide a good database to improve the network.
(5) Mandate to combine the measured data into a cell data set to prevent individual extraction.
(6) Mandate deletion of data after usage and processing.

(7) Maintain strict purpose binding for network improvements i.e. no transfer to third parties outside of the operator network.
(8) Allow local legislator to define an acceptable threshold value according to local legislation.
(9) Mandate not to collect data in the MME for roaming users.

[NEC: These are huge amount of changes/restrictions while alternatively conveying user consent to RAN is simple and sufficient for the RAN to check prior to UE selection for MDT purpose.]
We believe with those changes it is possible to protect the user privacy for management MDT, because all technical possibilities to track an individual user are removed. If and only if those critical elements are removed, then no user consent needs to be required. On the other hand, this change will allow operators to use management MDT without explicitly user consent and collect a sufficient amount of data that is needed to improve their network services for the user. 

If SA3 accepts this proposal, corresponding information should be send to SA5, SA plenary, RAN2 and RAN3.
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