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	Nokia Siemens Networks: please find our comments at the end of this contribution. 
The purpose of the document is to settle the editor’s note in 7.3.3.

From the description of TS33.401, if failed integrity check is detected after the start of integrity protection, the concerned message shall be discarded. 

In LTE system, when the integrity verification of UE control plane message is failed, it should be indicated to RRC layer from PDCP layer.

The impact of the losing of USER-UE control plane message in LTE advanced system is the generally same as the losing of UE control plane in LTE system. The losing of each control plane message is unacceptable, because it will influence the signalling procedure.
If the failure of integrity verification of USER-UE control plane message is not indicated to RRC layer from PDCP layer, the USER-UE control plane message will not be received by RRC layer, and then the state machine in RRC layer will handle it and run abnormal procedure, such as retransmission or releasing the connection. In this way, the delay of the signalling will be increased greatly, and system efficiency and user experience will be affected negatively.

From the description of TS36.323, if integrity verification is applicable and the integrity verification fails: the received PDCP Data PDU should be discarded and the integrity verification failure should be indicated to upper layer. From the description of TS36.331, RRC layer can distinguish the control plane message and user plane message. From the description of TS36.323 and TS36.331, the control plane message of Uu interface has been handled in a proper way when the integrity verification fails. 

For the successful signalling procedure, high transimisson efficiency and good user experience, a proper description on how to handle integrity verification failure message needs tobe introduced based on the existing description of 3GPP.

	
	

	Summary of change:
(

	A proper description on how to handle the integrity verification failed message is introduced based on the existing description of 3GPP.
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********************************************Start of changes*************************************
7.3.2
UP integrity mechanisms

This subclause applies only to the user plane on the Un interface between RN and DeNB:

The user plane data is integrity-protected by the PDCP protocol between the UE and the eNB as specified in TS 36.323 [12]. Replay protection shall be activated when integrity protection is activated. Replay protection shall ensure that the receiver only accepts each particular incoming PDCP COUNT value once using the same AS security context.
The use and mode of operation of the 128-EIA algorithms are specified in Annex B.

The input parameters to the 128-bit EIA algorithms as described in Annex B are a 128-bit cipher key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 36.323 [12], the 1-bit direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
The supervision of failed UP integrity checks shall be performed both in the RN and the DeNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the DeNB side or on the RN side.

Note: The concerned message is not silently discarded. The integrity check failure should be indicated to upper layer. The upper layer should determine whether the concerned message is USER-UE control plane data or not. If it is USER-UE control plane signalling, it should be handled in the same way as the control plane signalling of Uu interface. Or else, it may be discarded.
****************************************End of changes******************************************
Comments by NSN: 
The same Editor’s note has been addressed in S3-110395 by adding: 
NOTE: TS 36.331 [21] does not mandate the RN to start an RRC Connection Reestablishment procedure upon detection of a failed UP integrity check. The handling of integrity check failures is an implementation issue. This is in contrast to the handling of a failed RRC integrity check by a UE, cf. the NOTE in clause 7.4.1 of the present document. 
Note that, in S3-110395, there is a typo: it reads “RRC integrity check” there while it should read “UP integrity check”.
It is our understanding that the NOTE in 421 does not correctly reflect what has been agreed in RAN2. It rather seems that the NOTE in 421 puts additional requirements on the handling of failed integrity checks. But firstly, normative language such as “should” has no place in a NOTE. Secondly, the cover page points out correctly that “For the successful signalling procedure, high transimisson efficiency and good user experience, a proper description on how to handle integrity verification failure message needs tobe introduced”. But these are not security considerations and should be left to RAN2. 
Proposal: we propose to SA3 not to accept the CR in 421 and accept the formulation in 395 instead. 
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