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1
Introduction
A contribution with Tdoc number S2-111444 is submitted to SA2 #84 meeting in 11 April-15 April 2011, which discusses the issue of extending the paging cycles for MTC devices with less time critical applications. 

One major factor that limits the UE stand-by time is paging cycle i.e. the frequency in which the UE needs to wake up and perform paging monitoring.

The existing specifications are assuming that the requirement for reach-ability is time critical, i.e. communication that has to be initiated as soon as possible after initial reception of an incoming paging message within the core network. This process means that each mobile has to spend a significant amount of energy on decoding information not intended for them. For less time critical applications, e.g. for certain types of MTC applications, this might be unnecessary since it is known a priori what type of communication the device supports and that this type of communication may not be especially time critical. If the paging monitoring is done more infrequently for devices that use less time critical communication then less energy would be consumed in these cases.
This paper provides an initial analyse of potential security impact of contribution S2-111444.
It is proposed that SA3 discusses the security impacts and sends an LS to SA2 to inform about the security impact. It is also proposed that SA3 agrees to include the p-CR in this contribution to the TR 33.868.

2
Analysis
Since the extended paging cycles implies that the UE/MTC device will monitor the paging channel more seldom, it could be asked whether sequence numbers of different kind could wrap around faster or get out of sync and whether this could have impact on security procedures. 
This is, however, not the case. The sequence numbers used for security purposes are unaffected by extended paging cycles for the following reasons:
· Paging messages are sent on the broadcast channels. For GERAN/UTRAN/LTE access there is no key management on these channels and therefore no ciphering/integrity protection are provided today to these paging requests messages.
· With regards to sequence number handling as e.g. COUNT-I/COUNT-C in UTRAN, NAS and PDCP- COUNT in E-UTRAN, these security features have no impact on the paging messages on the paging channels as the sequence numbers are only applicable for protected signalling messages.

· There is no impact on authentication, as SQN values in UMTS/EPS AKA have no impact on broadcast channels, as the SQN is only applicable for the USIM and HLR/AuC and HSS.

· There is no impact on the security of ETWS messages as the security is based on digital signature which is independent of the network procedures such as paging.

However, a possible security impact that has been identified is related to ETWS. When ETWS Primary Notification is sent in PAGING TYPE 1 message on broadcast channels, there might be a timing issue though for those M2M devices interested in ETWS but using extended DRX cycles. Since these M2M devices are not listening to the paging channel as frequently anymore there is a risk that these M2M devices are not able to receive the warning within the required time limit. (There is a requirement that ETWS shall be delivered to the UE’s within 4 seconds after receiving the emergency information from the local or national government.) But since most MTC devices are operating without humans, it is probably less critical that the time limit is not kept, but there could still be situations where the time limit needs to be kept.
3
Conclusion

If extended paging cycles is introduced in the 3GPP standards then this paper concludes that there is:

· No impact on authentication;

· No cryptographic impact;

· But there might be a timing issue for those M2M devices interested in ETWS.

4
Proposal
It is proposed that SA3 discusses the security impacts and sends an LS to SA2 to inform about the security impact analysis in this contribution. It is also proposed that SA3 agrees to include the p-CR in this contribution to the TR 33.868.

5
PCR

****************** Proposed changes ********************

7.x
Solution – Extended paging cycles

7.x.1
General Description

This is an evaluation of the SA2 solution ‘Extended paging cycles’ to the following key issues in section 5.8 "Key Issue - MTC Device Trigger"  and section [TBD] "Key Issue – Extra Low Power" in SA2 TR 23.888..
This solution addresses the Key issue “MTC Device Triggering” with the option of UE receiving triggers in attached state with or without PDP/PDN connection.

The characteristics of the solution is that the Maximum paging/DRX cycles possible are extended with longer values allowing the UE to save battery as waking up and listening for a potential paging message is one major power consuming functionality. 

7.x.2
Evaluation

NOTE: This evaluation applies only for MTC devices that are already attached in the network,

Since the extended paging cycles implies that the UE/MTC device will monitor the paging channel more seldom, it could be asked whether sequence numbers of different kind could wrap around faster or get out of sync and whether this could have impact on security procedures. 

This is, however, not the case. The sequence numbers used for security purposes are unaffected by extended paging cycles for the following reasons:

· Paging messages are sent on the broadcast channels. For GERAN/UTRAN/LTE access there is no key management on these channels and therefore no ciphering/integrity protection are provided today to these paging requests messages.
· With regards to sequence number handling as e.g. COUNT-I/COUNT-C in UTRAN, NAS and PDCP- COUNT in E-UTRAN, these security features have no impact on the paging messages on the paging channels as the sequence numbers are only applicable for protected signalling messages.

· There is no impact on authentication, as SQN values in UMTS/EPS AKA have no impact on broadcast channels, as the SQN is only applicable for the USIM and HLR/AuC and HSS.

· There is no impact on the security of ETWS messages as the security is based on digital signature which is independent of the network procedures such as paging.

However, a possible security impact that has been identified is related to ETWS. When ETWS Primary Notification is sent in PAGING TYPE 1 message on broadcast channels, there might be a timing issue though for those M2M devices interested in ETWS but using extended DRX cycles. Since these M2M devices are not listening to the paging channel as frequently anymore there is a risk that these M2M devices are not able to receive the warning within the required time limit. (There is a requirement that ETWS shall be delivered to the UE’s within 4 seconds after receiving the emergency information from the local or national government.) But since most MTC devices are operating without humans, it is probably less critical that the time limit is not kept, but there could still be situations where the time limit needs to be kept.
Editor’s note: This section may need further security evaluation.
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